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[ Control Panel

4 [ » Control Panel
Adjust your computer's settings View by: Category ~

System and Security
Review your computer's status
Save backup copies of your files with File History

Backup and Restore (Windows 7)

User Accounts
!;JChange account type

5

Appearance and Personalization

QI {,  Network and Internet
View network status and tasks
, / Hardware and Sound
]

% View devices and printers
Add a device

Adjust commonly used mobility settings

Clock and Region

Change date, time, or number formats

& &

Ease of Access
Let Windews suggest settings
Optimize visual display

@

Programs
[*] Uninstall a program

Best match eee

Windows Firewall
Control panel

Windows Firewall with Advanced Security
Desktop app

Settings )
# Check firewall status

& Allow an app through Windows Firewall
Web »
L firewall

L firewall movie

O firewall settings

L firewall protection

Store b

we  Windows8FirewallPanel

ER My stuff £ Web

firewall
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ﬁ Windows Defender Firewall

<« v 4 @ > Control Panel » System and Security » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.

through Windows Defender

Firewall .

. g Private networks Connected

®) Change notification settings
) Turn Windows Defender Metworks at home or work where you know and trust the people and devices on the network

Firewall on or off
& Restore defaults Windows Defender Firewall state: On
& Advanced settings Incoming connections: Block all connections to apps that are not on the list

of allowed apps
Troubleshoot my network

Active private networks: P pelal-2018

Motification state: MNotify me when Windows Defender Firewall blocks a
new app

. g Guest or public networks Not connected

3
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Allow an app or feature through windows firewall



@ Windows Defender Firewall
= o« A (i« System and Security » Windows Defender Firewall
File Edt VYiew Tools

Contrel Panel Home

Allow an app or feature
through Windows Defender
Firewall

'Q Change notification settings

$ Turn Windows Defender
Firewall on or off

$ Restore defaults
$ Advanced settings

through the Internet or a network.

l o Private networks

Windows Defender Firewall state:

Incoming connections:

w| D Search Control Panel

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Connected ()

MNetworks &t heme or werk where you know and trust the people and devices on the network

On

Block all connections to apps that are not on the list
of allowed apps

Troubleshoot my netwerk .
Active private networks: L? TwinkleFaery_SGEAT
Motification state: Motify me when Windows Defender Firewall blocks a
new app
l o Guest or public networks Not connected ()
See also
Secunity and Maintenance
Metwork and Sharing Center
ﬂ Control Panelall Contral Panel ltems\Windows FirewallAllowed apps [Ir=] -_ [} et
“— S ﬂ « Windows Firewall » Allowed apps w | T Search Control Panel p=

What are the risks of allowing an app te communicate?

Allowed apps and features:

MName

[#] Delivery Optimization

[+ Deluge Bittarrent Client

DIAL protocol server

[ Distributed Transaction Coordinator
[ Dropbox

[#] dropbox.exe

[#] Email and accounts

[ F5WVPM

[#A f5.vpn.client

[ File and Printer Sharing

FileZilla FTP Client

[#] Firefox (C:\Program Files (xB5)\Mozilla Firefox)

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

GCha_n_ge settings

Private = Public ™

HEEREOROR AR

OO OOC0RE®

®

g
3

| Details..

/ Allow another app... |

[ ok

Cancel |
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| File Edit View Tools Help
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[ « Windows Firewall » Allowed Programs ~ [l

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program te communicate? @‘Change settings

Allowed programs and features:

| Name ork (Private)  Public *

uTorrent
Battle.net Update Agent

| M BitTorrent (TCP-In)

| M BitTorrent (UDP-In)

[ BranchCache - Content Retrieval (Uses HTTP)

‘ [0 BranchCache - Hosted Cache Client (Uses HTTPS)
[J BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[ ComicRack
[J Connect to a Network Projector
|_M] Core Networking

RO00000REOE
ROROOOORRKRE
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File Edit View Tools Help

AOOUWTPTOgranis oo COMmmitnmaic uimuagr Vv nQuwas v any

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a pregram te communicate? [7“;‘ Change settings

Allowed programs and features:

Name Home/Work (Private) Public
[ uTorrent
pTorrent
Battle.net Update Agent
M BitTorrent (TCP-In)
M BitTorrent (UDP-In)
[J BranchCgche - Conts tieval (Uses HTTP)
- # Cache Client (Uses HTTPS)
osted Cache Server (Uses HTTPS)
s eer Discovery (Uses WSD)
(8| ComicRack
[J Connect to a Network Projector
[ Core Networking
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[ Details.. || Remove |

l-, Allow another program... ]
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Search Control qnel pol

File Edit View Tools Help

AOOUWTPTOgranis oo COMmmitnmaic uimuagr Vv nQuwas v any

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a pregram te communicate? [7“;‘ Change settings

Allowed programs and features:

Name Home/Work (Private) Public

pTorrent

Battle.net Update Agent

[ BitTorrent (TCP-In)

M BitTorrent (UDP-In)

[J BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[ ComicRack

[J Connect to a Network Projector

[ Core Networking

-

ROROODOORRREEA

[ Details.. || Remove |

l-, Allow another program... ]

les 5

 File Edit View Tools Hel

P
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To add, change, or remove zllowed programs and ports, click Change settings.
What are the risks of allowing a program tc communicate? & Change settings

Allowed programs and features:

Name Home/Work (Private) Public *
M uTorrent 2] (m}
uTorrent (=]
Battle.net Update Agent ]
M BitTorrent (TCP-In) ™M

™| BitTorrent (UDP-In)
Content Retrieval (Uses HTTP)

e - Hosted Cache Client (Uses HTTPS)
osted Cache Server (Uses HTTPS)
Discovery (Uses WSD)

g
Q]

[ BrancMCache -
[ ComicRack

[ Connect to a Network Pr
__[M] Core Networking

Roooooo
ROROOOO0

[ betails... ][ Remove |

l Allow another program... ]

[ ok J[ cancet ] _

_ woile;
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| File Edit View Tools Help

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program te communicate? F"p‘ Change settings

Allowed programs and features:

Name Home/Work (Private) Public *

-L

M uTorrent

[ Battle.net Update Agent

[ BitTorrent (TCP-In)

[ BitTorrent (UDP-In)

[J BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
O BranchCache Peer Discovery (Uses WSD)
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[¥] Core Networking
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G Turn Windows Defender
Firewall on or off

@ Customize Settings - O X

&« v 4 @@ « Windows Defender Fir... » Customize Settings v & | Search Control Panel 0

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings
v (@ Turn on Windows Defender Firewall
[[]Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

e (O Turn off Windows Defender Firewall (not recommended)
Public network settings
v (® Turn on Windows Defender Firewall

[[]Block all incoming connections, including those in the list of allowed apps
: Notify me when Windows Defender Firewall blocks a new app

g (O Turn off Windows Defender Firewall (not recommended)

[ ok | cance
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Windows firewall with advanced securitysU jlek) ) <lld a5 ¢ dolaall

* Windows Defender Firewall with Advanced Security — O X

File Action View Help

&« |m Hrm

T2l Windows Defender Firewall with Advanced Security on Local Co... |7

&3 Inbound Rules

Qutbound Rules Overview 5 Windm Desds M S
¥ Connection Security Rules Domain Profile ) Import Policy...
B, Monitoring @ Windows Defender Firewall is on s, Export Policy...
© nbound connections that do not match a nde are blocked Restore Default Policy
© Outbound connections that do not match a nde are alowed Diagnose / Repair
Private Profile is Active View »
& Vindows Defender Firewal is on @ Refresh
© Inbound connections that do not match a ne are blocked o] Properties
@ Outbound connections that do nat match a e are allowed B vep

Public Profile is Active

& Wndows Defender Firewall is on.

G Inbound connections that do not match a nde are blocked
€ Outbound connections that do not match a nie are alowed

BY [Windows Defender Firewall Properties |

< > ||« >
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g Mew Outbound Rule Wizard =

Rule Type
Select the type of firewall rule to create.

Steps:

s Rule Type What type of nule would you like to create?

# Protocol and Ports

@ Action (_) Program

o Profile Rule that controls connections for a program.
@ Name ® Port

Rule that controls connections for a TCP or UDP port.
() Predefined:
@Firewall AP .dll -80200
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Back Mext = Cancel




gF New Outbound Rule Wizard =
Protocol and Ports

Specify the protocolz and ports to which this rule applies.

Steps:
Does this rule apply to TCP or UDP?

@ Rule Type

@ Protocol and Ports ® TCP
Action ) UDP
Profile

@ Name

Does this rule apply to all remote ports or specific remate ports ?

(") All remote ports

(@) Specific remote ports: |E~I}|
Example: 80, 443, 5000-5010

< Back Mext > Cancel

.
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Block The Connection

B rew Outbound Rule Wizard p-r4
Action
Specify the action to be taken when a connection matches the conditions specified in the ruls.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

« Protocol and Ports
0 Allow the conmection

= Action This includes connections that are protected with |Psec as well as those are not
@ Profile

) Allow the conmection if it is secure
@ Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

(@) Block the conmection

< Back Mext = Cancel
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g New Outbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

Steps:

p Fulz Type When does this rule apply?
@ Protocol and Ports
p Action Domain

s Profile Applies when a computer is connected to its corporate domain.

p Mame Private
Applies when a computer is connected to a private netwark location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

< Back Ment = Cancel
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Dioes this rule apply to all programs or a specific program ?

() All programs
Fule applies to all connections on the computer that match other rule properties.

(® This program path:

|] Browse...

Example: ch\path \program exe
%ProgramFiles % \browser\browser exe

Dbl 2as5 a0 this program path Wl gzl all 48S ¢} All programs
RESTURE S

FortiGate s, 2 4laal) jlaa
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Rl e Lol 555 a1 @ pn o syl 505 Jpanly 55 Gl Alaadhe
s ool A3 aul 40ea sllworkstation

FortiGate-VM64.ovf suls &ll5 fortigate vin (I8 jLasly agds
L il e Jsaall S sl platind (Saa
https://www.avfirewalls.com/Online-Demos.asp

https://fortigate.fortidemo.com/login?redir=%2Fng%2Fsystem%2Fdash
board%2F1

username: demo / passwored : demo

=_= FortiGate VM64  FortiGate VMé4

~

@ Dashboard > =
2 , ‘ | 32 FortiGateVMé4 1 3 5 7 ¢
¥X Security Fabric > A L]
4 Network v I" LR
2 4 6 810
DNS *+ CreateNew~ | & Edit @ Delet Searct Q Group By Type
Packet Capt
Rl Name * Type = Members IP/Netmask - Administrative Ao
SD-WAN Zones
[E] 3 802.3ad Aggregate @
SD-WAN Rules
8 tortilink Je 802.3ad Aggregate Dedicated to FortiSwitch PING
Performance SLA Security Fabric Con
Shatic Rodtes [E ¥ physical Interface €D
Policy Routes .
X M lanport (port2) M8 Physical Interface 192.168.2.1/255.255.255.0 PING
RIP HTTPS
OSPF SSH

192.168.1.170 Jull shidl o) siall a3y Role:lan slan port e s
255.255.255.0 4xal yi#Y) 5 jlall


https://fortigate.fortidemo.com/login?redir=%2Fng%2Fsystem%2Fdashboard%2F1
https://fortigate.fortidemo.com/login?redir=%2Fng%2Fsystem%2Fdashboard%2F1

~

@ Dashboard > Edit Interface

NA Security Fabric >

b . Name lan port (port2)
etwor v

Alias lan port

Interfaces

Type Physical Interface
DNS

Role ®  LAN v
Packet Capture

SD-WAN Zones Address

SD-WAN Rules Addressing mode DHCP = Autc-managed by FortilPAM
Performance SLA IP/Netmask 192.168.2.1/255.255.255.0 <:
Static Routes Create address object matching subnet (B

Policy Routes Secondary IP address e J

DID

HTTPS 5SSH 5 PING.! 51! Jsaasll 5 5i oy ¢ o jliaual) 138 d
192.168.2.254 — 192.168.2.2 o) siadl (i) Laad DHCPaA (5 65 o3

:E FortiGate VM64 FortiGate-VMé4

@ Dashboard > * EditInterface
NA Security Fabric > I Administrative access l
+}+ Network v IPv4 HTTPS PING [J FMG-Access
Oswe o
L Security Fabric

DNS () RADIUS Accounting ] Connection ©

Packet Capture Receive LLDP © AU e N R Tl Enable Disable

SD-WAN Zones Transmit LLDP @  Use VDOM Setting Disable

SD-WAN Rules

@ DHCP Server
Performance SLA
Static Routes Address range 192.168.2.2-192.168.2.254 < l
[+]
Policy Routes
RIP Netmask 255.255.255.0

OSPF Default gateway BEUSEAGNRSIERAEE Specify
BGP DNS server EENEECRSENINAE Same as Interface IP - Specify

Leasetime @ @ 604800 second(s)
Multicast

WAN port configuration

sl &l shadllwan g S
To configure the WAN port go to

Network —> Interfaces



Select the port you need to configure

port 1

Provide the appropriate details

Alias: wan port
Role : WAN

IP address: 192.168.1.99 /255.255.255.0

=" = FortiGate VM64 FortiGate-VMé4
-.w

& Dashboard > ~  EditInterface
NK Security Fabric >
Name ™ portl
+ Network v [
Alias | wan port
Type ™ Physical Interface
DNS
Role @ WAN
Facket Caphire Estimated bandwidth @ | O
SD-WAN Zones 0
SD-WAN Rules
Performance SLA Address
Static Routes Addressing mode DHCP  Auts
Policy Routes IP/Netmask
RIP Secondary IP address (B
OSPF
Administrative access
BGP
Multicast IPv4 HTTPS
() FMG-Access
>
£ System ——

Static route configuration

To configure the static route go to

Network —> Static Routes —> Create New

3
kbps Upstream
kbps Downstream

wwed by FortilPAM

192.168.1.99/255.255.255.0 <:|

HTTP PING
[C)SSH [J SNMP
M RANIIS Arraintin ) Security Fabric

il el o oS3



E:E FortiGate VM64 FortiGate-VM6b4

@ Dushboard > & [[# CreateNew || # Edit W Clone @ Delete | Searc Q

% Security Fabric ) |
-] Destination = Gateway IP < Interface ¢ T Status <
o Network v
4
Interfaces g @

DNS 0.00.0/0 192.168.1.1 B portl © Enabled

Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA

Static Routes

Policy Routes
RIP

Provide the details

Subnet: 0.0.0.0/0.0.0.0
Gateway Address: 192.168.1.1

Interface: portl (this is the previously configured WAN interface)

=-= FortiGate VM64 o

@ Dashboard » " EditStatic Route
e : :
: :t:::/:abrtc : Destination @ Internet Service
RN 0.00.0/00.00 c
Gateway Address 192.168.1.1 <:1
DNS Interface ™ portl @ hd
Packes Capture Administrative Distance @ | 10
SD-WAN Zanes Comments Write a comment 0/255
SD-WAN Rules Status [PNEERE © Disabled
Performance SLA
Static Routes Advanced Options
Policy Routes oK Cancel
RIP
OSPF
BGP
Multicast
& System >

B Nadicn © Mhincds .~



IP route 0.0.0.0 0.0.0.0 Fa0/0 in plain English means “packets from any
IP address with any subnet mask get sent to Fa0/0". Without any other
more specific routes defined, this router will send all traffic to Fa0/0.”

4.0 Firewall policy configuration

To configure the firewall policy go to

Policy & Objects —> Firewall Policy —> Create New

="= FortiGate VM64 FortiGate VM64
ap

A Q- >
o+ Network > # Edit 51 Delete VQ PodlcyLookupr‘ Seart Q

& System > -3 Name Y Source Destination Schedule Service Action NAT Security Profiles Log
B W tanport (port2) — M port1 €@

B Policy & Objects v
internet access all all [® always ALL « ACCEPT @ Enabled [EEM no-inspection © U

ication Rul
Authentication Rules Implicit @
1Pv4 DoS Policy

Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Peols

Provide the details

Name: Internet access

Incoming Interface: lan port (port2)
Outgoing Interface: wan port (portl)
Source: all

Destination: all

schedule: always

Service: Web Access



=" = FortiGate VM64 FortiGate-VM64
-——w

& Dashboard > ~ Edit Policy
NA Security Fabric > ID
 Network > Name © internet access 1
£ System > Incoming Interface @ lan port (port2) <: - Last used
; 2 second(s) ago
B Policy & Objects v Outgoing Interface M wan port (port1) @ v
Source 2 al x ;i;‘y(“j’fd
ay(s) ago
o g :
Authentication Rules g :
Destination all x Hit count

1Pv4 Do Policy i <=| 7.129

Addresses Schedule [@ always c v Active sessions

Internet Service Service 3 Web Access x 52

Database + <:

services Acton @ oeny

Schedules Total bytes

Virtual IPs Inspection Mode Proxy-based it

Current bandwidth
IP Pools 0B/s

Firewall / Network Options
Protocol Options

NAT ©

Firewall/ Network option: NAT

Security profiles: (Not configured in this case)

& Dashboard » ~ Edit Policy
NA Security Fabric > First use
+ Network > Firewall / Network Options 1day(s)
NAT Hit cour
s : [ = 7,129
B Policy & Objects v IP Pool Configuration Use Outgoing Interface Address USSRV IEN a5
Preserve Source Port (B ;\‘2 tive s
Authentication Rules Protocol Options 250 default v &
IPv4 DoS Policy
Security Profiles Totlts
Addresses al by
AntiVirus » 838,991
Internet Service B
Database Web Filter (® ] Current
) 0Bfs
Services DNS Filter »
Schedules Application Control O
Virtual IPs IPS @
1P Pools File Filter ) ® Doc
Protocol Options SSL Inspection 0 certificate-inspection v & 2 8‘:(
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ALl agraand g CalS 8 o] Cpaaleal) D) die 48] ey Lo ASLOU) ASWED e A gaial)
alal) aealite Bl agl 4l e dua il ) oS5 4l

soea ) S e gosn IS i O g (ot L il dalall s (3.3
58S 5 e S Jla L Alas daga o 5 A0l Alaiall
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Wireless Protected Access WPA (rasall (Sl 7 ol ol)
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sadl WEP. 2003 ole Gau ) salaic) s jlmall 138y ol a3,

P2 Y OS] paadal) li g Hadal) Ay yla el pladdiul Cus e WEP a0 WPA 4L
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WPA Jee 55k

SWPA Personal) sl & isal ~LadWPA-PSK (48 ks Ll WPA Jexs
WPA Enterprise). sWPA-802.1x ( 4k

_JJJABJL}.{: j\w«ﬂj@cwglﬁ&\ﬁ\A&ueMé‘gy‘w\w#\‘_é
AL AK31L Abaiall sl gall aaes o Lguds (a3 lall 38 () 65 O Cangg

X 802.1 cleria axdindi g canall vie 4y ga ST () 5S84 iaY) Al 45 )l L
oo Y AES aaiiui Lgie 5 shall WPA2 Wi Giaill EAPJS 53505 RADIUS
leal s 4l 25 5l TKIP JsSsi g

S lsE Y 8 (I WEP o SISl i oLl sie conal WPA-PSK iiad Y
ABY) Cilatiall (g

sl Jonas ¢ sam sl Lales el sall e JS ) g g8 (el padien () aa
WPA ilula)

N o8 ASLLY dles (5 ghoay 25 35,1

ba¥) WEP i pUas ) aaill dpals Canmi 2

ZyantlALGEN e 856000 WEP ge G sie po o653

Vs (Gl 3 )laYL el RADIUS s pe e 4

WPA <l

Shaall S S 5 araai 8 WPA-PSK &l jibal e alasind vie facle 1

(ajm 0i€) 4ecdl da 50 e firmware 4wl A4l =l jll 2
Windows 95. Jie daill Jaaill dalail ae (381 51l a2e 3
WEP. (x U san 48l e 4

.Denial of Service attacks. 4e2all (e ja Glaagd 4 o 80 5
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KALI S aldi

& danadia a5 ¢ gl o A (Sl day 55 o (Kali lTnux) ossid (A

e e &5 . (Penetration Testing) Gl_ssy! s 5 4l sleall alaall g (e
. 2013 )W 13 AW Hsua

o Ll (g shaall ol Cua @l 3 el day )y 5l ey sale) Ge Boke oo (S Az gl

. offensive security ltd < b (0 U gangdagera a5 ¢ siisg) Ju Gl

<l 3l 5 el 3ae e Gasae (5 a5 Aila sleall Alaall 5 (1Y) & diaradic Sl
aes Nmap 8Lall i) meaally o 585 geal o el Cus B RY) JLEAY dea 90
Ol Al sl & x5 « wireshark Jie Gl Je ddalial) e)'aj\ Julail
Gl @) aa) sl gelall Aircrack-ng &2 «John The Ripper gt
43l =il zaps owasp s burp suite s wireless lans 4SOl 4layl)
Badaa Auial ol HLEAY (5 AT <l gal ) Aleal (o)) culinlay

(ALY i g gy 58

a5 s LeSclilae e iyl o dadaiall a8 se (o IS Ui s cilile Jraad oliSa
i) clalal QI3 sae S

D s Led (pan )l adgall (e 4 il o 3 (S
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https://www.kali.org/get-kali/#kali-bare-metal

AN el jall nls el 555 (B 5 o5 1S O Ay 4l
1.0Oracle vm virtualbox manager.

2.VMware Workstation Pro.

axiiual mual (Super User) e addiue s @llia 22y 2l 2020.1 e les
axdindl anl (30 S kali linux 2020.1 (& aee s Ll Laadiis OY) a8y
Kkali Laa oyl 581 g pall A<
| am root!
Wil Lo g ¢ 3 pan liaDla 93 addiiee oliad S Ui 8 gy o s8in Al Glleal) alaxs
Cluay Jsaall ZUaiu 1A ¢ Glbadlall oda Lal uld ¢ e e gile aadtiuaS LAY
; SUlL a8 Gl JLall root
: terminal ) & AUl e iss
$sudo su

LS Lo die kali dpal @Y1 s el dalS Jaal ¢ g el dalS e il @il
O 1| NSV RS N RPN

#passwd root
oy 5 A1 B e Jsaally a8 o3 QUi (e g HAD Jamasy o 683 ¢ dplaall lad 2ie
Ledlan) &3 Al Baaall g yall 4alS 5 root pasill

dallaal Lalsil) deal ol 5 netfilter e p o~ 4dad JUss linux kernel 8 s
Oe Alle A ey Aleall Hlaad SUIS Sla ptables sl sl de saae 4 netfilter

A all

|ptables

Dlallip a)s ddaliae ) B 0 S aUaill J g sael e 50U Jlas 4ae 0 s Iptables
& Al el adaii 43 Adlids netfilter Glas S o2 4 A [inux kernel Gles
AL )5 e ada ae Jalaill 4as ae ) gall (e Judls e (g giad Al 5 daliae Jglas
iptables (ai ¢ ddlise &Y <61yl Wl daliadl kernel gl sy Clas 5 a2iii



<= ebtables s ARP = arptables 5ipv6 = ip6tables sipv4 A=
. Ethernet < k)

rO0t padivall Jlas ddaul 5 o2 4y Gl any s Jeadl ddlle & 3lik) iptables ki
Clinux dakal alaee 8 Jeadl 8 Jddy 48 V)
#apt-get install iptables
Y113 aladia) ¢ ae ) gl arany 48 Baa il
#iptables —L

:~# 1iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prit opt source destination
s ~#

OUTPUTs FORWARD s INPUT (o4 5 JusSlually 4018 (5 5

e (e a5 cilS 1Y) A ¢ ol gl g el A ja gl 3o gl 2ol @ a0 INPUT
Omad ey ¢ A idia dlaa ) Jpeasll ol cly palall jigneSl) Slea Jlat) Jlia) A
m..‘ss\}d\o&

dga s o Aabinall a3all andial (S35 Lagf 33 ) ) ac) gl 8 oSall : FORWARD
ce Al A s e adl e a st s Sl e Jie A

oy () 255 S 13) ¢ 3 alall 5 el A8 ja sl 5 alall acl @l 4 - OUTPUT
Lia ae) @8 dil) ) dalay culd <o iyl ) dladiaia

Policy Accept 4uwlw JS ilan aa g @

Al o2 58is accepts drops reject dudiadl aladiny ol LA 25305 Glla



Alpnally Jasion s Al 8 Cpma () sie ol 3aclE e gial) 4y o) 13) dpal Y|
ALl LA (e Baa) g 2ed ) Ayl yiéY)
_b)ﬂ\ua)mg@uzm\égajjw\emdu‘;jejd\@ﬂ;djﬁezy;Accept
Al Al el a8 o sl aa LSy Drop

AL e deasll) Ul ) Adain) du 5 (s a0l aees Jais s : Reject
( ;\n.u‘ a\‘),p.n}«z d‘}hé‘gﬂ

33a3 8 dalll 3an8 P e Ailaly i ¢ Judladl (e (oY Ll Y1 dulpall sl
coRdl gl Jsalls S ) Al
- Je
i) S o all maes J gl input Al (8 Apal Y1 Aubuad) Hpady & 685
#iptables —P INPUT ACCEPT
LA el V) sy Lies ¢ Judlad) (e gl ) 2o ) 8 ddlay
Led sl Al Canadll 53 gl aad) saend 3ac @l 038 zrans
#iptables —A INPUT —i lo - ACCEPT
Led sl daall Canzaall (o 3 aliall o el apead 52e 6l 038 zrans
#iptables —A OUTPUT —o lo —j ACCEPT
Jsadll Aalal) & 5
D b led Y 2
A saasall Aol Aleny ST ol saclE 5lal)
INPUT sael) i Al gl S

- LA\ JAs &\S\ e)';ﬂ Laad da sl e)lw\ (PR EQU @l ‘_;d\ PENR e.u:\
FORWARD 5 INPUT Ju3bu

-0 G JAx Al s el dads da jad) WD) DA e &8 Al dgad ) s

FORWARD 5 OUTPUTJx3ks
lo Aladll dgal 4l
. daclall Caaa dasy jump 4elS jlaial

ACCEPT pac ll Auslye




shell sl sl (s 4l b sl iptables & dalaiall jal Y1 Glae e gD ; ddaadla
Yol manaa IS5 L a1 OIS () el s

https://explainshell.com/explain?cmd=iptables+-A+INPUT+-i+lo+-
j+ACCEP

verbose <Y aladiul LiSa cpea el ) G Glaslaall (e 3 jall il 2iuy

#iptables —L —v
s saclall a8y ) AWl Gla gleall e 2 3l 28 jpaal
#iptables —L —v - -line —number
Or
#iptables —L —v - -line —numbers

Exam:

ptables -L --line-numbers

Jelow is example output of above command which shows line numbers for some of the filers
Jnder INPUT policy.

# iptables -L --line-number

Chain INPUT (policy DROP)

num target  prot opt source destination
1  ACCEPT all -- 10.10.10.20 anywhere
2 ACCEPT all -- localhost anywhere

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination




Dxadl (pglie jelain ¢ saclall L8y ) ALyl Gl glesl) G 2 e g2
slenl) e Y o8 K dea I

#iptables —L —v - -line-number —n

dns ldbin) Jal 53 Haiall dals @llia () Sivd gl i & e i i€ 1))
 sac &) o3 ddlal ) zlisia

#iptables -A OUTPUT -0 ethO -p udp - -dport 53 -j ACCEPT

-0 Al sl
-p JsS 5
-m 3as 4l
--dport A sl M
--sport haall ddia
: 1Jbe
: http 80 28 4dLxl

#iptables -A OUTPUT -0 ethO -p tcp - -dport 80 -m state - -state
NEW -j ACCEPT

: 20
: http 443 i ddlz)

#iptables -A OUTPUT -0 ethO -p tcp - -dport 443 -m state - -state
NEW -j ACCEPT

AU Y DA e hittp A Mg dns Al At IS 1A Le &y jas LSy

#wget www.google.com
s AUl ¥ IR e hittps ) A s dNs ) die OIS 131 Le 4 jad Wikay

#wget https://www.google.com

bt .ww~“ j.w


http://www.google.com/
https://www.google.com/

S wget https://dl.google.com/1linux/direct/google-chrome
-stable current _amdé64.deb
--2020-01-64 00:31:48-- https://dl.google.com/linux/direct/google-chrome-
stable current_amdé4.deb
Resolving dl.google.com (dl.google.com)... 172.217.18.46, 2a00:1450:4006:8
01::200e
Connecting to dl.google.com (dl.google.com)|172.217.18.46|:443... connecte
d

HTTP request sent, awalting response... 200 OK
Length: 62181264 (59M) [application/x-debian-package]
saving to: “google-chrome-stable current_amdé4.deb’

=] 59.30M 638KB /s in 1m 43s

2020-01-04 ©0:33:32 (588 KB/s) - ‘google-chrome-stable_current_amd64.deb’
62181264/62181264

O A NI E QPP 1 E IS PN T ER g [P PV PP
#iptables -S
+ a8l 3acE o] (el
#iptables -D OUTPUT 5
e Lalilast ) ac) gally l V) 4 Jadald
/sbin/iptables-save > /etc/rules.v4
e bl ) ac) gal) g la i
/sbin/iptables-restore < /etc/rules.v4
iptables I ac) 8 aea ¢1,8Y
#iptables -F
Ly )l J3A (e sSh ) ) ftp Al e cleas ) J s sll (e e P 2l

https://www.tecmint.com/block-ssh-and-ftp-access-to-specific-ip-
and-network-range/

D el Y s

JuSlud) 408 (a e -L



https://www.tecmint.com/block-ssh-and-ftp-access-to-specific-ip-and-network-range/
https://www.tecmint.com/block-ssh-and-ftp-access-to-specific-ip-and-network-range/

e Al Falall Talond] s P

saaaal) AL Alesy ST o saclE 5lal) A

Jax Al aall s A jall 2D LIDA e o3 3l dgal ) ol i
FORWARD s INPUT w3

Jax il all b dajall i) LA (e ai ) dgal sl ad -0
FORWARD s OUTPUT w3\

daclall Caaa dasy jump 4lSl jlaidl o

S5 -p

dgal sl Mdia --dport

Jtad Mia --sport

3as gl -m

i Al ) J ga sl JlaiV) auii g lgaad die 3as 6l) 038 pransd state
JuaiV / 4 all sded Juasy)

dan iy Al 3 sill G o g ST il oS State Jae s conntrack
claal 28 state o) Jsi (« dua Ladl —conntrack ' state
conntrackzllal

oy Al Jlaily (5,a0 48yl ddasi ya sl Tuaan Ylai) 4 jal) Cily NEW

ol 38 Jasall 4y

ESTABLISHED

Ju Jie ¢ 2 9a g Jlail ddasi yo LTy ¢ s YUail dajall fas
ICMP Wsa | FTP il

RELATED

P AUl A8 ¢ oS palll JUas djptables d) st

iptables rules 18 gs ¢ 5 o

G osnlally Juai) Y mass (SHINPUT U dacal ji8Y) sacldll je o
YLl s canadl QUTPUTA dual yiyl saclill e o

local (10) Jb JuaiVls (5 aball 5 33 ) sl1) JSU landl 3a3an 32clE Caal @

host

8 (e 4 slhaall clalaill das yi 23 (53) DNS Ul syas sacli Caal o

em‘

(443) https JsSsisn e JuaiDl 3aaa sacld Caal o




DAl a8 ¢ S gl WUas A ptables JI alaaial
G sulall Jlail Y zews I FORWARD U o) yid¥) sacldll 5 o
EVLaY) gen andl QUTPUT A dpal i) s2c Gl e o
local host (10) b Juai¥l 3 jalall o jall Flacdl 3aa 3aclE Caal o
Ja e 4 slhaal) cililaill das i a3 (53) DNS U syaa 32l Caal @
IRECAIA|
(80) HTTP JsSsissn se Juaidl saaa sacl Caal o

& jall daad

o el MUl (e dal s A3 I postfix s sendmail Jie 2l a0l s aias
238 ¢ g Sy g palA Jads GuS 1Y) ¢ ) s il deadiiall Y oS 65 gl

oo Ylie Limy) (o et L) A8 gall YLt meansl 5 Lgadding 3l Y S g5 5l
bl smtp 2 » caal sacls (L)

o siall e 0S5 A 1) alall smitp 2 aad O 25 Ly palall smitp 2o s

@A) aliall smMtp 2w caaald SV Y alasind ¢ Loy yi€) a5 dasyy o) elaslal
#iptables —A OUTPUT —p tcp —dport 25 —) REJECT

aaad o caa )i 13 ¢ 25385 e dlu all cabilall JS Jalal elanla gl ) dascay

33l )l smtp LYlail aeal ~ladl

r0aiY) CeY) 285 Gliled (25 diall e smitp <Ll e 3l cladlal ~ladl

iptables —A INPUT —p tcp - -dport 25 —m conntrack - -ctstate
NEW,ESTABLISHED —j ACCEPT

iptables —A OUTPUT —p tcp - -sport 25 —m conntrack - -ctstate
ESTABLISHED —j ACCEPT

sl slaiall smtp @YLasy il dul il Glily 5 e zeans @) U Y]
ACCEPT ) 4 suiae OUTPUT Ao (S5 ol 1) Laad



ball 3,0l 587 Adiall andiud o) smitp pdl & LA (e 1 ddaaDla
EJJ\)M IMAP <&Yla HAAj rw\
(Y] G e 2 elilad 143 2wl e [MAP Sl e ol dlealal Lol

iptables —A INPUT —p tcp - -dport 143 —m conntrack - -ctstate
NEW,ESTABLISHED —j ACCEPT

iptables —A OUTPUT —p tcp - -sport 143 —m conntrack - -ctstate
ESTABLISHED —j ACCEPT

G sthae) sliidl [MAP cVlasy o) dul il cilily 5 yas geany (g3l S Y]
ACCEPT I 4k sume QUTPUT sk (S5 ol 13 Laid

33, IIMAPS  &Vlail gl ~Laudl
. 993 awll Jde [IMAPS @¥lail Je o )b claaad Lol
:Jall

iptables —A INPUT —p tcp - -dport 993 —m conntrack - -ctstate
NEW,ESTABLISHED —j ACCEPT

iptables —A OUTPUT —p tcp - -sport 993 —m conntrack - -ctstate
ESTABLISHED —j ACCEPT

sl sliiall IMAP cVlaiy (Sulll G i) cilily ) 5 s ey 2 G 5eY)
ACCEPT ) 4 s0n0 QUTPUT dssbps oS5 ol 13) Jadé

33, ll POP3 &ilail @A;j zleudl
G e 2 Gllad ¢ 110 Al Je POP3 &¥laidl e 3 )b claslal ~ Ll

iptables —A INPUT —p tcp - -dport 110 —m conntrack - -ctstate
NEW,ESTABLISHED —j ACCEPT

iptables —A OUTPUT —p tcp - -sport 110 —m conntrack - -ctstate
ESTABLISHED —j ACCEPT



o slas) sLiiadl POP3 c¥lay (Sutll Jd ill il 5 e rans 3 G aY]
ACCEPT ) ik 50 OUTPUT duses (5 o1 13) Lué

33, JIPOP3 &Yl @A;j zleudl
. 599 3l JlePOP3 w¥lail e )l cladal Flandl
:Jal)

iptables —A INPUT —p tcp - -dport 995 —m conntrack - -ctstate
NEW,ESTABLISHED —j ACCEPT

iptables —A OUTPUT —p tcp - -sport 995 —m conntrack - -ctstate
ESTABLISHED —j ACCEPT

G sthae) sliiadl POP3 @¥laiy Seill Jul il by s e geany @2 S Y
ACCEPT ! 4k ssae QUTPUT o (S5 al 13) Jad

ee Jaall 4aS ) Uil Lalla aliaad ol aday WiSay Jualia Jga 22 g0 ¢ jpv6 4 dailly
L IpV6 s e AS s
L IpV6 Jsa ya sl

#ip6tables —L

Adlaiall o jad) JS Jadisi 8 guid jPVB pladinly Hg pall 4S ja IS aia (8 e i WS 1Y)
5 all 038 [PV ae (S5 I8 (g0 liendinl (521 aY) aladiuls jpv6-

#ip6tables —p INPUT DROP
#ip6tables -p FORWARD DROP
#ip6tables —p OUTPUT DROP

(ufw) uncomplicated firewall sa2zall ye Llasll Hlaa




i s 5 iptables 3 5D duelel dgal s 4liay Ufw saiaall e dlaall jlas sy
netfilter 3 ,1a¥ Jee sl Ufw Jd 5. cancadl) e Aailall dlaall ¢ laad ald (<8
g dgaly i 55 N ufw aagh, leall Hlas dalladd jal ) Hlaws dgal s ) 4Ll

gl i A Laiy ¢ Aglaadl las anliag 4 0 e ) g ) GalaiaBU alasiny)
5o Ufw ey Lo o jan 6Al) J 5 susall B2 Lial 3382400 ptables ) st Ao Jans
Aaa gy Glgal g5 AT Gl ) 6l 2l
: ufw il
#apt-get install ufw
s o) Aaild Cuaaty Q8 ¢ il Jdd Ja
#apt update
install JeY) YA e ¢ pas e Ufwy s A glaay o33 &
D AUl W) Jlaal a8 ¢ 5 Al 3 e il QS8 Jls 8
#apt update && apt full —upgrade -y
install J<Y A e ¢ maa e Ufw ol A glaay o8 &5
‘ufw Al asdl
#ufw status

Llaall Hlasd A04g3 ) dlae) A (‘J ) Sy la jnactive Jzie pe adlla il 1)
»ufw Jadll ufwy alasinly

#ufw enable

A e alainl ufw pladiuls iptables sl e Jazaw s ufw (uSad () @IS (g3 50
4435 http ail 80 2o gall (e 23e ddlia) Caad 4l ehaie g s Al 3 e ufw
. DHCP 322 68 5 67 s DNS 32=W ydp e 53 5 https 2éwl

TUFW Al J s Slaglaall 0 236l leday

#ufw status verbose



3 yalall o) 32 ) ol aalall aual yidY) bl Euasil
#ufw default deny outgoing
5 alallssh Jie saasa sacld ddliay
#ufw allow out 22
Az 218 Cada]
#ufw delete allow out 22
3Ll 5 ae) gl e (sUai A3LaY
#ufw allow out 67:68/udp
sacldll o8 ) 4y yha o Alma Bacld Bl

#ufw status numbered

#ufw delete 2
D AUl aa S ll) GUas A ufw J) pladanly
G gulall ) a0lE Juaidl oY e S incoming JY 4wl y8Y) sac ) je*
el JB (e 4 sllaall Clilaill das 5 230 53 dns J syas 32l Caal®
80 http JsSsi5 0 ne Juaidl saia s2cld Caual*
22 3l e axy g Juai¥h ~lewl] saa sacld Caal
UfW Dl e Ly caad 1 el puail) g lal
Gufw

Agal s e (815 UfW (o 43l 5 agie 2a) 5 sagufw s iptables Y Jilay <lua

#apt — get install gufw
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#nmap 192.168.1.35
P ALiaY) (8 (g rall gl a8 ge e Al glae S
#nmap scanme.nmap.org
D stially il oLl V) clle (815 - a¥) il liSey ¢ g sbially 4al8 e canll
#nano targets.file
ledaial o5 Caladl 8 Loy 5 )y sliad) (i) o5
192.168.1.1-30

Scanme.nmap.org
#nmap —iL targets.file
AR e 4y g calall L da el Gy gliall e ds gii) 3l e Ciny Cogas

D (il e (Sl sdie 2o e Sl

#nmap - iR 3 —vv

) piall aduaall dae 5413
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Sl (5 gioall -VVV
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nmap -sS -sV 80.*** *** 151

gl 1p

1P ) sins dualal) da gidall il ) sl aen e o Lacluy Chsw Y1 138
gl
lalie ) Ta gt 283l IS 1Y) Lo aas a0y Y nmap o) A 12 (filtered) g sl
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1) Lo aas S (81 ddall ) J sa sl nmap 4 oS (unfiltered) i ¢ s
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G La WY nmap-help e LA (e sae 8 sacluall @l jLA 4y ) iy
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;S qllall Jbw sl namp

ICMP echo request(ping).1
TCP SYN packet to port443.2
TCP ACK packet to port 80.3

ICMP timestamp request.4
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#nmap yahoo.com/24 —sL
2l (e ¢ (e 254 Hal) 43S Al Gl giadl e Calaa¥) (e laae 3y Co g
el OS5 a8 Al Al ¢ gig (5 AN DNS sland a3l sa (e (38l
Lad 30 8 i) ) Aduiaal) 3 3¢a ) Aeliday o 5 2Ll jand Juaaty o8
#nmap [youraddress]/[subnetmask]-sn
LY Al o add) s i) e Caniaal) S ae alalad g Canaall CaliES) lads
(zadly 2Ll
#nmap 192.168.1.1-5 —Pn —v
fosal) Cluiss

ey liSay Al g ¢ pranall CLAES 31 aladiily (paxe M gl J S 58 0 e ) SliSay
nmap_;&\a&\ e Lisall 438 (ya

#nmap 192.168.1.35 —sU —sS —v
UDP(SU)SYN(-SS) uand culera Jaadiy o o8 All 3l e ) 128 S
e Cillee (e S & ) (S5l sle TCP o Gililee (o)) &l jliie) b o
. UDP
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Open| filtered
#nmap 192.168.1.35 —sO
JsS5is 0 JS) da gital) MUl (e (38 B g
#nmap 192.168.1.35 -sO —p 1,2,3,4,5,6,7
AN A (e (e A D ga g (e (B8 CB s
port specifications i il g
#nmap 192.168.1.35 -v -p U:1,2,3,4,5,6,7,T:21-25,8080

3 JS sl ael B e Sl dliSay ol W8N JA e Gpee e 2525 (g0 B B g
A0 (e Yy ddiall sl 2aaT (8 yha (e ML)

#nmap 192.168.1.35 —v —p http,https,ftp
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Microsoft Windows binaries

= Zenmap Please read the Windows section of the Install Guide for limitations and installation instructions for the

Sqn ook Profile Help Windows version of Nmap. You can choose from a self-installer (includes dependencies and also the Zenmap

Target: | scanme.nmup.crg | Protie GUI) or the much smaller command-line zip file version. We support Nmap on Windows 7 and newer, as well

Command: | amap -T4 -4 -F scanme.nmap.org as Windows Server 2008 R2 and newer. We also maintain a guide for users who must tun Nmap on earlier
Hosts Services Nmap Output  Ports / Hosts w

05+ Hent rimap <Té -& -F scanme.nmap

B scnmenmaperg:  Starting wesp 791 ( e Note: The version of Npcap included in our installers mav not always be the latest version. If yvou experience
11:52 Central Standard - - . -
7or » problems or just want the latest and greatest version, download and install the latest Npcap release.

)

localkost (127,001

Tt ten e The Nmap executable Windows installer can handle Npcap installation. registry performance tweaks, and
ssnenesteey:  decompressing the executables and data files into your preferred location. It also includes the Zenmap

nc: 00 ab 18 oSt graphical frontend. Skip all the complexity of the Windows zip files with a self-installer:

Latest stable release self-installer: nmap-7.92-setup.exe
Latest Npcap release self-installer: npcap-1.60.exe

We have written post-install usage instructions. Please notify; us 1if vou encounter any problems or have suggestions for the installer.

For those who prefer the command-line zip files (Installation Instructions; Usage Instructions), they are still available. The Zenmap graphical
interface 1s not included with these, so you need to run nmap.exe from a DOS/command window. Or you can download and install a superior
command shell such as those included with the free Cygwin system Also, vou need to run the Npcap and Microsoft Visual C++ Redistributable
Package installers which are included in the zip file. The main advantage 1s that these zip files are a fraction of the size of the executable
installer:

Latest stable command-line zipfile: nmap-7.92-win32.zip

cAdag ) shady el ) Cudiy o 81 ¢ Calall Jpand aay

slaal) sl LiSay La (Slg zenmap & nmap plasinl Wls jal ) paa g Sliay
sl o) cangll jued Jasd Jeud) e SUA el oY) day 3 e Jeatie JSG



Scan TJools Profile Help

8 @® @ © | ¢ B

New Scan Command Wizard Save Scan Open Scan ' Report a bug Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net X

Target: l.o wap.yuma.net zardoz.yuma.netl v I Profile: Intense Scan v | Scan

Command: nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yums

Hosts | Services Ports / Hosts | Nmap Output |Host Details | Scan Details |

~
OS] s Starting Nmap 4.50 ( http://insecure.org ) at
T | 2007-12-11 18:40 PST

] 171.67.22.3 Interesting ports on scanme.nmap.org (205.217.153.62):
e Not shown: 1706 filtered ports

10.0.0.10 PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.3 (protocol 2.0)

53/tcp open domain

zardoz.yuma.netl | 70/tcp closed gopher

80/tcp open http Apache httpd 2.2.2 ((Fedora))

|  HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication

| Auth type: Basic, realm = Nmap-Writers Content

113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X
0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45,378 days (since Sat Oct 27 10:38:07 2007)

-

wap.yuma.net 19:

@D aA

TRACEROUTE (using port 22/tcp)
HOP RTT  ADDRESS

1 3.27 wap.yuma.net (192.168.0.6)
2  10.56 brasl2-10.pltnca.sbcglobal.net v

Enable Nmap output highlight 98 preferences &Y Refresh

B3 T2 1>

Liled LS e (g0 JWBA IR (e alaal e o) Cada auaas target 4l & WiSay

. terminal J & nmap 3 sk

Loy AllS dlea Jeediil culad 38 command ! sY) Al G calaay) 44U vie Jasy
& al ) IS8 8 ga sall el Y1 o8 e (S1g nmap ) (B Leb et Laayl LA (e
?(A,T4) BYYIREER

e Opadl Aga e 53 g sl Rieaal) iy jaill aa) a1 JMA (e el 5V 038 JA 5
. profile z<t_nll
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comprehensive scan

Intense scan b
Intense scan plus UDP

Intense scan, all TCP ports 2
Intense scan, no ping

Ping scan

Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan

a5 3l IS e Jraldi dys ) WiSey hosts bl dga e 83 5a sall Al (4
- Sl Sl 8 LS s a5 Sl jip ) g stind galinall sl e WLz

© Zenmap - X
Scan Tools Profile Help

Target: | 10.2.100.190-183 ~| Profile | Intense scan | [Scan| |Cancel
Command:  nmap -T4-A-v 10.2.100,190-199

Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host +  |nmap -T4-A-v10.2.100.190-199 ~ Details

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-18 12:46 27727 - 2222237 222237
NSE: Loaded 155 scripts for scanning
NSE: Script Pre-scanning
Initiating NSE at 12:45
Completed NSE at 12:46, 8.88s elapsed
Initiating NSE at 12:45
Completed NSE at 12:45, 8.88s elapsed
Initiating NSE at 12:45
Completed NSE at 12:46, ©.08s elapsed
Initiating Ping Scan at 12:46
Scanning 18 hosts [4 ports/host]
Completed Ping Scan at 12:47, 5.17s elapsed (1@ total hosts)
Nmap scan report for 10.2.100.190 [host down]
Nmap scan report for 1 .19 [host down]
Nmap scan report for 1 .192 [host down]
Nmap scan report for 1 .193 [host down]
Nmap scan report for 18. .194 [host down]
Nmap scan report for 10.2.100.195 [host down]
Nmap scan report for 10.2.100.196 [host down]
Nmap scan report for 10.2.100.197 [host down]
Nmap scan report for 10.2.100.198 [host down]
2
g

Nmap scan report for 10.2.100.199 [host down]

NSE: Script Post-scanning.

Initiating NSE at 12:47

Completed NSE at 12:47, 9.08s clapsed

Initiating NSE at 12:47

Completed NSE at 12:47, 9.08s =lapsed

Initiating NSE at 12:47

Completed NSE at , 9.00s elapsed

Read data files from: C:\Program Files (x86)\Nmap

Nmap done: 1@ IP addresses (8 hosts up) scanned in 7.45 seconds
Raw packets sert: 88 (3.040KB) | Rcvd: @ (8B)

199 I 190 e ip ) Gasbiadl (e 20 e o Canadl 5 Gild) JSEN) 4

a4 jra Sy ADA (e A 5 SEIVICES anb AV ) Ella hosts ) il
e Aeddl) @i e Jory (peadiiadl e )y zenmap b 4aiiSall g dlalal) daliall
: Ji (ports/hosts) ks P




Enmap

Scan Tools Profile Help

Target: || ﬂ Profile: |Intense scan v| Scar‘|| Cancel|

Command: |nmap -T4 -A -v

Hosts Services Nmap Output |Purt5 / HnstslT{]pulugylHust Details |Scan5|
v| = Details

05 |Host ~

Filter Hosts |

U 515 topology Jbd iob (e Akl Al JSE (al el Lay LSl
D e — A a4y oy A0 S

Scan Tools Profile Help
v| Scan

Target: 10.2.100.190.199 v | Profile: | Intense scan

Command:  nmap -T4 -A -v 10.2.100.190.199

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
Legend  Save Graphic

05 4 Host “ | Hosts Viewer Fisheye Controls
= 1022227
google.com (142.250.185.142)
Ay prukedu.ps (162.240.17.28)

W 192.168.1.180

OF 1521621120

O_wzz: 27

calhgst

0% OEgnagw com (142.250.185.142

.Dlu\ edu.ps (162.240.17.28)

Filtar Hncte
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host details 4! s daul ¢ Cawaall Jlea e 2 34l

Zenmap (-] u
Scan Tools Profile Help

Target: 192.168.5.102 v | Profile: Quick scan v | |Scan

Command: 'nmap -T4-F 192.168.5.102

FYNTVTETY

Hosts  Services Nmap Output Ports / Hosts Topology Host Details Scans

0S  Host 192.168.5.102

| & 192.168.5.1( - Host Status
State: up

Open ports: 22 /
Filtered ports: 1

Closed ports: 84

Scanned ports: 107

Up time: Not available ’

Last boot: Not available

- Addresses
IPv4: 192.168.5.102

IPv6: Not available
MAC: Not available

- Operating System
Name: Microsoft Windows 7 or Windows Server 2012

‘| Prorte ncad

scans L) A Ge | A s Lo caad ) el el sl A8 e o DU @liSay | yal
::\Aﬁm\gﬁdﬁ}d\JA\)Y\C)A@\E;}\GMM‘:\A\.@\J% CRGITEN




Zenmap
Scan Teels Profile Help

Target: 192.168.5.102 w

Cemmand: |nmap -T4 -F 192.168.5.102

Hests | Services

Status Command

0os Host
o 192.168.5,11

Profile: Quick scan

Nmap Output Ports / Hests  Topelegy Hest Details  Scans

Unsaved nmap-T4 -F 192.168.5.102

LAl (e LAY sk e BaY daladinl g adaial il Cay et () ddloal liSay

Profile>new profile or command
nmap -Td -A -v

Profile |Scan |Ping Scripting | Target Source |Other |Timing |
Profile Information

Profile name Ilntense scan

Description An intense, comprehensive scan. The -A option enables OS

and traceroute (--traceroute). Without root privileges only
version detection and script scanning are run. This is
considered an intrusive scan.

detection (-0), version detection (-sV), script scanning (-sC),

| |Scan

Help

Enable all advanced/
aggressive options

Enable OS detection (-0),
version detection (-sV),

script scanning (-sC), and
traceroute (--traceroute).

Bgelete i°g:_ar'scel l &Save Changes



Ll gl g CalaaY) ¢ ping ) el al
& profile 4 (4 o) yiu & (save changes) —alal Jada) & jeall Calall dlae] day

Intense scan

Lyt )] Aniall
4]

Intense scan

Intense scan plus UDP
Intense scan, all TCP ports
Intense scan, no ping
Ping scan

Quick scan

Cuick scan plus

Cuick traceroute

Regular scan

Slow comprehensive scan

t AUl gl S (e 4Kl e 2Ual) (e (Say @
https://www.yougetsignal.com/tools/open-ports/

Port Forwarding Tester
yvour external address

B e ——— oo

open port finder
Remote Address [4

| Port Number
= Use Current IP
=] Port 80 is closed on .

about

The open port checker is a tool you can use to check your external IP address and detect open
ports on your connection. This tool is useful for finding out if your port forwarding is setup
correctly or if your server applications are being blocked by a firewall. This tool may also be
used as a port scanner to scan your network for ports that are commonly forwarded. It is
important to note that some ports, such as port 25, are often blocked at the ISP level in an
attermnpt to prevent malicious activity.

For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article.

If vou are looking for a software solution to help you configure port forwarding on your network,
try wusing this powerful Port Forwarding Wizard.

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Netgear
NS00 on Amazon.

common ports
21 FTP

22 35H

23 TELNET

25 SMTP

53 DMNS

S0 HTTP

110 POP3

115 SFTP

1356 RPC

139 NetBIOS

143 IMAP

194 IRC

443 SSL

445 SMB

1433 MSSalL

3306 MySalL

3389 Remote Desktop
5632 PCAnywhere
5900 VNC

25565 Minecraft
Scan All Common Ports
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il 9ol raai ¢ bl AS a Jidad o A0l Jee s 5l e J S 535 50 agd Jsla
network il <l sl Jie e 3aLY1 Sy Al dagall @l 5aY1 (e 4S8 4) 5

. sniffer

¢ sniffing ) sk

Lgalaiing) o5 3acluse Blal o (il 4 30l (e el Waliaa 5) sniffing ) o 3l
¢ LT i) Lalaslly ol a3 sniffing ) ddee e ¢ <l A0l LaY) jlaay) i
G (il Sl (8 i 8 (e 4l o2 aladial oy | AS0d e Lella )|
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LSS Al ol AUl

Wireshark

a1l SIS (Ethereal asb s <o =all) wireshark gl s 3las e <oy
A ja Gy (amy Huadl & giie Jlae Gulad blladl 8 3wl gniffing ) Clleal
i) aalasid o3 Al O s ) ()5 E Jl Sae ) ae g sall

o= windows e winpcap sl linux e libpcap <l wireshark aaiu
Ly (filtering) 38 el se () (Gradaiy axdicall o8 13), AK0EN (e ) daladl) Ja
) dadd Alall cild Ul ) el &y 5 jiliall o jall L) o3 wireshark e a sl
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ZET4 SmedibSeds
B34 Babadde 18

7903 Bwoesfid2l

o7 4% 00 IR

3e:lazle:f3:7:89

CoS4 al: TH

S11431

L
[ils
o
EURCHL SR Y e 19 mosan1fen
uc
wi
LT

($)=29; DSAP Gxlc Individeal, SSAP Gud
I, N(R}=S1, N(S)=31; DSAP Gwed Individusl, SSAP LLC Sub-Layer Mamagement
1. N{R)=3T, N 30; DEAP Qude Growp AP Gusl Command

5 F, func=RE], M(R)=59; DSAP 6x36 Individual, S5AF Bxcd Respomss

I, N{R)=8T, N(S)=12; DEAP Guld Growp, SSAP EIA RE-311 Mamufscturing Medis
5, func=RR, N(R)}=119; DSAP Gmdd4 Growp, SSAP Gmsd Command

U, func=SARM; DSAF dxad Indiwidual, 5547 Gwdd Command

UF, f L i AP 1 e Layer (wmofficiall)

b Destimation: 09:3f:be:bl:I0:bb (09:0F :0e:bd:1:bb)
— Sowrce: Sf:1f:c7:ad:9d:el (9f:1F:cT:ad:9de1)

Address: 9F:1fcT:ad9died (9F:1FcT a:0d:0)
R—

15 bit: Growp address (mwlticast/brosdcast)

Data: seoScIzin Featsd Tods 24 913a... .
[Length: &333]
LW %0 af 20 30 98 ec Te fc Ba 17 30 70 ae 67 54 4e  JE, .~ . .80.0lW

66 Bn Dc B0 Je Td 1T 7S A1 SO da 30 bd bW oe2  jflesh. yooD.
T a4 4506 Ta TO ce 20 TC a9 27 50 B 9T 98 w.E.2.. +]./%...
6 0f ¢d bD 6f fa La eb 9 Wb 6D 07 90 ¢l €4 B...0.. ..l
@6 7a 5b Lb de 6T 18 oF 54 B3 ed 01 4o ef 2o
Bd 42 34 38 Ba B2 aa 51 25 49 d1 Ac G5 49 ed
3 cO Td 2¢ B9 AT 8 97 Je %5 oC 93

U

(O ¥ Erhermet checkswm (et dcs), & bytes. B Profle; Default

fb 3z 1P, N{R . N 8, P exsd 1 1 = Commamd
71T 1480 Racde oo 2 ol i) 5 P, funcolil, MOR)sl0d: DIAP dule Growp, SEAP dute Commsnd
Ti:Jo:Bc:38:ch: 14 BrieS:ed:To: M :dT T383 SxS1224933 5, func=FR, N(R)=87; DSAF Bxc2? Growp, SSAF IS0 Retwork Layer ‘IIII‘\‘PII:BL!:_
B
b Frame 1: E361 bytes on vire (BB488 bits), E38] bytes captured (68485 bats) om interface @ |
= Ethernet 1, Sre: 9f:1f:c7:a4:9d:01 (96:1F2c7:a8:9d:01), Dst: 69:3f:8e:b8:28:b (09:3f:0e:b6:28:bb) |

b [Expert Info (Marm/Protocol): Scurce MAC must mot be & group sddress: IEEE BO2.3-100Q, Sectiom 3.2.3(8)] |

UG bit: Locally adninistered address {(this is MOT the factory default)

0]

Display

Filters

Capture

Engine

Capture

Filters

Network




linux 4kl Jle s mac ) 4akail e s windows J dabail e 8 s Wireshark
3dbe kali ) alas e wireshark gebin alasiul li€a
D AU &8 sall JOA (e 4wddis aai ) Je wireshark el Ja i Layl iy

https://www.wireshark.org/download.html

Download Wireshark
The current stable release of Wireshark is 3.6.5. It supersedes all previous releases. You can also download the
latest development release (3.7.0) and documentation.

Stable Release (3.6.5)

|

& Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (64-bit)
Windows PortableApps® (32-bit)
macOS Arm 64-bit .dmg
macOS Intel 64-bit .dmg
Source Code

Old Stable Release (3.4.14)

Development Release (3.7.0)

Documentation

JS Al 338U (& @l peluinn g 4y Cadd ) 22y wireshark I gl ity o8
Dl o 3asa sall A0l Cileal
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ “RAEB Re==2¢ LFEQAQAQH

ﬁ|.l’~|:|:|v a display filter =3 ~| Expression.. +
Welcome to Wireshark ﬁ
Capture
...using this filtter: |E“:a’a-:apture filker ... '] Al interfaces shown ~

|::> Ethemetd___

Learn
User's Guide - Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 2.6. 1 (v2.6.1-0-g860a78b3), You receive automatic updates.

¥ Ready to load or capture || Mo Padkets Profile: Default

Primary Areas of the Wireshark Start Screen

1. The Menu - (& sill jaclall

Wireshark e il Luluy) shlidl

2. The Main Toolbar - (sl @l ¥ Loy i

3. The Filter Toolbar - 4l & gal Loy 1

4. The Interface List - d¢alsll 4



The Menu

Wireshark’s main menu, “The Menu,” is located at the top of the
window when run on Windows and Linux and the top of the
screen when run on macOS.

e 2L el linux s windows Jiasall e e Lelads vie 23l 038 8
Macos i e Leha i
The Menu displays 11 different items ; atise | jaic 11 Aldl a2
File
Open/Merge capture files, save, print, export, and quit Wireshark.
Wireshark sl s W jaai g el g Ledasa g Jalaily) culale e / 238
Edit

Find, time reference, or mark a packet. Handle configuration
profiles. Set preferences.

san zellaall (0 S5y et Cile Lgale dadle aua gl e g e sl Ae (e ol
View
Change display of capture data such as colorization of pakcets,

showing packet in another window, zooming font, and collapsing
and expanding trees.

DSy ¢ s Al 3L A jall ledal g ¢ ajal) 0ol Jie LEIY) clily (e s
DY) aasis bl 5 ¢ hadll
Go

Options to go to a specific packet

Kismo da s 1) a3l s



Capture
Edit capture filters and start and stop captures.

(ladll) (a8 g g Tag) g TGI8y ey o
Analyze

Alter display filters, configure user specific decodes, enable or
disable dissection of protocols, and follow TCP streams

i Sy ¢ aadiunally Aalald) ol el Gld o oKig ¢ o pall Adial Jal o Jaandy o
TCP i gLl 5 ¢ alilaad gl Y S 535 )

Statistics

Display statistic windows, summary of captured packets, protocol
hierarchy stats, and more

ool ool s 5 Ailal) ol ile s Ailan ) <l UY) ia e
2 3l 5 JsS g gyl

Telephony

Display telephony relatated stats such as media analysis, flow
diagrams, protocol hierarchy stats

Gax) clalada g dail sl Julas Jie Aiiledl YLtV Adleiall Cililasy) e
JsS55 5l e sell Julucll ilanl s

Wireless
Display IEE 802.11 wireless and Bluetooth statistics
& g 5l 5 S [EEE 802,11 Dlsbas) (a e
Tools
Various tools such as creating Firewall ACL rules
Aleall Hlaad Jga gl A aSaill 4018 2ol @ L) Jie de giia il



Help
View basic help, manuals of command line tools, etc..

Al e el Y Sl cl gal i€ ¢ Al Glaladll i e

Wireshark Main Toolbar : ) Wireshark < sl a5

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

dn ol DRE|Re=>=7 4 5||IE||Q @ Q@ &
Start Ca;!ture Open Capture Find I!an:lu:et Turn On/Off Zoor!'l In
Stop Capture Save Capture Previous Packet Coloring Rules Zoom Out
Restart Capture Close Capture MNext Packet Return
Capture Options  Reload Capture Specific Packet Resize Colums
Last Packet to Screen

Scroll to Last Packet

1B sad SISV Cailda sl alasinV) Algws 151551 e ao sy J g s <l gl day 3 13a
_u\)ﬂiﬁ\jqﬁwﬁé&ﬁd)bi\}\o&?Lu@mi_wj\um\

Wireshark Filter Toolbar

Lo e Ao o Lkt s (el Lbial Jal se Jaaas 484 138 <l 52 day 53 el ey
Ll L i) Lkl 2 o 5l U Gt ym pal) s el g Sl s 4l
sannall Cilea 5 [P pslie e Jie 4l Jslad Lag luall il o 3l

Al by MAC (nstie s &Y S 5555l

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m 7 ® S REB Re=EF LSS aaan
m‘ll\l'\l\ffifil::l-‘lf\\"(“-l" Ctr l I_:, [Express:onl
| |
Filter Bookmark List Filter String Input Field Apply Filter Add
String Expression
to Filter
Previously Add a
Used Displa
Filters L

Filter



Wireshark Interface List

Welcome to Wireshark

Capture Filter Bookmark List Interface Type
| ]
..using this filter: Enter a capture filter .. = || all nterfaces shown >

Capture

I Ethernetin_ . L I

|
Interface List

oS o OB e o len a8 il cilga) o)) L el ) dibaiall & dgal ) dails
Sy lgde il A (e Glgal sl aa) o) J) #Uss ¢ bl o s 4y (e
L 45030 038 & cilgal sl 23 8 3 el dgal gl o gig BEIY) e ya Lsal

Jaall 23S L)) S ) asd ol gl sl 5 3 sa pal) BUEIY) e (358l (533

o il 4y yla s i Y e Jlai¥) L deddiud) 18080 deal 5 U lieg L
LAl

Wifi b Juai¥) 4k ia jh le

‘Wakoaia 10 Whrdshark

Capture

sy s (1] * |l v facan shown

Bluetooth Metwork Conmection 1
Local Arsa Connachion®

Lol Aoy Conpstign® 11

Local Arma Conrmction” 11

oc Ay Conntion” 1)

ool Aema Conmcbon”™ W
Welware Mishwork Sdkagier Viinet ] J A

i A i

elaploriiorinnphosk ol mapiumn _ il s s nns s s nnnn sl s ANR A A b NS
Etbwsvi gy
Etharmat &

Juaiy) 48y (o) wifi lids




JSS ASal bl Jiday Tag o (asdll e

M npgdemo.peapng - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A8l ® T RABResEf iS5 EAQaQn
A ] sooh 2 Ahlay filter . <cti 3 -] expression..  +
No. v'ﬁme Source Destination Protocol  Length Info ~
52 1.483938 18.2.12.1 224.9.8.5 OSPF 138 Hello Packet —
53 1.515328 16.31.166.12 16.2.12.148 UDP 68 3389 » 58863 Len
54 2.189818 192.1.192.11 19.2.12.148 TLSv1.2 97 Application Data
55 2.239756 16.21.12.14@ 192.1.192.11 TCP 54 51998 -+ 852 [ACK] Seq=1 A ”
4 >
» Frame 53: 6@ bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
» Ethernet II, Src: Cisco ff:fd:9@ (@0:08:fd:ff:e3:98), Dst: Microsof _27:83:b6 (94:9a:83:27:a9:b6)
» Internet Protocol Versiom 4, Src: 18.166.31.215, Dst: 18.1.12.215
» User Datagram Protocol, Src Port: 3389, Dst Port: 58863
» Data (12 bytes)
94 9a a9 9a B3 b6BG8 8@ e3 ff fd 90 45 G0 88 86 saetaaas " E
@2 28 2b 258 @@ @@ 11 7f ce 38 @a d7 @a a6 1T d7 o C SRR - T '
2a20 oc B8c @d Bc e5 ef 14 00 bf ab ELIEEEEEN -
ea3e 20 00 ©0 90 PO 00 B
(O 7 Ready toload or capture || Packets: 1257 - Displayed: 1257 (100.0%) - Dropped: 0 (0.0%) || Profile: Default

Primary Areas of the Wireshark Working Screen:

1. Title Bar

2. Packet List Pane

3. Intelligent Scrollbar
4. Packet Details Pane
5. Packet Bytes Pane
6. The Statusba

Wireshark: dee diLal 4l cylagll



Wireshark Title Bar  (Wireshark) ¢ sixll L 5

fo o Cale aud gdan 23 ALl Jadat i Lol ) gl sl aned Ty y20) 138 i s
U Al i ge s i giae Jalil) Cale pridy caad 13 LY

Wireshark Packet List Pane

Mo, Time Source Destination Protocol Length Info | ™
4 @.234043 18.2.8.3 16.2.8.255 uoP 385 54915 » 54915 Len=26
5 8.273889 18.2.8.4 239 _255,.255.258 SsDP 164 M-SEARCH * HTTP/1.1
B B.377621 18.2.8.4 239,255,255.258 SSDP 167 M-SEARCH * HTTP/1.1
7 8.753448 34.17.21.139 16.2.8.3 TLSv1.2 121 Application Data |
8 8.757435 18.2.8.3 34.17.21.139 TLSv1.2 1134 Application Data —
9 8.886247 34.17.21.139 186.2.8.3 TCP 68 443 » 56237 [ACK] Se—_
16 @.887766 34.17.21.139 186.2.6.3 TLSv1.2 687 Application Data —
11 @.851638 18.2.8.3 34.17.21.139 TCP 54 56237 » 443 [ACK] Se W
< >

¢3aacl 7 (o ol anadi Qi ¢ ol yi) (S5 Bas) 5 de a6 3l 138 8 sl S Jiag
Sl gl e eliaelial b 5 8 (S5 A ja S 83e iy ol Gl Lgde IS i
3aad o clilalial canlil saee V) (g i sale) 5 ddla) o A1) eliSay | Juadl S
b ada o 3 de ) Jaaldi ¢ g 4 Jealdl) (e 2y 3al) leda) ) A s

& 3acbuall ey e Wyl 4y de s JSI 1358 ) a8 )" NQ 3 senll (anady
Aaa e @i 1) asadl Ga A8l sy

oanadill Q8 i3l aal) 138 Gt A al) Lalail) < gl e 3 allall Time i e
Al aie clis A jaadl MAC Olsie Sl IP ol sie o= 2 Source

Al 4a 4 all S 53l dga IV MAC ol sie Sl IP o) si= = = Destination
Al 3 paidall J S g pll Gl slaa (a2 Protocol

Displays the packet length. Length

A jally ddlaie 4dlia) il laa a2 INfO




Wireshark Intelligent Scrollbar ( Wireshark S il Jay y)

Protocol Length Info ——
TCP 54 56544 - 443 [ACK] Seq=1419 Ack=45456 Win
MDNS 183 Standard query @x280@ PTR _googlecast. ==

MDNS 123 Standard query @x@eee8 PTR _go -
TLSv1.2 1220 Ignored Unknown Record
TCP 68 443 = 56253 [ACK] Seqel Ack=1168 WYn=45

TLSv1.2 484 Application Data
TCP 54 56253 - 443 [ACK] Seq=1168 Ack=431 Win=
uop 385 54915 -+ 54815 Len=263

T Lol ol T T - aam FarsrT e+ a a_ll. & sel_ = o

>

oo 3ok sa 5 SA el day il e O sle day il o ) Al ¢ e ey (e 2
daa Sl i ba e 3 e SAN il day pd e sl S all B jraae dday A
Adadl) (o jall BELE i) go gy Al gl ) e da g jaall 2 jall dae adday 3aal

mmd@d\wdwm\us w#\é&cue‘)ﬂ\é\du.u\ﬂww\c&d@_uu

Wireshark Packet Details Pane( Wireshark s~ Jualdi ¢ 3a)

Frame 12: 385 bytes on wire (2448 bits), 305 bytes captured (2448 bits) on interface @
Ethernet II, Src: Giga-Byt_39:72:72 (90:2b:34:2b:72:72), Dst: Broadcast (ff:ff:ff:ff:fF:ff)
Internet Protocol Version 4, Src: 10.2.6.3 , Dst: 10.2.8.255
User Datagram Protocol, Src Port: 54915, Dst Port: 54915
v Data (263 bytes)
Data: 8847495200000000d00f5a53ad01000040b00T 7127000000, ..
[Length: 263]

e A Al @i Ja iy Jread ol ¢ ajall daill o ja A de s 38 il e
A J S g gl J gia g ARl da jall Y S g9 3 0 Jadl 138 (a jan A el Jualds
Jraldil) e 2 el Hlela} Lemns o8 Sy 5 aiiS A0l 028 im pe



YA (e 0200 Wireshark Legiiisy cpald cplia Wagl Jualdl) et o (S
Lo glis) o3 Al Ol W) g Jsiall Laa claall o sl ol

Generated Fields( dsas) ¢L&3) o)

P, I L3 aall b sall man s (5 aY) & sanall Gaa (pa iaill 5 Aot

Links( & 5.Y)

Wireshark » s
e oY) sl Tah 550 038 Sausti s o 3adl (g Bl (i) 13 dals ) el
AL i3 e sal) ) el JEY) ) D) e sl il saga . plans

eoadl Jals Gt Geslall e 3l L) J s o) i€y (Slans Aaild ayl llia

Wireshark Packet Bytes Pane ( Wireshark <ub a 3= ¢ 33)

eoce [ 5 18 ad 92 2b 34 39 72 2des ee 45 ee [P+ 2o0r-- E

@3 28 58 8e 40 B0 5@ B85 60 49 8a B2 B8 27 22 5 (X-@ "I
15 8b db ad @1 bb 86 b9 68 32 52 75 f4 49 S@ 1@ h2Ru - IP
860 fe 42 93 00 o0 B

Al Ja bl Jaand oy ¢ pall Al ¢ ja B3k s 948 Al die

dal ) sl JS (myr G sl il 8 i) oda Wl il a s ¢ 3
b 16 5 ¢ godie ol b 16 « QUL ASCIIL AL el &l yial) Jiad
deluall,

psird ¢ ULl (e (e e g 358 Guslall CS e 13 Wireshark <l sy
Clan 5 ae enaland) Syl a2 Cam (5551 s oJled JUal 8 W) 3 ) Aliaall
<l ASCI ddagyll

d Ladie ¢ JAY (s e Wireshark s dliy s aal g ¢ a3 aall Gany aaend
Culll o a e a Jiud 4 e Cladia sae @llia ) S ¢ il

o 5al G213 a1 skl 50 AL Laal) g o) iy (3o il Ui cllia



Wireshark Statusbar(zeb_dl A day 1)

@ |Bytes 22-27: Sender MAC address (arp.sre.hw_mac) ||| |Packets: 110 - Dispiayed: 110 (100.0%) | |Profie: Default] |
|
Expert Capture File Capture File Details Packet Counts Configuration
Level properties & Load Time Profile
Dialog

Axedle) Jilu ) o Alall oy 55 (5 5
The Colorized Bullet

s de  ywd (s s ol Jia gle i Jay an g Alall Jay pd ey a8

o)l e ghaa s 30 (s 48 58 (sl
The Capture File Properties Button

A Cale paibad s ) aa s Oslall il Je )l ey e
The Left Side

S ) sl L) Ll Cale Jpald (558 g paill (525 . ombiall < gl 5 Al 5
Ll

The Middle
Jaeaill g5 a3all axe Jie sl LEDY) Cales Zalatall e slaall Jaue sl (o josn
The Right Side
AR a8 A Sl iy e Cile el gl

Llaly) Cale Jualii Jis A& Wyl 4i jo alud ¢ AlSe 4y (i je el je pdiid G 1))
AL Ly s A

Jxa 35 agdll Jeu Wireshark 4ea) sl (oadsill galisall 138 o568 of Jals
Juials « Wireshark duesis oa sl Leae Jaall 5 Lewgdl 15458 Jeud Wireshark



G T o 3all 5 dgal sl Jsa Jasd Gl g ¢ ey Galdll 5 gnasll jlea e dgal
bl L) i Al clild) ¢ 5
Recommended for You: Solarwinds Network Performance
Monitor (NPM)
o o 8 Lo s o8 Chany e iy a9l Lalal) il Glaes daa Cayad Ja
a8 ol ol @l Galall gan il Glaill (e caady Gl ) Gaged $USLE (e andill
feby Aaldl) o )

alaiinly el dalal) clSual dial) 4l 4l § bl s 4y 28 Solarwinds
NPM 4 sean o sill liSay s MS0E (8 (5 ya Lo Janiially e in

abiza aa o) jall dilaia e z 5yl 5 3ala NPM ol ¢ 5 AY1 @l sl e e

s xml @lile 5 Laadall call @l Cupd ¥ CUSED Clazal Aadlill el 5 SIS Ll
Aagal) il slrall 21 5a00Y Dl Clagdadl

All Nodes managed by NPM Hardware Health Overview Map
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uand Jani o8 dile Jard Al A0l @ SRS A5 A ) dsdiall aa

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

%

po—— T —
dE omERE AemEF $ 5 Q]QQEHE
(W [Apply a display filter ... <Ctrl-/> =3 ) Expression.. +
No. Time Source Destination Protocol Length Info -
1294 9.628335483 192.168.1.8 192.168.1.4 TCP 54 5900 - 53174 [ACK] Seq=267938 Ac
1295 9,786478984 192.168.1.4 192.168.1.8 VNC 81
1296 9.786632076 192.168.1.8 192.168.1.4 TCP 54 5900 - 53174 [ACK] Seq=267938 Ac
12907 9.889977718  192.168.1.4 102.168.1.8 VNC 81
890084939 192.168.1.8 192.168.1.4 54 5960 -~ 53174 [ACK] Seq=267938 Ac
. 91583720 192.168.1.8 ‘ 3 b3 Application Data
1300 9.976108704 192.168.1.8 8 1514 _
1301 9.976262481 192.168.1.8 192.168.1.4 VNC 1514 -
12072 0 07R20172680 107 160 1 A 102 180 1 2 uNre 1814

Frame 1299: 163 bytes on wire (1304 bits), 163 bytes captured (1364 bits) on interface @
Ethernet II, Src: dc:a6:32:7e:eB8:7f7, Dst: 5c:1a:67:d6:a3:40

Internet Protocol Version 4, Src: 192.168.1.8, Dst: 34,231.253.113

Transmission Control Protocol, Src Port: 36260, Dst Port: 8883, Seq: 98, Ack: 1, Len: 97
Secure Sockets Layer

» TLSv1i.2 Record Layer: Application Data Protocol: mqtt

5¢ 1a 6f d6 a3 40 dc a6 32 7e eB f7 08 00 45060 \o @ 2~ E -
€0 95 ec 55 46 60 40 06 6¢c ©4 cO a8 01 08 22 e7 e 1l -

© 7 wireshark_wlan0_...15_L2qBcW.pcapnc  Packets: 1631 - Displayed: 1631 (100.0%) - Dropped: 0 (0.0%) Profile: Defauit

L e s TCP ,UDP ,ARP Jie 483l e dlus jall &Y S 55l (e 508 oS (5 i

e

o o STOPIEY) 5 e Tanai sl dniiall M g a5 LY dlee iy

. close e bl Hifile Aaild

Ana JS 55 0 a s LY dadall el 850 5a gall 3 L) Jal so aladiin) WiCa
ASuill dal g e adplai g lll ICMP S 555 ddl) i€y ping I a s Lalaly St
sl Qi) s

e O e il Caanll oyl 53 il Jele 8 jemp S) A saas Ll dlee Tl
Al deal

ping d st Ja s adse Je ping <SI cmdd) aladsiul



ersion 18.8
ation. All

tes of data:

wireshark. gt dgals 8 ) sedalls Tagia ) cllal) 48 ja ) o

M rpgdemo.peapng @

(3o Capfhure

Wireless

Toals |

4w ® AR RexEF LS EaQans

O =

felp

* | Expression +

Ethernet II, Src: Cisco Tf:fd:98 (89:08:fd:ff:e3:99), Ds

Internet Protocol Version 4, Src: 18.166.31.215, Dst:
User Datagram Protocol, Src Port: 3389, Dst Port: 58863
Data (12 bytes)
94 93 a2 %2a B3 BAE@E 8@ =3 ff fd 98 45 @9 A3 A8
B8 28 2b 28 @@ @B 11 7T ce 3B Ba d7 8a a6 1F d7 [
fc 8c 8d Bc 5 ef 14 ea  bF ab N B
EEEEEENEE - oo o0 o0 09 09

#  Ready to load or capture

Packets: 1257

V.
Mo Time Source Destination Protocol  Length  Info L
532 1.483938 18.2.12.1 224.98.8.5 OsPF 138 Hello Packet —
53 1.515328 18.31.166.12 18.2.12.148 UDP 68 3389 » SEE63 Len
54 Z.15%81@ 192.1.192.11 18.2.12. 148 TLSw1.2 a7 Application Data
55 2.238756 18.21.12.148 192.1.192.11 TCP 54 51998 - BS2 :.leif: Seg=1 A v
14 >
Frame 53: 6@ bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @

Mi

le.1.12.

Displayed: 1257 (100.0%) - Dropped: O [0.0%)

rosof 27:83:b6 (94:9a:83:27: a9:b6)

‘rofile: Default

Ll ) i daa JS 8 dgad gl () aemall (e o 5l A3LAD & il A8 ja Jaa Dl

icmp. JsS 50 alasiuly



b bl a) Glo ssiad 5 Al RS0 & e sl ASladl Leay) slaiad i)
L5 Gl s

b eda ¢ o 3all JS header ) Ll wireshark asiss ULl 48 ja L) aied

X e 8uS Alaglra Ao Jeanin g iyl Jos ks (0 4k K1 header J) Ji
Ak S 8 LDl A A ad) Jlu ) ddaad (8 shad 5 glad 44 s

JSI Al g Al yal) Al il A5 ) WiSay Ayl dadiall 85 ,a Y1 A &
B8kl Lgilily 5 4 s

JsSs5is 0 e GET b ) aie clibull ¢dllidys ) (e ga gl Jlie 4y 53 LiSay
Aatal) Al ate il G301 Al e dladd) UL (5 s <Slie httpd)

D (Al
¢ yahoo.com g sall e alidial g 8 yall ICMP o LUl Jsls ;1

e méaill aedi Al o gliall aa) 3505 DA e HTTP oo~ bl Jola ;2
IR (e Lo g 3UY) akiid Al Cile slaall Le € a5 10 HTTP I J S 555 0
o iall o3ed lelainl

HTTP ajs bl

dgals Slo i pe il Canll Tyl 35 ilal) Jale 8 hittp iS) & 3aaa L) dlec ol

LAl

: Jie http JsSsis o dand G a8l sall e gl A Jsaall o jai lies
http://site.moh.ps

http://social.ipoke.co/social-pages/websites

http://www.pcbs.gov.ps/site/lang ar/632/default.aspx

http://www.pmd.ps

wireshark 3 zeli s () as ) & 4sidy Cadd A a8 gall dndia ) L)


http://site.moh.ps/
http://social.ipoke.co/social-pages/websites
http://www.pcbs.gov.ps/site/lang%20ar/632/default.aspx
http://www.pmd.ps/

¢ sl I Al el g Aliall p5al Gandi JIA (e 58S Jaalii e ALY liSay
3y e £ IY LiSad hittp ) JsS 5 e Ll i ulin e slae JSlaid LiSay LS
e o) Ll s s pall A€ g artineal) ol Jie dobieal) Alu jall e shaall 5 ilaiiall

L sl e lgela ) & il ikl ) sy

sall Jie dadiall leaa 3 Al Glaglaall (e € oS 3 ga g JaaDlin glad) JUA)
sl B edan ) el
s Jie )l A gy caladl g 8 DA (e aa el el 6 Adaa Dl Sy

g5 (e AN 3,50 JPEG g 58 e s 1 Ol s L) & xin Aailud) 5 ) suall (1
& 5 e deall e Jariall UiSay ¢ azd € Ldain 55 suall olli Llal Sl Ja PNG
JPEG file interchange e GVl 53l aaal & ady 535 o) yall Calddl ) 3 ) suaall
aldll auls adaéa) S5 Export packet bytes dawidl 4l 54l 5 format
adads o) pal) S B ac g g
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Follow->TCP Stream



AlaY) Caai g aalla &5 calls IS e Sl glaall s Gl (i 23 Baas dadia Gl jelaiu g
Aale
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TCP Stream Jl i dlasall @l méa’t JUA o Glaglaall o piSI) 48 jaa cliSay

s addiall Joda Jad die Gilaglaa Jaladl)

Jraldi Jie Al Gl slae 48 jna LiSay Qittp ) a3 5 5ild 5 2 3l Jalil) Apal aladiuly
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s AUl o siadl ) caadl & hittp ) At Jale Caal g 330 wireshark dsda i)
http://testphp.vulnweb.com/login.php
L5, lhagh s e il glaa Ll @li€ay) adsall I Jsiall il sl Jlaal; o8

alaiueal) e slae Juyl ) i Sl A jall e Casl s wireshark dats ) Jas)
¢ J¥1 st s J oS sig ) e Wbyl o3 il da el ddaale GliSy ¢ iyl
: post e Jaaniill Ala glaa Jlu ) o La Lillad

Al Jeliis « TCP Stream & follow: il & & jall dli e el 3l Jaral
D Jull dglia

M Foliow TCP Stream (tcp.stream eq 15) :l[ =) [t
Stream Content

GET / HTTP/1.1

Host: www.wireshark.org

connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
User-agent: Mozilla/s.0 (windows NT 6.1; WOW6E3) Applewebxit/537.36 (KHTML, Tike Gecko) =
Chrome/35.0.1916.153 Safari1/537.36

Accept-Encoding: gzip,deflate,sdch

ACCepr-Language: en-us,en;g=0.8

Cookie: __cfduid=dd303204a3f4e4c45fB1c3d0d156356551401056698086;
__UTMA=87653150.1222912745.1401056681.1404072442.1404077419.15; __utmb=87653150.5.10.1404077419;
__UTmC=87653150; __utmz=87653150.1403815183. 9. 6. utmcsr=google|utmccn=(organic) | utmcmd=organic|

utmctr=_not®20provided)

WTTP/1.1 200 OK

server: cloudflare-nginx

Date: Sun, 29 Jun 2014 22:16:11 GMT
content-Type: text/html
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Switch(config-if )# spanning-tree bpdufilter enable
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Switch(config-if )J# spanning-tree portfast bpdufilter default
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Switch# conf t
Switch(config) # interface fastethernet 0/1

Switch(config —if)# Switchport mode access
Switch(config —if)# Switchport port-security
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Switch(config) # ip dhcp snooping

Switch(config) # ip dhcp snooping vlan 10,32,104
Switch(config) # interface range gigabitethernet 0/0/10 - 0/0/3
Switch(config —if)#ip dhcp snooping limit rate 3
Switch(config-if) # interface gigabitethernet 0/0/8
switch(config-if)#ip dhcp snooping trust
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Switch# show ip dhcp snooping
Switch# show ip dhcp snooping binding
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